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O TpeGoBaHHAX K 06eceyeHUIO 3AMHTLI HHPOPMAIHH

ITPH OCYIUECTBJIEHHH NMEPERONOB JeHESKHBIX CPEACTB H 0 MopaAldKe

OCYLUECTBJIECHHA bankxom Poccun KOHTPOJIA 34 colI0eHHeM

TpeGoBaHH K 00eCIeYCHHIO 3aIIHTH HHpopMaRHH

IPH OCYIIECTBJICHHH NEPECROAOR NCHEXKHBIX CPeACTB

Hacrosmee [lonoxxeHue Ha ocHOBaHMH 4YacTh 3 cTaThd 27 PepepanabHoro

saxoHa oT 27 viond 2011 roga Ne 161-®3 «O HannoHanpHO MIaTeXHOM cCHCTEMEY

¥CTaHaABIHBACT TpﬁﬁOBaHHH K 00eCreueHHo OIICpaTopPaMHu 1o IeEPCBOaY JCHeAKHBIX

cpeIcTB, OaHKOBCKHMY IUIATEKHBIMH areHTaMH (cyOareHTamu), omepaTropaMH

ycnyr MHPOPMALHOHHOrO OOMEHa, MOCTABIMHKAMM IUIATEXHEIX NPUIOKEHHIA,

onéparopaMu IMIIATCKHBIX CHCTEM, onepatopaMu

YCIyr  IUIaTEXKHOM

HHPACTPYKTYPHI, ONIEPATOPAMH 3JEKTPOHHEIX NIATGOPM 3allUTHl MHGOPMAIHU

IIpH OcymeCTBﬂéHHH MEPECBOAOB NCHCKHBIX CPEeacTB,

a4 TaKXe IopAnoK

ocyumiecTBieHuss baHkom Poccnn koHTponsa 3a coOmogeHueM TpeGoBaHmHiA

K obecneueHuio 3alUThl HH(POpMAalHH [IPH OCYINECTBISHHHU NIEPEBOAOB JeHEKHBIX

CpencTB B paMkax ocyuecrsisiemoro bankom Poccuu Hai3opa B HALHOHAILHON

MJIaTeXKHON CHCTEME.



I'naga 1. Oodmne nonoxeHun

[.I. Onepatopsi mo NEpeBOLY HEHEXHBIX CpPEeACTB, OaHKOBCKHE
TUIATEXHBIE areHTHl (Cy0areHThl), OMepaTophl YCIYr WHOpPMALHOHHOTO OOMEHa,
OTIEPATOPBl  YCIYr IUIaTeXHOM WHGPACTPYKTYphl, ONEPaTOPbl BIEKTPOHHBIX
IIathopM B NEIX peaTn3aliu TpeOoBaHuii K ofecreueHno 3aluThl HHpopMaluu
npu OCYIIECTBICHHH MIEPEBOJIOB OEeHEXHEBIX CpencTs
(manmee — TpeGoBaHna kK ofecreveHHIo 3amuThl HHQOpMALIK), TPUMEHIEMBIX B
OTHOIIEHNH aBTOMATHU3HUPOBAHHEIX CHCTEM, IPOrPaMMHOTO o0eceyeHus, CpeacTB
BBIYHCIHTENBHOM TEXHHKY, TeJIeKOMMYHHUKAIMOHHOrO  000pyZOBaHuS,
SKCILTyaTallid M UCHOIh30BAHHE KOTOPBIX 0OECNEeYNBAETCs IPH OCYIICCTBICHUM
MEPEBONOB JEHEXKHBIX CPE/ICTB OMEpPaTOpaMH IO NEPEBORY ACHESKHLIX CPeCTB
(nanee — 00BEKTH HHOOPMALMOHHO HHPPACTPYKTYPHI), JOTKHBL:

NPHMEHATE Mepbl 3allUThl HHGOPMALMH, TOCPEACTBOM BBIIIOTHEHHA
KOTOPBIX o0ecleyHBaeTcs pealnsalus YpOBHEH 3alluUTHL  HHGOpMalHH
s o6beKToB  MH(OPMAIIMOHHOW HWHOPACTPYKTYPH, HCIOAb3YEMBIX s
o0paboTku, mepedadyH, XpaHeHUs HHPOpPMaLWH, YKa3aHHOH B absalle IepBOM
mynkta 1.3 Hacrosiero I[lonokeHus, B LENSX OCYILUECTBICHUS IEpeBOAOB
JEHEXKHBIX CPEJICTB, YCTAHOBJIEHHBIX NMyHKTOM 0.7 paspgena 6 HalHOHAIBHOIO
crangapra Poccufickoit ®epepauun I'OCT P 57580.1-2017 «besomacHOCTE
¢uHaHcOBBIX (DaHKOBCKHX) omepanuii. 3ammra uHpopMmanuu (HUHAHCOBBIX
opranuzaumii. ba3oBblii cocTaB OpraHuW3allMOHHBIX H TEXHUYECKUX MeEpy,
yTBEpkAeHHOro mpukazoM DeaepanbHOr0 areHTCTBA 10  TEXHHYECKOMY
PeryIHpOBaHuIO U MeTponoruy ot 8 asrycta 2017 roga Ne 822-cr! (nanee —'OCT
P 57580.1-2017);

IPOBOJUTH €XKETOJHOS TECTHPOBAHHE HAa MPEAMET HAIMYHA BO3MOXKHOCTH
MPOHNKHOBEHHA B WH(POPMALMOHHYIO HHGPACTPYKTYpY H aHAIU3 yS3BHMOCTEH
UHGPOPMALHOHHOM 6e30MacHOCTH 00BeKTOB HHbOPMaLMOHHO! HHPACTPyKTYpHL, B

TOM YHCJIC B COOTBCTCTBHH € ITYHKTAMH 38u39 HACTOAIICTO HOHOD{{GHHSI;

U M., @Y1 «Crangaptundopmy», 2017,



MPOBOAUTL OLEHKY COOTBETCTBHS YPOBHAM 3alUTHl  MH(OpMAIMH
(manee — oOUEHKA COOTBETCTBHA 3aIMTHI HMH(OPMALHH) B COOTBETCTBHH C
NOJIOXEHUAMH pazfena 6 HaiuoHanbHOro cTangaprta Poccumiickoit ®enepaunu
TF'OCT P 57580.2-2018 «BesomacHocTh (MHAHCOBBIX (OaHKOBCKUX) ONEpalUid.
3ammra UHGOpManHMH  (PHUHAHCOBHIX  opraHusaumid. MeToguka  OLEHKH
COOTBETCTBHS», YTBepXKIAeHHOro mpukasoM PenepanpHoro areHTCTBa 110
TEXHHYECKOMY PETyJIMPOBAHHIO M MeTpornoruu ot 28 mapta 2018 roga Ne 156-ct!
(nanee — 'OCT P 57580.2-2018), u nynkramu 2.3, 2.4, 3.6-3.9, 4.4, 4.5, 6.7 u 6.8
Hactosiero [lomoxenus.

Ouenka COOTBETCTBHS 3alluThl HHGOPMAMH HOJ/DKHA OCYILECTBIATHCS
C MpHUBICYEHUEM OpraHH3alWi, WMEIOIUX JIMIEH3HIO Ha OCYUIeCTBICHHE
JEATEbHOCTH M0 TeXHHYeCKOH 3aluTe KOH(QHAeHIMansHOH HH(popManuMu s
NpoBeacHHS paboT U yCIyr, MPeZyCMOTPEHHBIX MOMIYHKTaMH «6», «I» WM «€»
nyskta 4 [TonoxeHus 0 TULIEH3UPOBAHWH AEATEIBHOCTH N0 TEXHUYECKOH 3alluTe
KOH(HUACHLINATBHOM HH(QOPMALIHH, YTBEPXAEHHOTO TIOCTAHOBJIEHHEM
[MpaButensctBa Poccuiickoit ®enepaunu or 3 despans 2012 roma Ne 79
(manee — npoBepAOLIas OpraHU3alus).

B nemax obecreveHHs 3amurhl HHGOPMALMH ONEPATOPH MO NepeBOAY
AEHEXHBIX CPEACTB, DAHKOBCKHE IUIATEXHBIE areHTHl (CyOareHThI), OIEpaTOphI
yeayr  uH(poOpMalMOHHOro  OOMeHa,  ONepaTopbl  YCIyr  IIaTeXHOH
HUHQPACTPYKTYPHl, OMNEPaTopbl 3NEXTPOHHBIX MNATGOpPM AOMKHBl XPAHMTh
pe3y/NbTaT OLEHKH COOTBETCTBUS 3allUTHl HH(OPMAIMH, IOATOTOBICHHBIH
NIPOBEPSIONICH OpraHU3alyeil B BUAe OTUETa, HE MEHee IIATH JIeT HAYHHAA ¢ JAaThl
€T0 BBLIAYH NPOBEPSIOLISH OpraHH3aIMEH.

1.2. Omnepatopsl N0 MepeBOdy AEHEXHBIX CPEACTB, OaHKOBCKHE
IIATEKHBIE areHTH {Cy0areHTHl), omepatopsl yciayr HHbopMauuoHHOro odMeHa,
OTIEpATOPBl YCIYT INAT&KHOH HHQPACTPYKTYPBI, OINEPATOPhl INEKTPOHHBIX
miathopM, ykaszanusie B noanyHkre 1.4.3 nyukra 1.4 Tonoxenuns bauka Poccun
or 20 ampena 2021 roma Ne 757-I1 «O06 ycraHoBneHHMH OO43aTENBHBIX I

HEKPeUTHBIX (PUHAHCOBBIX OpraHu3allii TpeboBaHMI K 00ecneueHHI0 3alUTHI

I'M,, ®TVTT «CraHnaprundopm», 2018.



HMH(POPMALIMY TIPH OCYILECTBIIEHHH AEATENbHOCTH B ¢depe (PHHAHCOBBIX PBIHKOB B
LEMSIX MPOTUBOJICHCTBHA OCYIIECTBIEHHIO HE3AKOHHBIX (PMHAHCOBBIX ONEpPalfiD’
(manee — IMonoxenne Banka Poccuu ot 20 anpens 2021 roga Ne 757-11), nomxHsl
BBIIOJHATh TPeGOBaHUA K OOecedeHuIo 3alUThl HHOpMALMH, TPHMEHACMBIC B
OTHOIIEHHH TPHKIAJHOTO NpPOrpaMMHOro obeclieueHHs aBTOMAaTH3MPOBAHHBIX
CHCTEM U IIPUIOKEHHIA, B TOM YHCIIE B COOTBETCTBHH € IyHKTamu 2.5, 3.8-3.10, 4.6,
6.9 u 6.10 HacTogmero ITonoxenus.

Omnepatops! MO NepPeBONY HEHEKHBIX CPeICTB, OAHKOBCKHE IIATEKHBIC
aredTsl (Cy0areHTHI), OMepaTopsl yciyr HHPOpPMaHOHHOTO 00MeHa, OIepaTopHl
YCIYT IUIaTexHON HHPPACTPYKTYPHI, @ TAKKE OIIepaTophl MEKTPOHHBIX IU1aTdhopM,
yKazaHHple B af3zane NEepBOM HACTOALIEro MYyHKTa, JOLKHBI HCIIOJNBE30BATh
npolueaune cepTudrKalnio B cucreMe cepTUdukauun PeaepanpHoll CiyX06s!
Mo TEXHHYECKOMY H 3KCIIOPTHOMY KOHTPONIO B COOTBETCTBHH C HOPAIKOM,
YCTAHOBNEHHBIM moctaHoBienneM [IpasutensctBa Poccuiickoit @eaepanuu
oT 26 uoHa 1995 roaa Ne 608 «O ceprudukalinu cpeacTB 3alUTHl HHPOpMALIUI»
(manee - cepTU(MUKALNA ), HIIH MPOIIEALINE OLEHKY COOTBETCTBUS MO TPEOOBAHUIM
K OIIEHOYHOMY YypoBHIO mAoBepus (mamee — OV]]) He Hmke yem OV] 4,
NpEeAYCMOTPEHHOTO0 TMYHKTOM 7.6 pasmena 7 HalMOHAIBHOTO CTaHOapTa
Poccuiickoiit ®epepanuu 'OCT P UCO/M3BK 15408-3-2013 «MHpopmanoHHas
TexHoJorusa. Metoisl u cpeactBa obecriedenns OezonacHocTU. KpHTEpHH OLIEHKH
GezomacHOCTH MHpOpMAIIMOHHBIX TexHomoruil. Hacts 3. KOMIOHEHTE fOBepHA
Kk 0e30MacHOCTHY», YTBEp)KASHHOTO TnpukazoM DeaepalbHOr0 areHTCTBa
0 TEXHWYECKOMY peryJIMpoBaHWI0 H MeTpojorud oT 8§ Hoabpa 2013 roza
Ne 1340-ct?* (manee COOTBETCTBEHHO — OLIEHKA COOTBETCTBMS NPHKJIAJHOTO
NpOrpaMMHOTO 00eCneueHHs AaBTOMATH3UPOBAHHBIX CHCTEM H TNPHIOKEHHH,
a TaKKe OTAENBEHOTrO IpOrpaMMHOIO obecneuenus,
I'OCT P HUCO/M3K 15408-3-2013), u oOpabatbBatomue HHGOPMALHIO,
yKa3aHHY10 B ab3ame nepsoM 1yHkTa 1.3 Hactoamero Ilonoxenus:

NpYKIAJHOS TNpOrpaMMHoe o0eclieyeHHe aBTOMAaTH3HPOBAHHBEIX CHCTEM

H HpHJIO)KEHHﬁ, pacripoCTPpaHACMBIX KIHEHTaAM OINEPATOPOB II0 MNEpeBOaY

! 3aperncTprporano MunioctoM Poccun 15 mons 2021 roga, pervctpauuoHHntli Ne 63880,
2 M., OV «CranaaptHHbopm», 2014,



NEeHEXKHBIX CPEACTB AJIA COBEPIIEHHH AEeHCTBUI, HEMOCPEICTBEHHO CBA3aHHBIX
C OCYIIIECTBIICHHEM MEPEBOIOB JIEHEHBIX CPESICTB;

NporpaMMHOe o0ecreueHue, IKCIUTYaTUPyeMoe Ha y4acTKax, HCITO/b3YeMbIX
AN TIpHeMa JOKYMEHTOB, CBA3AHHBIX C OCYIIECTBIEHHEM IEPEBOAOB JCHEXKHBIX
CpPeICTB, COCTABIEHHBIX B 3JICKTPOHHOM BUJE (Jajiee — SNEKTPOHHBIE COOBIIEHH),
K HCOOJHEHHWI0O B  ABTOMATH3MPOBAaHHBIX CHUCTEMaX H  MPHIOKEHHAX
¢ HCMOJb30BaHHEM UH(POPMAIMOHHO-TENEKOMMYHUKAIIMOHHON ceTH «MHTepHET»
(manee — ceTs «AHTEpHETY).

[To pelieHMIO OTEPATOPOB MO [EPEBOLY AEHEKHBIX CPEACTB, GHAHKOBCKUX
IJIATEXKHBIX areHToB (Cy0areHToB), 0epaTopoB yCiIyr HHGQOpMaLHOHHOrO OOMeHa,
ONEPaTOPOB YCIYT IUTaTeXHOH WHQPPACTPYKTYpEl, OMNEPAaTOPOB IIEKTPOHHBIX
wiaropM, ykazaHHbix B noAnyHkre 1.4.3 nmynkra 1.4 Ilonoxxenus banka Poccun
or 20 ampens 2021 roma Ne 757-II, onenxa COOTBETCTBUA MPHKJIAAHOTO
MpOTPaMMHOTO 00ecreuUeHHss AaBTOMATH3HPOBAHHBIX CHCTEM M IPHIIOKEHHH
MPOBOAMTCS CaMOCTOATENBHO HIIH C MPUBIeYEHHEM MTPOBepsIOLIcH OpraHH3alHi.

1.3. Oneparopel 1O NepeBOAY JEHEXKHBIX CpEeACTB, OaHKOBCKHE
IIaTexcHsle areHThl {(CybareHTsl), omeparopsl ycnyr uH(GopMalnoHHOro obMmeHa,
olepaTophl YCIYT [UIATEXHOH HHOPACTPYKTYpBL, ONEpaTOpbl NIEKTPOHHBIX
m1aTGopM AOKHBI BEITIONHATE TpeGoBaHHS K 00ecneueHHIO 3aIUThl HHPOPMALIMH,
NpUMeHseMble B  OTHOIICHHMM  TeXHONOTHHW  0o6paboTkH  MHpOpMaLuu,
NO/ITOTABIMBAEMOI, 00pabaThiBacMOi U XpaHUMO¥ Ha yyacTKaxX UACHTHQHKAIUH,
ayTeHTH(PUKAIME W aBTOPU3ALMM KITHEHTOB ONEPAaTOPOB 10 MEpPeBOAYy NEHEKHBIX
CpeNCTE TPH COBEpLIEHMH JEHCTBUH B IENAX OCYIUECTBICHMS IIEPEBOJIOB
JEHEXHBIX CpencTB; GOpPMHpOBaHHS ([TOArOTOBKM), MNepeAadd M IpHEMa
3NMEKTPOHHEIX coOOlIeHUH; yIOCTOBEpeHHs IpaBa KIHEHTOB ONEPaTOPOB
Mo MEepeBONY HEHEXHBIX CpPENCTB paclopsXaTbCs AEHEXHBIMH CpPENCTBAMH,;
OCYIIECTBICHNS  TEPEeBOJOB  JCHEXHBIX  CpPEACTB; YydeTa  pe3yJbTarToB
OCYILIECTB/IEHHs] T[EPEBOAOB JCHEXKHLIX CPEICTB; XPaHEHHS 3NEKTPOHHBIX
cooOmiennii 1 uHpopManud 06 OCYIIECTBICHHBIX NEPEBO/AX JEHEXKHBIX CPEICTB
(manee cOOTBETCTBEHHO — 3aiuiaeMas HHPOpMaLIUs, TEXHOJIOTHYECKHEe Y4acTKH).

OnepaTopm o nepepony IACHEXHBIX CPCACTB, OaHKOBCKHE IJIATEXKHBIE



areHThl (cybareHThl), OepaTopbl YCIyr HHPOpMALMOHHOrO OOMEHa, OnepaTopsl
YCIYT [IATEXKHOH HHGPACTPYKTYPH], OIIEpaTOPHI JEKTPOHHBIX MIaTGopM B LENIX
peanuzaunn TpeGoBaHHE K obOecIeyeHUIO 3AIMTHl 3alMIAeMOil HHGOpMaLUH
Ha TEXHOJIOTHYECKUX Y4acTKaX JOKHEI 00eCTeT1BaTh:

KOH(HIEHITMAIEHOCT, I[IENTOCTHOCTh, [JOCTYNIHOCTh M JOCTOBEPHOCTH
3al[AIIaeMOHA HHPOpPMaLIHH;

pernaMeHTalMio, peanu3alHlo, KOHTPONb (MOHHTODHHT) TEXHOJIOTHH
06paboTkn 3ammmiaemMoii HHGopMalny;

PETHCTpAaLHIO  pe3ylbTATOB  COBEpIICHWS  HeHCTBUI,  CBA3aHHBIX
C OCYLLECTBJIEHHEM JOCTYIIA K 3alHINaeMoi HHpopMaLUH.

1.4. Omnepatopsl 10 NEPEBOLY ACHEKHBIX CPeICTB, O4HKOBCKUE ILIATEHKHBIC
areHThl (CyOareHTBI), onepaTopsl yclIyr MHGOPMAaLHOHHOTO OOMEHa, OIlepaTopsbl
YCIIYT IaTeXXHON HHPPACTPYKTYPEI, ONEPaTOPEl MEKTPOHHBIX TIATHOPM AOJDKHBI
perucTpupoBaTh pe3yJbTaThl COBEpLUEHUs CAEOYIOLIUX NeHCTBHH, CBA3aHHBIX
C OCYIIECTBIIEHHEM JOCTYTIa K 3allHIaeMoil HHpopMaLun:

HuAeHTH)UKALIH, Ay TEHTH)HKALIMY U aBTOPH3allMH KITHEHTOB OIIEPaTOpOB 1O
TIePEeBOAY AEHEXKHBIX CPEACTB MPHU COBEPLIEHUH ASHCTBUIN B LENAX OCYLIECTBICHUA
MepeBOAOB AeHEKHBIX CPEeICTB;

MpHEMA IEKTPOHHBIX COOOIIEHNH OT KIIMEHTOB ONEpPaTOpOB IO MEPeBOAY
OEHEXHBIX CPEACTB;

npHeMa (mepegadd) OSJIEKTPOHHBIX COOOILIEHHH NpU B3aUMOCIHCTBAU
ONepaToOpOB OO MepeBONY ACHEXKHBIX CPEACTB, OAHKOBCKUX IUIATEXKHBIX areHTOB
(cyGareHTOB), ONEPAaTOPOB YCIYT HHPOPMAIIMOHHOrO OOMEHa, OTIEPaTOPOB YCIYT
IUIATeXKHOM  HMH(PACTPYKTYpbl,  ONEPAaTOPOB  IIEKTPOHHBIX  TuaThopM
IpH OCYIIECTBICHUM IEPeBOAOB [EHEXKHBIX CpPEeACTB, B TOM 4YHCIe A
YAOCTOBEpPEHHA MpaBa KIHEHTOB ONEPAaTOPOB MO HEPeBOAY ISHEKHBIX CPeICTB
pacropsaTbecs ASHEKHBIMU CPeACTBAMHM W [ YU€Ta Pe3yJbTaToB IIEPEBOAOB
AEHEXHBIX CPEACTB;

peanu3anye Mep, yCTaHOBIEHHBIX NOANMYHKTOM 1.9 myHkTa | mpunoxenns 1

K Hacroawemy [onoxenuro;



OCYIIECTBNEHNS JocTyna paboTHHKOB K 3amumaeMod uHdopMalluH,
BBIMO/THIEMOIrO ¢ HCIIOJNIb30BAHHEM aBTOMATH3HPOBAHHBIX CHUCTEM, IPOrpaMMHOTO
obecnedeHus;

OCYyILIeCTBIIEHHs AEHCTBHIl KJIMEHTOB OMEPATOPOB MO MEPEBOLY ACHEKHBIX
CpeAcTB ¢ 3amuiiaeModl MHpopManyeid, BBHIMOIHAEMBIX € HCIIONB30BAHUEM
ABTOMAaTH3HPOBAHHBIX CHCTEM, TIPOrPAMMHOTO 00€CIIeHEHNUA.

1.4.1. Peructpanuy MOZNeXKaT CHEAYIOIUE JaHHBIE O JEeHCTBHAX,
BBIIIONIHAEMBIX pPa0OTHUKAMH C HCIIONB30BAHMEM aBTOMATH3MPOBAHHEIX CHCTEM,
MPOrpaMMHOT0 00ecreyueHus:

nara (OeHb, Mecsll, Tol) 1 Bpems (4achl, MUHYTBI, CEKyH/bl) COBEPILCHHUS
pabOTHHKOM AEHCTBHH C 3alMIIaeMOi HH(POPMALHEH;

IIPUCBOEHHBIH pabOTHUKY HIOSHTH(PUKATOp, MO3BOJAIIIMHA YCTAaHOBHTH
paGOTHHKA B ABTOMATH3MPOBAHHOMN CHCTEeMe, MPOrpaMMHOM o0ecriedeHHU;

KOJ, COOTBETCTBYIOIIUH TEXHOJIOTHYECKOMY YYacTKY;

pesyNbTaT COBEpIICHWs  pPadOTHUKOM  AEHCTBHA €  3AlNUILAEMOH
HHpopMaliKei (YCeNHO WIH HEYCIIEIHO),

uHpOpMALIHA, UCTTONb3YyeMas A HASHTH(HUKALNY YCTPOHCTB, PH MOMOLLH
KOTOpBIX  JuOO B OTHOLIEHWHW  KOTOPBIX  OCYLIECTBIAEH  AOCTYII
K aBTOMATU3MPOBAHHON cHCTeMe, NpOrpaMMHOMY OOCCIEUeHHI0 B LENAX
CoBepIleHus paGOTHUKOM JeHCTBHII ¢ 3ainuiaeMoil nHGopMaLueH.

1.4.2. Perucrpaumu mnomneXaT Cledylollne JAHHBE O AEHCTBHAX,
BBIMONHAEMBIX KIHMEHTaMH OIEpPaTOpOB MO MEPEBOAY HECHEXHBIX CPEIACTS
¢ MCTIONB30BAHHEM ABTOMATH3UPOBAHHEIX CHCTEM, TPOTPAMMHOr0 00eCedeHH .

nara (JieHb, Mecdll, F'oOX) U BpeMs (Yachl, MAHYTBI, CEKYHIbI) COBepIIeHHS
KJIMEHTOM ONepaTopa Mo NepeBONy JeHEKHBIX CpelCTB AeHCTBHI C 3aMMINAeMOH
HH(pOpMaruel;

NPUCBOSHHBIN KJIMEHTY oOllepaTopa [0 MNEepeBOAdy MACHEXHBIX CpPEACTB
HACHTRUKATOD, MO3BOJSIIOIIMA YCTaHOBHTH KJIMEHTAa oOlleparopa IO NEepeBONY
J€HEXHEIX CPeJCTB B aBTOMAaTH3UPOBAHHOI CUCTEME, IPOrPaMMHOM O0€CTICYEeHNY;

KOJ, COOTBETCTBYIOIHH TEXHOJIOTHYECKOMY YUacTKY;



pe3yNbTaT COBEpLICHHs KIMEGHTOM olepartopa 0 MepeBOAy ACHEKHBIX
CpeAcTB AeHcTBHUA C 3alUMLIacMoi HHPOpMaLHeH (YCIEIHO WK HEYCIICLIHO);

HHGOpMaH, UCIIONb3yeMas 1 WASHTH(HKAIUH YCTPOICTB, NMPU MOMOLLU
KOTOpeIX  1MU00 B OTHOIIEEBMH  KOTOPBIX  OCYIIECTBICH  JOCTYI
K AaBTOMAaTH3HPOBAaHHOH CHCTEMe, MPOrpaMMHOMY obecrmedyeHHI0 B  LenaX
COBEpIUEHNA KIHMEHTOM OIepaTopa MO MEPEBONY ASHEXKHBIX CPEACTB NEHCTBHH C
3aIMIIaeMoii HHbopMale.

1.5. Omneparopsl o nepeBoAy ACHEXHBIX CPEACTB, ONEPaTOphl yCIyr
IJIaTeXHON HHQPACTPYKTYphl B LEIAX peann3anud TpeboBaHHH K o0ecredeHHIo
3aUTE UHGOPMALKH, TPHMEHAEMBIX B OTHOMIEHMH uH(popMmHpoBaHusa baHka
Poccun 00 MHIMAeHTaX (COOBITHAX), CBA3AHHBIX C HapylleHHeM TpeOOoBaHWi
K 00ecrneyueH IO 3a1UTh MHPOPMALIMH TP OCYIIECTBICHAH NEPEBOIOB ASHEXHBIX
CpeACTB, B TOM 4icje BKIIOYEHHBIX B Hepe4eHb THIOB HHUHACHTOB,
COTJIACOBAHHBII dbenepanbHBIM OpraHoM UCTIOTHUTENBbHOM BJACTH,
YIIOJTHOMOYEHHBIM B 00y1acTH o0ecneueHus (pyHKIMOHUPOBaHUS rOCY JapCTBEHHOM
CHUCTeMBI  OBHApyXeHUs, OpeAyNpeKOeHWs W JIMKBHAAUMH  [OCHEACTBHIA
KOMIBIOTEPHEIX aTaKk Ha HHQOpMaluoHHBle pecypcsl Poccuiickoil ®eaepaunu
B COOTBETCTBHM ¢ NYHKTOM 5 4acth 4 ctatbn 6 @DeaepajbHOro 3akoHa
or 26 wmona 2017 roga Ne 187-@3 «O 0Ge30nacHOCTH KPHTHYECKOMH
UHPOPMALHOHHOMH UHPACTPYKTYPhI Poccuiickoi depepauyn»
(nanee — ®DepepanbHblii 3akoH ot 26 urona 2017 roma Ne 187-D3),
H pasMeniaemelii bankom Poccun Ha oduuuansHoM caiite banka Poccuu B cetn
«HTepHET» (Hmanee COOTBETCTBEHHO — HHUUIEHTHl 3allUTHl HHGOpMAaIuy,
nepedeHb TUIOB MHUHASHTOB), JOJDKHBI OCYLIECTBIATh HHPOpMHpOoBaHue baHka
Poccunu:

O BBIABJICHHBIX HHIMISHTAX 3aLIUTH MHPOPMALIIH, BKIIOUCHHBIX B IEPCICHb
THANOB HHITMASHTOB, NPUHATBIX MepaX H IMPOBEJACHHBIX MEPONPUATHAX IO
pearupoBaHHIO Ha BBISBICHHBIE OIEPAaTOPOM MO MEPEBOAY IASHEKHBIX CPEICTB,
OMepaToOpoOM YCIIyT ILTaTeXHOMH uHppacTpykTyps! unu bankoM Poccun HHIMAEHTHI
3aIIUTHl HHPOpMalMK, BKIIOYEHHbIE B NIepedeHb THUIOB MHLMACHTOB, a TAKXe O

IUVIAHUPYEMBIX MEPOIPHATHAX MO PAacKphITHIO HHpoOpManMH 00 HHOUIACHTAX



3aIUTEl MHpOPMALMK, BKIIOYAsA pasMelleHHe HHPOpMaldd Ha OQPHIUANBHBIX
caiitax B ceTH «VHTepHeT», BBIMYCK IpECC-peIM30B M MPOBEACHHE IIpecc-
KOH(epeHLHMd He Mo3fHee OAHOro padodero AHA A0 JHA NPOBEREHHA TaKOro
MEpOTPHUATUSA;

o cafitax B cetn «MHTEpHET», KOTOPBIE UCIONB3YIOTCA ONEPATOPaMH II0
nepeBoly ASHEXHBIX CPEACTB, ONEPATOPaMH YCIIyT IUTAaTeXHONH HHPPacTpyKTypHl
VIS OCYLIECTBNEHHMS HMX JEedATeJIbHOCTH, NpHHAAJIEeXamux WM H  (Unn)
NpHHAMJEKAUIMX HHOH OpPraHu3alMH, HO AaIMHUHUCTPHUPYEMBIX B HHTEpecax
OMepaTopoB IO IMepeBOAY ACHEXKHBIX CPEACTB, OMEPATOPOB YCIYr IUIATEXKHOM
HHGPACTPYKTYPEI Ha OCHOBAHUH JIOIOBOPa BO3ME3AHOIO OKA3aHWA YCIYT.

UndopMupoBanie onepatopaMH IO [EPEBOAY JEHEKHBIX CpPEICTB,
OTIEPATOpaMH YCJIYT IIaTeXHoH MH(PacTPyKTYpHl OCYILECTBISETCH MOCPEACTBOM
npexactapienus B bank Poccuu cBeennii, ykazaHHBIX B a03alax BTOPOM U TPEThEM
HacToslero nyHkra. Uadopmanus o ¢popMe U cpoke MpeAcTaBleHUs YKa3aHHBIX
CBeJIcHMI TOAJIEXHT COTJIACOBAHUIO ¢ (peepalbHbIM OPraHOM HCHOJHHUTEJIBHOH
BJIACTH, YNOJHOMOYCHHBIM B oONacTH obecredyeHns (QyHKIHOHHMPOBAHUA
rocyAapCcTBEHHON CHCTEMBl OOHApyXeHusi, NpeayNpeXXAeHHsd H JHUKBHIALHUH
IOCNEACTBHI KOMIIBIOTEPHBIX aTak Ha MHQOPMALMOHHBIE pecypchl Poccuickoit
®enepatuu, cornmacHo NyHKTy 6 wactm 4 cratenm 6 DefepalbHOrO 3aKoHa
ot 26 uiona 2017 roga Ne 187-®3 n pa3smeniaerca Ha opuimansHoM calite banka
Poccun B cetn «AHTEpHET».

1.6. B ciuydae ecnu 3ammiaeMas HHhopMaLKsa COAEPKUT NEPCOHATBHEIS
JaHHbIe, OTIEpATOPHl MO MEPEBOAY JEHEXHBIX CPeACTB, HAHKOBCKHE ILIATEXKHBIE
areHTsl (Cy0areHTsl), onepaTropsl ycayr MHGOPMALMOHHOrO 00MeHa, OlepaTophl
YCITYT MNaTeXHOH HHPACTPYKTYPEI, ONIepaTOpHl JEKTPOHHBIX IIaT(HOPM JOMKHBI
IPUMEHATh MePHI 10 00ecneueHnI0 6e30MacHOCTH MEPCOHANBHBIX AAHHBIX TIPY HUX
06paboTke B COOTBETCTBMU cO cTaTheill 19 denepansHoro 3akoHa ot 27 oA
2006 roga Ne 152-@03 «O nepcoHanbHBIX JaHHBIX» (Janee — DeziepanbHEIil 3aK0H
ot 27 miona 2006 romga Ne 152-®3).

ObecneveHne 3alUTH NEPCOHAIBHBIX TaHHBIX OMEPATOpaMH IO NEPEeBOAY

ACHCXKHBIX CpCOCTB, 0aHKOBCKUMM IUIAaTEXHBIMH areHTaMH (Cy6aI‘eHTaMH),



oflepaTopamMy ycayr HHGQOPMALHOHHOTO 0OMeHa, onepaTopaMy yCIIyT IUIATeKHON
MHPPACTPYKTYPBI, OMEpPaTOpaMH JJIEKTPOHHBIX IUIATGOPM OCYLISCTBISETCS B
COOTBETCTBHH ¢ mpHkKazoM DenmepansHoil clyXO0bl N0 TEXHHYECKOMY U
3KCNOPTHOMY KoHTpono oT 18 ¢erpans 2013 roma Ne 21 «O6 yrBepxacHHH
CocTaBa U coiep)KaHHS OPTaHW3ANWOHHEIX M TEXHUYECKUX Mep MO 00ECTIEYEHUIO
§€30MacHOCTH NePCOHANBHBIX AaHHBIX MpU HX 00paboTke B HMHGOPMALMOHHBIX
CHCTEMAX MEPCOHANBHBIX JaHHBIX»',
1.7. Obecneuenne 3amuthl HHGOPMALUH TIPH OCYLUECTBIEHHH IEPEBOAOB
OEHEXKHBIX CPEACTB C HCIONB30BAHHEM CPEACTB KPUNTOTpaUUecKkoil 3allMThI
nHpopmanun (manee — CK3U) oneparopamu mo mepeBody AEHEKHBIX CPEICTB,
OaHKOBCKHMM IUIATeXXHBIMH areHTaMH (cyOareHTaMu), omepaTopaMH YCIyT
HHOOpPMAIIMOHHOrO OOMeHa, ONepaTopaMH ILIATEXHBIX CHCTEM, OIEPaTOpaMH
YCIyT TUIATeXHOH WHQPACTpyKTypHl, ONEepaTopaMH 3IEeKTPOHHBIX ILIAT(OpM
OCYIIECTBIISAETCA B COOTBeTCTBUH ¢ DenepanbHbiM 3aK0oHOM OT 6 anpens 2011 roza
Ne 63-03 «O6 snexkrpoHHOH noanucuy» (Janee — PenepanbHblil 3aKoH OT 6 anpens
2011 roga Ne 63-®3), [lonoxenuem o paspaboTKe, NPOU3BOACTBE, pealn3aluu U
SKCIUTyaTallkd  MHQPOBAIBHBEIX  (KpUNTOrpadUuYeckux) CpeOcTB  3aLUUTHI
uHpopMauul ([Tomokenre 11K3-2005), yrBepxaeHHbIM NpHuKkazoM PeaepanbHoii
cnyx6e1 6esonacHocTn Poccwiickoil ®eaepaumn ot 9 despans 2005 roma Ne 66
(nanee — I'Nonoxxenne ITIK3-2005), u Texuudeckoi noxkyMeHtauueit Ha CK3U.
ObecnieueHne 3allMTH NEPCOHANBHBIX JaHHBIX ¢ Hcnojs3oBaHueM CK3U
OCYILECTBIAETCH B COOTBETCTBHH ¢ MocTaHoBlIeHueM [IpasurensctBa Poccuiickoit
®enepaiuu ot | HoAOps 2012 roma Ne 1119 «O6 yrBepxkaeHun Tpebopanuii k
3aILUTe NMEPCOHANBHBIX JAaHHBIX PH HX 00paboTke B HHPOPMALIMOHHBIX CHCTEMAax
HePCOHANBHEIX IaHHBIX» M mpHkasom DemepansHoil ciIyxObl Oe3omacHocTH
Poccutickoii ®eaepaunu ot 10 uronst 2014 roga Ne 378 «O6 yreepxaenun CoctaBa

H CcOoCp)XaHWs OpPraHH3alHOHHBIX H TEXHUYECKHX MEp o obecneueHno

I 3apeructpuposan Mumioctom Poccuy 14 mas 2013 roga, peructpaumoHHsiii Ne 28375, ¢ n3meHeHWAMM,
BHeceHHbMH npukazamu GCTIK PoccHu ot 23 mapra 2017 rona Ne 49 (3apeructpuposan Munoctom Poccwnu
25 anpena 2017 roaa, perucrpaunoHHelii Ne 46487), ot 14 man 2020 roaa Ne 68 (zapernctpuposan Muntoctom
Poccuu 8 wions 2020 rona, peructpaunoHslif Ne 58877).

? 3apeructpuposan Mumoctom Poccun 3 mapta 2005 roaa, perucTpauMoHHelii Ne 6382, ¢ usmeneHuAMM,
sHeceHHbIMN npukasom ®CB Poccnu ot 12 anpeas 2010 rona Ne 173 (zapeructpupoead Mumoctom Poccun
25 mas 2010 roaa, peructpaunoHHbi Ne 17350),
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6€30MaCHOCTH NEPCOHANBHBIX AAaHHBIX NMpH HX 00paboTke B MHGOPMALMOHHBIX
CHCTEMaX MEPCOHANBHBIX JaHHBIX ¢ HCMOAB30BAaHHEM CPEACTB KpHUITTOTrpaduuecKoi
3aIIUTEl  MHPOPMALIUM, HEOOXOOWMBIX /s BBIOJNHEHHSA YCTAHOBIIEHHBIX
INpaButensctBoM Poccuiickoii @enepanuy TpeOoOBaHUA K 3alMTe MEPCOHANBHEIX
NaHHBIX IS K2XJOTO H3 YPOBHeH 3amuilieHHocTH»' ¢ npumeHeHueM CK3W,
HMEIOIIMX  ITIONTBEP)KACHUE COOTBETCTBHs TpeOOBaHMAM, YCTaHOBICHHBIM
deaepanbHBIM OpPraHOM HCIIOHHTENBHON BIACTH, YIONHOMOYEHHEIM B ofnacTu
obecnieueHun 6e30MaCHOCTH, IPH OCYILECTBICHUH PeryJIHpOBaHHs B COOTBETCTBHH
¢ IyHKTOM «II» 9YacTH MepBoii crathu 13 (PemepansHOro 3akoHa oT 3 ampeis
1995 roma Ne 40-03 «O denepanpHoit ciyxbe OesomacHocTH»
(nanee — TpeGoBaHKs, YCTAHOBICHHEIE (peepanbHbIM OPraHOM HCIOJIHHTENLHOM
BIACTH, YIOJHOMOYEHHBIM B oOnactd obecnedenns 0e30MacHOCTH), M
00ecneuHBalOUINX HEHTPAIM3ALHI0 YTpo3 0€30IMaCHOCTH NEPCOHANBHBIX JAHHBIX,
onpefeneHHsix baHkoM PoccHM B COOTBETCTBHH € dacTelo 5 crateu 19
denepansHoro 3akoHa ot 27 mons 2006 roga Ne 152-03.

B ciiydae ecnu OmniepaTophl Mo MEpeBOAy AEHEXHBIX CPEICTB, OaHKOBCKHUE
IIATEXHBIE areHTHl (CyOareHTsl), ONepaTopsl ycayr HHpOpManHOHHOro oOMeHa,
OMepaTophl IUIATEXKHBIX CHCTEM, OHEPATOPhI YCIYT INATE&XHOH HHPACTPYKTYpHI,
omeparophl  eKTpoHHBIX IiaTdopm mpuMmeHsioT CK3M  poccuiickoro
npousBoauTens, ykazanHele CK3W RoKHEI MMETh CepTU(PHKATBl COOTBETCTBHSA
TpeGOBAaHUAM, YCTAHOBICHHBIM (pefiepaNbHBIM OPTAHOM MCIIOJHHUTENBHOK BIACTH,
YIIOJTHOMOUEHHBIM B 001acTH o0ecrniedeHns 6€30MacHOCTH.

1.8. Omepatopsl 0O mNepeBoAy JCHEXHBIX CpEOCTR, OAHKOBCKHUE
NIaTeXHble areHTH (Cy0areHTsl), onepaTopsl ycayr HHGopManHoHHOro obmMeHa,
OLEpATOPH YCNMYT IUIATeXHOH WHOPACTPYKTYpEl, ONEPaTOPBl 3NEKTPOHHBIX
naatTdopM OpH B3aUMOAEHCTBHHM B LEMAX OOECMeueHHs KOHTPONIsS LETOCTHOCTH
AIEKTPOHHBIX COOOIIEHUH M MOATBEPXISHHS HX COCTABICHUA YIIOJIHOMOYEHHBIM
Ha 3TO JIMLOM JOJDKHBI MCIIONB30BATH YCHJICHHYIO JJIEKTPOHHYIO HOMATHCH B
coorBercTeud ¢ TpeboBanusmu DenepansHoro 3akoHa or 6 ampens 2011 roxza

Ne 63-03, co30aHHYIO € HCHOONB30BAHUEM CPEACTB INMEKTPOHHOW MOANHUCH H

I 3aperncrprposad Mumioctom Poccuu 18 asrycra 2014 ropa, peructpaunonnptii Ne 33620,
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CPEeNCTB YOOCTOBEPAIONIETO LIEHTpa, HMEIOMUX cepTU(dHKAT COOTBETCTBUA
TpeGoBaHUAM, YCTAHOBICHHBIM (he/iepalibHbIM OpPraHOM HCIONHUTENBHON Bl1acTH,
YIOJIHOMOYEHHBIM B 0051aCTH 06ecneydeHus 6e30MacHOCTH.

1.9. TlpusHaHue 3MeKTPOHHBIX COOOILEHHH, MOAMUCAHHBIX 3JIEKTPOHHOM
HOANUCHIO, PAaBHO3HAYHBIMH JOKYMEHTAM Ha OyMaXXHOM HOCHTEJIE, TTOIIACAHHBIM
cOOCTBEeHHOPYYHOH NOANHCHIO, ONEPaTOpaMu MO MepeBORY MEHEKHBIX CPelcCTB,
0aHKOBCKMMHM IUIATeXHBIMH areHTtamMm (cybareHTamu), oreparopaM YCIyT
HH(QOpMaIHOHHOTO 00MeHa, OmNepaTopaMy YCIyT IIaTeXXHOW HHGPacTPyKTYpHI,
OTIEPATOPaMH 3NEKTPOHHBIX INTAT(HOPM JOMKHO OCYIUECTBAATHECA B COOTBETCTBUH

co crarbeit 6 DenepansHoro 3akoHa ot 6 anpens 2011 roma Ne 63-®3.

I'mapa 2. TpeGoBanua K ofe¢cnedeHHIO oONepaTOpaMH NO TepeBoay
JEHEXHBIX CPEACTB, MOCTABIIHKAMH IUIATXHBIX NPHIOKeHHIH
(NpH X NPHBJICYCHHH ONEPATOPAMH MO MePeBOAY ACHEKHBIX
CpeACTB) 3aIIHTBI HHPOPMAINHH NpH  OCYLUECTBJIEHHH

NnepepoaoB JeHEAKHBIX CPpeICTB

2.1. Onepatopsl 10 MEPEBOAY AECHEXHBIX CPEACTB IOMMHBI BBITOJHATH
TpeGoBaHHA K OOECNEeYeHHE) 3al[UThl HHGOPMALMM MpPH OCYLUECTBICHUH
OaHKOBCKON HeATeNbHOCTH, CBA3aHHOHN ¢ OCYIIECTBICHUEM [1epeBOJOB ASHEKHBIX
CpeAcTB, B cooTBeTCTBHH ¢ Ilonoxkenuem banka Poccun or 17 anpens 2019 roaa
Ne 683-I1 «O6 ycraHOBIEHHH O00s3aTeNbHBIX MJIA KPEOUTHBIX OpraHW3aIvi
TpeOoBaHMit Kk oOecCHedeHHI0 3alUTHl WHQOPMALMH TNPH OCYIICCTBICHHM
OaHKOBCKOH JEATEIFHOCTH B LEJSTX IPOTUBOACHCTBUS OCYINECTBICHUIO IEPEBOIOB
IeHEeXHBIX cpeAcTB Oe3 cornmacua knuenrtay' (nanee — [Tonoxenue Banka Poccun
ot 17 ampens 2019 roga Ne 683-I1).

2.2. Omneparopsl 0 MEPEeBOAY ACHEXKHBIX CPEACTB B LEMAX peanusaluy
TpeGoBaHMit K 00ecneyeHHIO 3alIUTH HHDOPMaUMK IODKHEI 0OECTIEUHTE 3aIlUTy

clieaylomei 3amuiiaeMoii HHpopMalnn:

! Zapeructpuposano Muuioctom Poccur 16 mas 2019 ropa, perucrpaunmoHHbii Ne 54637, ¢ uimeneHnsmu,
BHeceHHbIMH VKazaHHeM Banka Poccuu ot 18 derpana 2022 roaa Ne 6071-V (sapeructprposano Muuioctom Poccun
20 wiona 2022 roaa, pernctpallMoHHbIH Ne 68919).
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ykazaHHo# B nyHkte | [Tonoxenus banka Poccun ot 17 anpens 2019 rona
Ne 683-11;

06 ocTaTkax [EHEXHbIX CpeACTB Ha OaHKOBCKMX CYeTaXx KIHEHTOB
OTIepaTOpPOB M0 NMEPEBOY ACHEKHBIX CPEACTB;

00 ocTaTkax 3MEKTPOHHBIX AEHEXHBIX CPEACTB KIMEHTOB OIEPaTOpPOB IO
HePEeBONY NEHEKHBIX CPEACTB;

0 koHurypanuu, oOmnpefe/ilollieif MmapaMeTpel pabOTEl OOBEKTOB
NH(POPMALHOHHOM UHPACTPYKTYPHI, TEXHHYECKUX CPECTB 3alllUTEH HH(pOPMAaIIHU.

2.3, OnepaTopsl MO MepeBOAY ACHEXHBIX CPENCTB JOJDKHEI 00ecnednBaTh
IpOBejIeHHe OLICHKA COOTBETCTBYA 3aLIATHI MHGOpMALUyU He pexe OJHOTO pasa B
ABa rofa.

2.4. Oneparops! N0 NepeBoy ACHEXKHBIX CPEACTB JOJDKHBI 00eCTIEYHBATh
ypOBeHb COOTBETCTBHUS  3allMTBl HMHGOpMAlMM HE HIDKE HETBEPTOro,
IpeayCMOTPEHHOrO MOAMYHKTOM «» myHKTa 6.9 pazpena 6 [OCT P 57580.2-2018.

2.5. Oneparopsl M0 TEPEeBOAY JECHEXHBIX CpPEACTB, SABIAIOLIHUECS
CHCTEMHO  3HAa4YMMBIMH  KPEJAUTHBIMH  OpraHu3auMsMH,  KpeOUTHBIMU
OpraHu3aIMsIMHU, TPU3HAHHBIMH BaHKkoM Poccrni 3HAUNMBIMU Ha PbIHKE IJIaTeKHBIX
YCIIYT, B CIy4ae NPUHATHSA PeIleHHs 0 HeOOXOJHMOCTH NPOBeIeHNs cepTUHKALUU
NPUKIAMHOTO MPOrpaMMHOTO ofecrevdeHns: aBTOMATH3HPOBAHHBIX CHUCTEM H
NpUIOKEHMH, a TakKe OTAENBHOr0 MPOrpaMMHOTO o0ecnedeHuss MOJDKHBI
obecne4ynTh cepTEUKANMIO MNPUKIAJHOTO HPOTrpaMMHOrO  odecnedeHus
ABTOMATH3HPOBAHHBIX CHCTEM W TIPUIOXKEHHE, a TaKkKe OTHAEIBHOTO
IpPOrpaMMHOTo obecreueHuHss He HIbKe 4 YPOBHA JOBEPHS B COOTBETCTBUU C
npuxazoM OenepanpHoit CTyKObBI 110 TEXHUYECKOMY U S3KCIIOPTHOMY KOHTPOJIEO OT
2 urons 2020 roga Ne 76/,

OmnepaTtophl MO MepeBORY ASHEXHBIX CPeACTB, He yKasaHHbIe B abzare
NEPBOM HACTOALIErO NYHKTa, B Cilydae NPUHATHS pellieHHd O HeoOXOaMMOCTH
NpoBeacHu  cepTHHMKAMY  OPHKIATHOTO  HpOrpaMMmHoOro  obecrnedeHus

dBTOMATH3HPOBAHHBIX CHCTCM H HpHHO)KeHHﬁ, 4 TaKXKEC OTACNBHOIO MporpaMMHOTO

I apeructpuporan Mumoctom Poccun 11 centalps 2020 roga, peructpaunoHnsiii Ne 59772, ¢ u3mMeHeHUAMH,
gHeceHHbIMU nprkazom GCTIK Poccnu or 18 anpens 2022 roga Ne 68 (zapeructpuposad Muntoctom Poccun
20 wonn 2022 ropa, perucTpalMoHHbIit Ne 69318).
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obecnedeHH s JOMKHE 00ecneunTh CepTHPUKALNIO TPHKIAIHOTO POrpaMMHOIO
obecnegeHus aBTOMATH3UPOBAHHBIX CHUCTEM 7| MPHIOKEHUH,
a TAKXKe OTAEJIBHOTO MPOTPAMMHOTO O0ecredeHHs He HHXE 5 ypoBHA JOBEpHS
B COOTBETCTBHH ¢ TipukazoM PenepansHoil CIyXO0B N0 TEXHHYECKOMY
¥ SKCTIOPTHOMY KOHTpoTio oT 2 mions 2020 roaa Ne 76.

2.6. Oneparopsl Mo TepeBOAY ACHEXKHBIX CPEACTB AOKHEI YCTAHOBHTH
MOPANOK MX MHOOPMHUPOBAHHA TIPUBIEKAEMBIMU UMH OaHKOBCKHMH ITIaTEXKHEIMU
areHTaMd (cyOareHTaMM), omepaTtopaMH YCIyr HH(popMaLHOHHOro oOMeHa
O BBIBJICHHBIX MMM HHUHAeHTaX 3aumuThl nHGopManyi. Oneparopsl o NEpEeBOLY
HeHEXHBIX CpeACTB 110 3anpocy banka Poccuu pomkHs! Hanpasiath B bank Poccun
cBeeHHA 00 WHUHAEHTAX 3alIMThl HHPOPMALMH, IOJIy4YEeHHBIE OT MPHBIEKAEMBIX
UMH OaHKOBCKMX [UIATEXHBIX areHTOB (Cy0areHTOB), OMepaTOpoB YCIYT
HHGOPMAILHOHHOro 00OMeHa.

2.7. Onepatopbl TO TMEpeBOAY HAEHEKHBIX CpPEACTB B CIyYasx,
peayCMOTPEeHHBIX TOTOBOPaMH C KITHEHTaMH, COAEPKAILMMH YCIOBUA YKa3aHHOTO
B yacTH 1 crarbn 9 ®enepansHoro 3akoHa ot 27 wmioHs 2011 roma Ne 161-@3
A0TOBOpa 00 MCMONB30BAHNY MEKTPOHHOIO CPeACTBA IUIAaTeXa, yCTAHABIMBAIOT B
OTHOLICHHH Omnepaluil Mo OCYLIECTBICHHUIO NEePEeBOAOB ACHEKHBIX CPENACTB,
OCYILECTBIISIEMBIX C UCMONB30BaHUEM ceTH «HTepHeT», yKa3aHHbIE B 3aABJICHHAX
KIMEHTOB OTpaHHYEHUs MO MapaMeTpaM oOlepaluid, B TOM 4YHCIE OrpaHHYeHHS,
yka3zaHHble B myHKTe 2.10 HacTosmero [lonoxenus.

2.8, TIlpu ocymecTBIeHHM  IIEPEBOJOB  JCHEXKHBIX  CPEACTB ¢
HCITONIb30BanueM ceTu «HTepHeT» U pa3MeleHrH [IPporpaMMHOTO ofecrieyeHns,
HCTIONIB3YEMOr0 KIIMEeHTaMH OIepaTopoB IO MEPEBOAY ACHEXKHBIX CPEACTB IpU
OCYIIECTBNCHUH TIEPEBOAOB NEHEKHBIX CPEACTB, Ha CPeACTBaX BBIYMCIHUTENBHON
TEXHUKH, 1 KOTOPBIX OlepaTopaMd IO MEepPeBORy [EHEXKHBIX CPEACTB He
o0ecrmeunBaeTcs HEMOCPEACTBEHHBIH KOHTPOJAb 3allHThl HH(pOpMauud OT
BO3AEHUCTBAA BPEJOHOCHOI'O KOMA, ONEPaTopsl MO MEPEBOAY AEHEKHBIX CPEICTB
JOJDKHBI PEali30BaTh TEXHONOTNYECKHe Mephl H (MIIH) peaan30BaTh OrpaHuuEHHs
10 MapaMeTpaM ofepaLuii Mo OCYIECTBICHUIO ePEBOAOB ACHEXKHBIX CPEACTB Ha

OCHOBAaHHUM 3a4BICHHH KIMEHTOB B OTHOLUCHHHU onepauui’l e OCYLCCTBICHHIO
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IIEPEBOIOB JICHEXKHBIX CpelNcTB, B TOM 4YHCI€ B COOTBETCTBUHM C 4YacTblo 9
crateu 20 ®emepanpHoro 3akoHa ot 27 mronsa 2011 roga Ne 161-D3.

2.9. TexHONOTHYECKHE Mephl, YKa3aHHBlE B MNyHKTe 2.8 HACTOSALIETO
TTonoxxeHuA, AOJDKHBI [IPelyCMATPUBATh!

MEXaHU3Mb! HAeHTHGHKAIMH ¥ ayTeHTH(UKALUU KIHEHTa oreparopa Mo
MepeBoqy JACHEXHBIX CpeAcTB NpH ¢GOpMUpOBaHUM (MOATOTOBKE) H IIPH
MOATBEPXKACHAH MM  JJeKTPOHHBIX  COOOLIEHWH B COOTBETCTBMHM  C
3aKOHOIATEIBCTBOM Poccuiickoii enepaliiy;

MeXaHH3MEl JABYX(akTopHOH ayTeHTHOMUKALUUH KIHEeHTa oleparopa o
[epeBOly MAEHEeXKHBIX CpelCTB IpU COBEpPIICHWH MM JCHCTBHA B IemAX
OCYILIECTBJICHU [1ePEBOJOB AEHEKHBIX CPEACTB,

MeXaHW3MBbl H {MJIM) NMPOTOKOJBI $HOPMHUPOBaHUSA K O0OMEHA 3JEKTPOHHBIMH
COOOIIEHHAMH, OOECHeYHBAIOINX 3alIMTY 3JIEKTPOHHBIX COOOWIEHHMH OT
HCKakeHHd,  Qanbcudukaumy,  nepeajpecandy,  HECAHKIHOHMPOBAHHOIO
O3HAKOMJIEHHS H (HJIH) YHUUYTOXEHHs, JIO)KHOH aBTOpPH3aUMH, B TOM 4YHCIE
ayTEHTH(HKAIMIO BXOJHBIX 3EKTPOHHBIX COOOIIEHMIT;

B3aUMHYI0 (ABYXCTOPOHHIOK) ayTeHTH(QHKalHI0 YYacTHHKOB OOMEHa
CPeNCTBAMH BBIYHCIMTENBHON TEXHHKH OIEpaTOpOB IO INEPEBOAY JCHEXKHBIX
cpencTB, OAHKOBCKUX TIUIATEXHBIX areHToB (cybareHToB), OMEpaTopoB YCIYT
HHOOPMAIIMOHHOTO OOMEHa, OIepaTOpOB YCJIYD IUIATEXHOH HHQPACTPYKTYpBI,
OMEPAaTOpOB HNEKTPOHHBIX MMIaT(GOpM, KIHEHTOB OMNCPATOPOB IO MEPEBOAY
JEHEKHBIX CPEACTB;

BO3MOXKHOCTE HCITOJIb30BAHUS KJIHEHTOM ollepaTopa Mo NepeBoay AEHEKHRBIX
CPENCTB HE3AaBHCHMEIX MPOTPAaMMHBIX cpeX i (GopMHpoBaHUA (OATOTOBKH) H
TIOATBEPXIEHUA SJIEKTPOHHBIX COO0IIeHHUH;

BO3MOXXHOCTh KOHTPOJISA KJIHEHTOM OIEparopa IO IMepeBoAy ACHEXHBIX
CPEACTB PEeKBH3MTOB pACHOPSUKEHHM O TMEpEeBOIE IOEHEKHBIX CpPeACTB IpPH
dopMupoBaHnu (IIOAI'OTOBKE) MEKTPOHHBIX CcoOOMmieHHH (makera 3MEKTPOHHBIX

cOoOOIIeHU ) U UX MOATBEPXKACHHUY;
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BO3MOXHOCTh YCTAHOBJICHHA BPEMEHHBIX OIpaHHYEHHH Ha BBIMOJIHEHHE
KIHEHTOM oOfeparopa IO MEepeBOAy [JEHEKHBIX CPEeICTB IMOATBEPKASHHs
3JIEKTPOHHBIX COOOILIECHUI;

GbYHKLUUN nepefaBaeMOro KIHEHTY ONepaTropa IO MEPEeBOJdy OEHEXHBIX
CPEICTB TIPOrpaMMHOro ofecTeuenns, HCMONb3YEMOTO INPH  OCYLUECTBICHHM
NepPeBOAOB ACHEXKHBIX CPeACTB H NPeIHA3HAYSHHOTO AJI YCTaHOBKH Ha MOOHIIbHbIS
YCTpOHCTBA KIMEHTa ONepaTopa M0 NepeBOoAy ACHEXHBIX CPEACTB, CBA3AHHEIE C
BBISIBJICHHEM MOIOU(UKAIMH MOOHIBHOTO YCTpOHCTBAa KIHEHTa OIepaTopa Mo
nepeBomy  JEHEeXHBIX CpeACTB ¢  HCHONB30BaHHEM  HEASKIapUpPyeMBIX
BO3MOMHOCTEH, B TOM 4HC/Ie Jeakrupauud (OTKMIOYEHUsd) MEXAHHU3Ma
pasrpaHHYSHHA J0CTyNa (fanee — HeAeKIapupyeMas MOIU(QUKAIHA MOOH/ILHOTO
yCTpOCTBa KIHEHTa), a TakKe YBeJOMJICHHEM KIMEHTA OIleparopa Mo MEpeBody
JCHEXHBIX CPeACTB O CilydasaX HemeknaphpyeMoil Moaudukalud MOOHIBHOTO
YCTpOUCTBa KIHEHTA C yKa3aHWEM PHCKOB HCIOJB30BaHMs TaKOro YCTPOHCTBA
(Mpu HATHYHH TEeXHHYECKOH BO3MOXKHOCTH pPealH3allid  COOTBETCTBYIOLIMX
byHKUHUK).

2.10. Tlpn peanu3alyH OTPAaHHYEHWId MO TNapaMeTpaM onepauvii 1o
OCYIIECTBICHUIO NEPEBOIOB JEHEKHBIX CPE/ICTB IPUMEHAIOTCA OTPAHHYEHUS Ha!

MaKCHMAJIBHYIO CyMMYy IEpeBOJIa JEHEKHBIX CPEICTB 33 OAHY ONEPALHUIO U
(1K) 3a oripesieNIeHHBIH MEPUO BPEMEHH;

nepevyeHb BOZMOXKHBIX ITOJIydaTesleil IEHeKHbIX CPECTB;

BpEMEHHOM I@EpHOJ, B KOTOPBIi MOIyT OBITH COBepILCHEl MEPEBOIBL
JOEHEWHBIX CPEACTB;

reorpapIecKkoe MECTONOJOXKEHHE YCTPOMCTB, ¢ HCIOIB30BAaHHEM
KOTOPBIX MOMKET OCYIIEeCTBAATECA QopMupoBaHue (moaroroBka) H (Miu)
TNOATBepXKACHHE KIHEHTOM oIleparopa IO MNEPeBOAY HE€HEXHBIX CPENCTB
3eKTPOHHBIX COOOIMEHMIA;

nepedYeHb NASHTU(PUKATOPOB YCTPOMCTB, ¢ UCIIONB30BAHUEM KOTOPEIX MOXKET
OCYIIECTBIATECS (POpMHAPOBaHHE ([IOATOTOBKA) H (MITH) MOATBEPKICHHE KIHEHTOM

ONepaTopa 10 MePeBOLY ASHEKHBIX CPEACTB MEKTPOHHBIX COOBILCHNI;
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nepeveHb MPEeJOCTABIAEMbIX YCIYT, CBS3aHHBIX C OCYILECTBICHHEM
MEPEeBOIOB JEHEKHBIX CPEJCTB.

Omnepartopsl M0 MNEPEBONY ACHEKHBIX CPEACTB B CIIyYasX, IPEIyCMOTPEHHEIX
JOTOBOPAMH ¢ KIIHEHTaMH, COJIepIKallliMU YCTIOBHS YKa3aHHOIO B YacTd 1 cTathn 9
depepansHoro 3akoma or 27 wuioHa 2011 roma Ne 161-®3 norosopa 06
HCIIONB30BaHUHU JNIEKTPOHHOTO CpeJCTBA IUTaTeXa, Ha OCHOBAHHH WX 3aABICHUIA
BIpaBe YCTAaHOBHTH WHBIE OrpaHHYeHMs 1O [apaMeTpaM onepauuii Mo
OCYILIECTBIESHUIO TIEPEBOAOB ACHEXHEIX CPECTB.

2.11. Kontpons 3a cobmogeHrHeM 0aHKOBCKMMH INIATEXHBIMH areHTaMH
(cyGarentamu) TpeGoBanuii k obecnedeHuro 3alMTHl  HHpOpMalMH  IpH
OCYIIECTBJICHUH NIEPEBONOB JEHEXXHBIX CPEACTB OCYLIECTBILIETCS ONEPATOPAMH O
MepeBoAy OEHEXHBIX CPEICTB Ha OCHOBAHHMH JIOTOBOPA, 3aKIOYEHHOIO MEXKIRY
onepaTopaMH MO IEepPeBONy MAEHEXHBIX CpPeACTB U IPHBIEKAEMbIMH HMU
OaHKOBCKHMH IUIaTEXHBIMH areHTaMH B COOTBETCTBHH YacTbio 2 cTathu 4
MeaepanpHoro 3akona ot 27 uroHs 2011 roga Ne 161-@3.

Oneparopsl Mo NepeBoRy TeHEeXHBIX CPe/CTB IIPH NpHUBIeYEeHHH OAHKOBCKHX
IUIATEXHBIX areHToB (Cy0areHToB) IOMKHBI HAa OCHOBE CHCTEMBl YIPaBJICHHA
pUCKAMH ONPEIENUTh AN HUX KPUTEPHH HEOOXOJUMOCTH M IMEPHOAMYHOCTH,
TECTHPOBAHMA HAa MPOHHKHOBEHHE M aHAIH3a YA3BHMOCTeH HHOOpMalHOHHOH
fe3onacHOCTH 00beKTOB HHPOPMAIIMOHKOH HHPPaCTPYKTYpHhI, IPOBEACHHS OLEHKH
COOTBETCTBHA 3alIUTHl HHOPMALUH, CEPTH(GUKALAM HIN OLEHKH COOTBETCTBUA
OpPHKIAJHOTO INpPOrpaMMHOTO oOOecreyeHusl ABTOMATHU3NPOBAHHBIX CHCTEM H
MPHUJIOKEHHIA, & TAKXe OTAENBHOTO MIPOrPaMMHOTO 0becTIeUeHN s,

[MosyueHue onepaTopaMu 1o NepeBOAY AEHEKHBIX CPEACTB HHYOPMALIHHK O
cobroneHUN omeparopamu ycayr HHPOPMALIMOHHOTO ob6MeHa,
MPEAOCTABIAIOIIUMHE YCITyTH HHGOPMAIIMOHHOTO 0OMEHa 0IIepaTopaM T10 NMePEBoAy
IEeHEXKHBIX CpeacTB, TpeOoBaHMM K obOecnedeHHIO 3allUTEl HHGOPMALHH [pH
OCYLICCTBICHHU NEPEBOJOB NEHEXHBIX CPENCTB OCYIIECTB/ACTCA HA OCHOBaHMH
3aKJIFOYEHHOTO JOrOBOpa MEXKAY OlepaTOpaMy MO NEpPEeBONY NCHEKHBIX CPEACTB U
OIIepaTopaMH YCIyr MHGOPMAILMOHHOrO o0OMeHa B COOTBETCTBHH C MYHKTOM 33

ctaTeH 3 ®enepanproro 3akoHa ot 27 mons 2011 roga Ne 161-@3.
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2.12. Tlpu ocyilecTBACHHH ONlepaTopaMu 1O NEPEBOAY ASHEKHBIX CPEICTB
MOATBEPXACHHA COBEPILUEHNS NEePEeBOJOB ASHEKHBIX CPEICTB C HCIONb30BAHMEM
3JIEKTPOHHOM TMOYTHI, B TOM HHCJE IPH NpeCTaBIeHHH KIHEHTaM OMepaTopoB Mo
IEePEBOY NEHEXHBIX CPEICTB CIPABOK (BBINMCOK) MO OaHKOBCKMM ONEpPALHAM U
O0aHKOBCKMM CYETaM, ONEpaTtophl IO MEepeBOJY MAEHEKHBIX CPENCTB JOIDKHEI
PeaNu30BEIBATE MEXaHU3MBl NOATBEPKACHNS TPUHAIEKHOCTH KIMEHTY afgpeca
3MIEKTPOHHO# MOYTHI, HA KOTOPHIi OMepaTopoM MO IMEPEBOY NEHEXKHBIX CPENCTB
HAINIPABJAIOTCA YBEIOMIIEHHS O COBEPLICHHBIX NEpeBOAaxX NSHEXKHBIX CPSICTB.

2.13. Tlpu mpuBI€YEHUU ONEpPaTOpPaMH MO TEPEBOAY HECHEKHBIX CPEACTB
NOCTABUIMKA  [UIATEXKHBIX  NPHJIOKEHUHA, MPEeNOCTAB/LIONIME  IIIATEXKHEIE
NPAIOKEHHS A7 X MPUMEHEHHS KIHEHTaMU OIIepPaTOpOB [0 MEPEBOY ACHEKHBIX
CpeaCTB, JOMKHBI O0eCTIeYUTH COOTBETCTBUE YKA3aHHBIX ILIATEXHBIX PHIOKEHHH
TpeGOBaHUAM K 3aIlHTe MHPOPMALUH, YCTAHOBJIEHHBIM B OTHOILIEHUH MPOBEJCHHS
paGoT no pa3paboTke, ceprTiduKaluy U (MI1H) OLIEHKE COOTBETCTBHS MPHKIAAHOTO
NPOrpaMMHOro o0ecredeHNs aBTOMATH3HPOBAHHBIX CHCTEM U TPHJIOKEHHH, a
TAKX€E OTAEABHOIO NpPOTpaMMHOTO obecrnedeHusi, NMPH HAIHYMH YKA3aHHBIX
TpeGoBaHuii B NOroBOPaXx, 3aKIIOYEHHBIX [IOCTABLIIMKAMH TUTIATEXHBIX TIPUIOKEHHH
C OMEpPaTOPaMu 110 MePeBOAy AEHEKHBIX CPEACTB B COOTBETCTBHH C NMYHKTOM 29

crateH 3 ®enepansHoro 3akoHa ot 27 wions 20t 1 roga Ne 161-@3.

I'naBa 3. TpeGoBaHHs k ofecneueHH0 OaHKOBCKHMH ILIATEXHBIMH
areATaMH (cy0areHTaMH) (IpH HMX NPHBJEYEHHH AJS YYACTHS
B OCYILICCTBJICHUM IE€PEBOOB ACHEKHBIX CPeACTB) 3AINHTHI
HHpOpMALIMH NpPH OCYIIECTBJACHHH NEpPeBOAOB JeHEeKHBIX

cpelacTB

3.1. BaHKOBCKHE TIIATEXHBIe areHTEl (CyOareHTHI), 3a HCKIIOUYCHUEM
GaHKOBCKHX [IMAaTeXHBIX AareHTOB, OCYILUECTBIAIOIIMX OHEpalMH ILIATeXHOTO
arperaropa, JOJKHEI ofeclieduBaTe 3alIUTy UHQOpMaUMH NPH YYaCTHH B
OCYILECTBJACHHH [E€PEBOAOB JCHEXHBIX CPEACTB B OTHOINCHUH CHEIYIOIIMX

ornepaLui:
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NPUHATHE OT (PU3UUECKOro JIUIA HATUYHBIX JCHEXHBIX CPEACTB, B TOM YHCIIE
C MpUMeHeHHeM 0aHKOMATOB;

BEI/Ia4a (PU3HYECKOMY JIHLY HAJTAYHBIX AE€HEXHBIX CPEACTB, B TOM YHCIE C
IpUMeHEeHHeM 0aHKOMATOB;

TPUHATHE OT IOPUIHHYECKOro NHLa, HHAHBUAYAIBHOTO MPEANPHHHMATEA H
UHBIX JIMI, YKa3aHHBIX B YacTu 12 craten 14 @exgepansHoro 3akoHa oT 27 HIOHA
2011 rozma Ne 161-®3, HaM4HBIX JeHEXKHBIX CPEACTB ¢ MPUMeHeHHeM 6aHKOMAaTOB
B LENAX 3a4UCACHHS MPUHATHIX HAMMYHBIX JSHEXKHBIX CPEACTB HA OTKPBLITBIE UM
OaHKOBCKHE CUETA.

3.2. BaHKOBCKHE IITATEXHble AreHTBl, OCYIIECTBIAIOLIME ONepalHuu
ILIATEXKHOTO arperaropa, JA0IDKHEI 00ecednBaTh 3aluTy HHGOPMalKH B IPOLECCe
¢opmupoBaHus  (TIOATOTOBKM)  JJIEKTPOHHBIX  COOOWIEHMM TpH  MpHEMeE
3MEeKTPOHHBIX CPeACTB IUIATeXa HPUIUYECKUMH JIHLAMH, UHIUBHAYAIbHBIMH
NpeANPUHUMATENAMH H HHbIMH JIMUAMH, YKa3aHHbIMH B dactu 13 crateu 14/
MdegepanbHoro 3akona ot 27 urons 2011 roga Ne 161-@3, npn yyacTuu B niepesoe
JEHEXHBIX CpPeACTB B MOMB3Y IOPUOUYECKHX JIML, HWHAWBHIAYaJlbHBIX
MpesnpUHUMAaTesieil U HHBIX JIHII, YKa3aHHBIX B yacTh 13 ctateu 14' @enepansroro
3axoHa oT 27 wioHda 2011 roga Ne 161-D3, no onepauusaM ¢ HCHOJNL30BAHUEM
BJIEKTPOHHBIX CPEACTB ILIATEkKa.

3.3. BaHkoOBCKHe IUIaTeXXHBIe areHThl {(cybareHTbl), 3a HCKIIOUEHUEM
O0aHKOBCKHX IUIATEXHBIX AarcHTOB, OCYLIECTBIAIONIMX OMNEpalMi INIATeXHOTO
arperatopa, TpH COBEpILIEHHH omepaliuil, yKasaHHbBIX B MyHKTe 3.1 HacToAIero
ITonoxxesus, B IENAX peanuzauuu TpeboBaHWIT K 0OOeClEdEeHHr0 3aI|Thl
HGOPMALMH SOJDKHBI 00€CTIeUNTh 3aIUUTY 3alHmaeMol HHpOopMalLIuH, yKa3aHHOMH
B rpade 3 ctpok | u 2 npmnoxeHus 2 k HacrosueMy I[lomoxeruro.

3.4. BaHKOBCKHE IUTaTeXHblE AareHThl, OCYILIECTBIAIOIINE ONEpalHH
TTIATEKHOMO arperaTopa, NMpH COBEeplLIeHUH onepalui, yKa3aHHBIX B MyHKTe 3.2
Hacrosmero [lonoxenus, B uensax peanusauuu tpeboBaHHi K obecrmedeHHIO
3aLMTEl UHQOPMALMH JODKHEI 00eCeUUTh 3alIUTy 3al0MIlaeMol uHpopMaLHH,

yKa3aHHOU B rpade 3 cTpoku 3 mpunokenus 2 k HacTosmeMy [lonoxenuio.
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3.5. BaHKOBCKHE IIaTeXHble areHTHl (cy0areHTh) AOJDKHBI obecreynTh
peaNu3alyi0 MHHHMAJNBHOIO YPOBHA 3allUTHl HH(QOPMAlMH 1A O0BEKTOB
HHpOPMAUHOHHON HHPPACTPYKTYpPBI, MpeyCMOTpEHHOTO MyHKTOM 6.7 paszena 6
I'OCT P 57580.1-2017.

[To pemeHuio GaHKOBCKMX [UIATEKHBIX arcHTOB (Cy0areHToB) ypoBeHb
3aIMUTH  dMHbopMamuy IS O0BEeKTOB HHGOpMAUHOHHOK HHPPaCTPyKTypBl,
npeaycMOTpeHHEI mynkToM 6.7 pasgena 6 TOCT P 57580.1-2017, moxer GrITh
MOBBILIEH Ha OCHOBE aHAIH3a PUCKOB,

3.6. BaHkoBCKHME [UIaTeXHBIE AarcHTH, OCYLUECTBIAIONME  OMEpalUd
ILIATEKHOrO arperaTtopa, JOKHEI IIPOBOAMTH OLIEHKY COOTBETCTBHS 3aUIHTHI
HH(OpPMALINH He peXke OHOI0 pas3a B ABa roja.

3.7. BaHKOBCKHE IUIATEXHBIE areHThl, OCYIIECTBIMIOUIME OMNEpaLHH
ILIATEXHOIO arperaTropa, JO/KHB PeATH30BBIBATh YPOBEHb COOTBETCTBHS 3aLLIUTHI
MHPOPMALIH He HHXXE YETBEPTOro, NPEeIyCMOTPEHHOTO MOJAIYHKTOM «» MyHKTa
6.9 pasnena 6 TOCT P 57580.2-2018.

3.8. BaHKOBCKHE [UIATEXHBIE AareHTHl (Cy0areHThl), 3a HCKIIOYEHHEM
OaHKOBCKHX IUTATEXHBEIX AreHTOB, OCYUISCTBISAIOIUX OMNEpPAaLH IUIATEXHOTO
arperatopa, IO/DKHBI Ha OCHOBE KPUTEpUEB, YCTAHOBIIEHHBIX ONEPATOpAaMH IIO
nepeBoNy NEHEXHBIX CPEeICTB, NPOBONUTH TECTHPOBAHHE HA MPOHUKHOBEHHE H
aHaJIU3 ya3BUMOCTel HHGOPMALIHOHHOM Ge30MacHOCTH 00BEKTOB
MH(OPMAIIHOHHOM HHPPACTPYKTYPBI, OLIEHKY COOTBETCTBHS 3aIllUThl HHPOPMaLMH,
cepTHUKAIMIO HIH OLUEHKY COOTBETCTBMA IPHKIAZHOTO IPOrPaMMHOIC
obecredyeHns aBTOMATH3IUPOBAHHBIX CHCTEM M MPUTIOKEHMI, a TAKKe OTACIHHOTO
pOrpaMMHOTO 00ECIICHEHHA.

3.9. baHKOBCKHMe IIIATEXHBIE AareHTHl, OCYIISCTBILTIOUINE ONepaliu
IIATeXKHOrO arperaropa, JOKHBI Ha OCHOBE KPUTEPHEB, YCTAHOBIECHHBIX
oTlepaTopaMi TI0 IepeBOAY NEHEXHBIX CpelcTB, NPOBOAMTE TECTHPOBAHME HA
[POHHKHOBEHHE K aHAIA3 yA3BUMocTel HH{popManuonHol Ge3onacHOCTH
00BEKTOB MH(POPMALHOHHON HHQPPACTPYKTYPHl, CEPTHOHUKAUMIO HIH OLEHKY
COOTBETCTBUA TNPHKIAZHOTO MPOrpaMMHOTO 00ECIEUEHHT aBTOMATH3UPOBAHHBIX

CHCTCM H HpHJ’[O)KCHHi:I, a4 TaK¥Xe OTACIIbHOI'O IIporpaMMHOTO obecneyeHHs.
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3.10.B ciay4yae npHHATHS pelleHHsd O HeOOXOOUMOCTH MpOBEIeHUS
cepTU(HMKALIMH IPHUKIAZHOTO MPOrPaMMHOTO ofecTieueHHs aBTOMaTH3HPOBAHHBIX
CHCTEM H TIPHIOXKEHHUH, a TaKkKe OTJAEIBHOrO MpPOrpaMMHOre obecrnevyeHus
6aHKOBCKHE ILTATEXHBIE AreHTHI (Cy0areHTn) JOKHB 00eCIeHUTh CePTHHHUKALIHIO
HOPUKJIATHOTO TPOTPAMMHOrO 00eCriedeHus. aBTOMATH3UPOBAHHBIX CHCTEM U
NpUIOKEHHH, a TAKKE OTASIBHOrO NporpaMMHOro ofecnedenus He Hike 6 ypoBHS
JOBEpHUs B COOTBETCTBUH C npukazoM QemepansHoil ciyx6bl MO0 TEXHHYECKOMY H
3KCIOPTHOMY KOHTpoMo oT 2 uioHa 2020 roaa Ne 76,

3.11. BaHkoOBCKHe MIaTeXHBIE areHTHl (CyOareHThl) AOKHEI 00eCneUuTh
Ipy OCYILECTBCHUH ONepanuii, yKa3aHHbIX B MyHkTax 3.1 u 3.2 macrosamero
TMonoxXeHH s, PEANA3AUI0 TEXHOJNOTHIECKHX Mep MO 0OeclevYeHHI0 3aLUUThI
uHPOPMAIIUH B COOTBETCTBHHM ¢ HNPHIOKEHHAMH 1 u 2 K HacTodmeMy

[Monoxexuto.

I'naBa 4. TpeGopanua K  o0ecme4eHHI0  omepaTopaMH  YCayr
nndopMauHoHHOro  o0mMeHa  (MPH  OKa3aHHH  ycayr
HHPOPMALHOHHOrO o0o0MeHA) 3amIUTLI HHGPOPMAILHH TNpH

OCYIICCTBJICHHH NepeBOaOB JCHEKHBIX CPEACTB

4.1. Omnepatopsl ycayr HHGOPMaLMOHHOTO 0OMEHa NOIKHBI 06eCIeYnBaTh
3aMUTY HHPOPMAITHH TIPH OKa3aHUH OllepaTopaM 10 MepeBoay NCHEKHBIX CPEICTB
ycnyr HHGOPMalMOHHOTO OOMEHa B OTHOWIECHAH CIIEAYIOLIMX OTIepaLMii:

OCYIICCTBICHHE MEPEBOIOB JCHEXHBIX CPEICTB C  MCIOIb30BAHHEM
3JEKTPOHHBIX CPECTB IIaTeXa Ha OCHOBAHHMH NIEKTPOHHBIX COOGIICHUHN KIHEHTOB
OTIepaTOPOB MO MEPEBONY ACHEKHBIX CPEICTB,

OCYIIECTBICHHE MEPEBONOB JACHEXKHBIX CPEIACTB ¢ HCIMOJIB30BAHHEM
SIEKTPOHHBIX CPEACTB IUIaTe)Xa HA OCHOBAHWHM DJIEKTPOHHBIX COOOICHHIH
HHOCTPAHHBIX MOCTABIIUKOB [LIATSKHBIX YCIYT.

4.2, Oneparopsl yciyr MHGOPMAIMIOHHOIO OOMEHa NPH OCYLICCTBICHUM
onepaumii, ykazaHHbIX B IyHKTe 4.1 HacTodero IlomoxeHus, B LeIIX peann3aliy

TpeGoBanuii K 06ecneyeHHIo 3aUThl HHpOpMaLuK JOMKHB 00SCIIEUHTE 3aLUTY
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3auidiaeMoii HHpopMalKK, ykazaHHOH B rpade 3 cTpok 4 U 5 nmpunoxenus 2 K
HacTosALEMY IlooKeHH!O.

4.3. Omepatopsl ycuyr MHPOpMALHOHHOIO OOMeHa JODKHBI 0OecleddTh
pPEaTu3alfi0 CTAHJAPTHOTO YPOBHS 3al0MTHl HMHGOpPMauuMu Jni 0OBEKTOB
HH(POPMAIMOHHON HHGbPACTPYKTYPEI, IPeAyCMOTPEHHOrO IyHKTOM 6.7 paszgena 6
I'OCT P 57580.1-2017.

ITo pellleHHIO OMEPATOPOB YCIYr HHPOPMALMOHHOTO OOMEHa YpPOBEHb
3aIUTEl BMH(pOpMauuy IS 00BeKTOB HH(OPMALMOHHOH HHOPACTPYKTYPBI,
npeRycMOTpeHHEIH myHkToM 6.7 pasgena 6 TOCT P 57580.1-2017, moxeT OBITH
MOBLILIECH Ha OCHOBE aHAIKM3a PHCKOB.

4.4. Onepatopbl ycayr HHGDOPMALMOHHOTO OOMEHa AOKHBI NPOBOIAUTH
OII€HKY COOTBETCTBUs 3aILUTHl HH(OPMALIUK He pexke OJHOro pasa B ABa roaa.

4.5. Onepatopsl yciayr HHGOPMAaLMOHHOTO OOMEHa NOJDKHBI Peajin30BaTh
YpOBEHh  COOTBETCTBHA  3alLUTHl HHGpOpPMAMH HE HWXKE  4YeTBEPTOro,
IpeayCMOTPEHHOIO MOAMYHKTOM «I» myHKTa 6.9 pazaena 6 T'OCT P 57580.2-2018.

4.6. B cnyyae nNpMHATHS pEIIEHHs O TPOBEACHHH CEpTHQHKALMH
NPUKIAOHOMO TMPOrPpaMMHOr0 oOecredeHHs aBTOMATH3HPOBAHHBIX CHCTEM H
NPHIOKEHHH, 8 TAKKE OTENIEHOrO MPOrPaMMHOTO 00eCTIeUeHHs OTIepaTOPhl YCIyr
HHGOPMALIMOHHOIO OOMEHa JOJDKHBI OOECTeYHTh CEPTHRUKAIMIO IPUKIATHOTO
NpOTrPaMMHOr0 O0eCreYeHns ABTOMATHU3HPOBAHHBIX CHCTEM H IIPUIOXKEHHH, a
TAKXe OTAEIBHOrO MPOrpaMMHOTO OOecledeHUs He HIDKE 5 ypoBHS JOBepHi B
COOTBETCTBHH ¢ TMpHkazoM PegepalbHOH CiyX0Bl [0 TEXHHYECKOMY W
3KCIOPTHOMY KOHTpoMkO ot 2 utoHs 2020 roga Ne 76.

4.7. Oneparopsl ycayr WHGOPMALMOHHOrO OOMEHa NO/KHBI 00eCTeYHTh
IpH OCYILECTBIEHHHU Oniepaliii, yka3aHHBIX B yHKTe 4.1 Hacroswero [Tonoxenus,
peaTH3allii0 TeXHOJOIHYECKHX Mep Mo ofecmeyeHMIo 3aluThl HHGOpMAIMH B

COOTBETCTBUH ¢ IpuioxenuaMu | u 2 x HacrosmeMy [Tonoxenuro.
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I'maBa 5. TpeGoBanua k obecnevdeHHI0 onepaTopaMH MJIATEKHEBIX
CHCTEM 3aLIHTBI HHPOPMALIMH NPH OCYLIECTB/ICHHH NEPEBOAOB

AeHEKHBIX CPEICTB

5.1. Oneparopn! IUIATEXHBEIX CHCTEM B LE/X pealusaliid TpeOOBaHHH K
obeceyeHHIo 3aydThl HHAQOPMALIHK JODKHEI ONMPEIeInTh NOPAAoK oDecredeHus
3aIIUTE MHGOPMANKH B MIATE)XHOM CHCTEME B COOTBETCTBUH ¢ yHKTOM 11 uactu
3 cratsu 28 ®epepansHoro 3akoHa ot 27 uioHa 2011 roma Ne 161-03, mpu
OTIpeieNIEHHH KOTOPOro YYacTHHUKH IUIATEXHOH CUCTEMBI JOIKHEI peaaM3oBaTh
CeAYIOIIHE MEPONPHATHA:

YCTAHOBJIEHUE COCTaBa U [IOPOrOBBIX 3HAYEHHUM MOKa3aTeleHd ypOBHA PHCKa
MH(POPMAI[HOHHOK G€30TIaCHOCTH YYACTHHKA MIIAaTEKHOH CUCTEMBL;

peanu3aliks olepaTopaMi Mo MepeBoy ASHEXHBIX CPEICTB, SBISIOLUAMHCT
YUACTHUKAMH IUIATEXXHONW CHCTEMBI, M  ONepaTopaMH YCIyr ILIATEXHOM
HHPPACTPYKTYPEl MEXaHM3MOB, HAMpPABIEHHBIX Ha cofmiomeHHe TpeboBaHMH K
obecnieyeHHI0 3alllUThl HHPOPMAIMK MPU OCYINESCTBICHHN NEPEBONOB JEHEKHBIX
CPENCTB, W KOHTPOAb WX COONIONEHHS ONEpaTopaMd IO NepeBOfy AEHEKHBIX
CpPelCTB, ABMSIOIMMUCS YYACTHUKAMH ILIATeXHONH CUHCTEMEBL, H ONIEPAaTOpPaMH YCIIyT
IIaTeXKHON UHQPACTPYKTYPBI;

peaIH3aus OnepaTopaMHt o NEPEeBOIy AEHEXKHBIX CPeACTB, SABISIOLIHMHCH
VYACTHHKAMH IUIATEKHOH CHUCTeMBl, M ONEpaTopaMH YCAyT IUIaTeXHOH
MHPaCTPYKTYpsl  IPOMECCOB  BBIABIEHMA W WACHTHQUKAIMM  pHCKa
HH(pOpMANUOHHON 0e30MaCHOCTH YYacTHHKA ILTATeXKHOW CHCTEMBI, a TAKXKE €ro
OLIEHKH;

peanu3alys onepaTopaMy 10 NepeBody JeHEXHBIX CPEACTB, ABIAIOIHMHUCS
YVUACTHHKAMH IUIATEXXHOH CHCTEMBI, M OMNEPaTOpaMH YCIYr IIIATEXHOH
HHOPACTPYKTYPHI IPOLIECCOB pearvpoBaHis Ha HHIMASHTSI 3alMThl HHGOPMaLHH
M BOCCTAHOB/JCHHUS IUTATHOI'O (PYHKIMOHWPOBAHMsS O0BEKTOB MH(pOpMallHOHHOMN
HHOPaCTPYKTYPHI B ClTy4Yae Pealiu3allii HHIAAECHTOB 3allUTE HH(OpMaIlHH;

peanusanms ONEpaTOpaMu Mo NEPEBOAY JEHEXHBIX CPEICTB, ABIAIOIIUMUCS

Y4YaCcTHUKaMH IJIATEKHOH CHCTEMEI , H ofnepaTtopaMH  YCIYD TUIaTeXKHOA
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UH(PACTPYKTYpPBl B3aUMOAEHCTBUA MpU obMeHe HHpopMalued o6 MHLUMAEHTaX
3alIMThl HHOPMALIMH;

peanu3aLisa onepaTopaMi IO MepeBORY AESHEXHBIX CPEJCTB, SBISIOLUMUC
YYaCTHUKAMHM IUIATEXHOM CHCTEMBI, MW ONEpaTopaMM YCIyT IUIaTeXHOM
UHOPACTPYKTYPBl MEPOIIPHATHI 10 NPOTHBOAEHCTBHIO OCYIIECTRICHUIO IIEPEBOOB
IOEeHEeXHEBIX CpeAacTB 0e3 corniacus KINEHTa, ONpeleleHHBIX NMyHKTamu 3.2 u 3.4
Vxazannsa banka Poccun ot 9 ausapsg 2023 roga Ne 6354-V «O ¢opme u nopsaxe
HampapjieHds ONEpaTopaMM [0 TEPEBOAY JACHEXKHBIX CPEACTB, ONEpaTOpaMH
IUIATeXKHBIX CHUCTEM, OIeEpaTopaMd yCIOyr IUIaTeXHOU WHGPacTpYKTYpHI,
OMEPaTOpaMH MIEKTPOHHBIX IUtardopM B bank Poccum ungopmanmu obo Beex
coydasx H (WIH) MOMBITKAX OCYLIECTBICHHA IEPEBOJOB ACHEXKHBIX CPeAcTB Oe3
corylacus KJiueHTra, (opMe M Tnopaake momydeHHs HmH oTr banka Poccnm
uHpopmaru, cogepxkailedics B Oaze JaHHBIX O CHOy4asxX M TONBITKax
OCYIIECTBJICHUS NEPEBONOB JCHEKHBIX CPEACTB Oe3 COrNlachs KJIMEHTa, a TaKkXe O
HOPSIAKE pealn3alliy OIepaTopaMy Mo nepeBoy ACHEKHBIX CPEACTB, ONEPaTOpPaMH
IUIATEXHBIX  CHCTEM, OMNepaTopaMu YCIyr IUIaTeXHOH HUHGPacTpyKTypHI,
OIlepaTopaMH JIEKTPOHHBIX MIAaTGOpM MEpONPUATHIA [0 NPOTHUBOACHCTBHIO
OCYILIECTBIICHHIO EPEBOJIOB JEHEKHBIX CPEACTB (€3 COTMACHS KIHEHTa»

5.2. OnepaTopbl IIATEXHBIX CHCTEM HOJDKHEI OTIPEAEINTE MEPOIPHATHS 10
KOHTPOJIIO 3a COOJIIOJEHNEM YCTAHOBJIEHHBIX MOPOrOBBIX 3HAYEHHH NoKasarenci
ypOBHA puicka HHPOpMaLMOHHONH 6€30MacCHOCTH YHAaCTHHKA IUIATEKHOH CHCTEMBI H
peayin3alldi NPOIECCOB IPHMEHEHHS B OTHOIIEHWH OIIEpaTOPOB IO MEPEeBONY
JEHEeXKHBIX CpEeNCTB, SBIAIOLWIMXCS YYaCTHHUKAMM IUIATEXHON CHUCTEMBI, H
OMNepaToOpOB YCIyT NIAaTEeXHOH HMHQPACTPYKTYphl OIPaHHYEHHUN 10 mapaMeTrpam
onepanuii Mo oCyIeCTBICHUIO MePEBOJIOB JEHEKHBIX CPEACTB B C1y4Yae BhIIBICHHSA
¢aKkTa TIpeBBIMIEHWA TIOPOrOBBIX 3HAYEHWH TIOKa3zaTeNell YpPOBHA DHCKa
nH(pOpMaHoHHOH (e30MacHOCTH YYacTHHKA IUIAT€XKHOM CUCTEMBI, B TOM YHCIE
YCIIOBHI CHATUA TAKHX OrpaHUYEHHH.

5.3. Omepatopsl IUTATeXHBIX CHCTEM B ILENIX CHMDKEHHS pHCKa

HHCbOpMaHHOHHOﬁ Oe3onmacHoOCTH yYJaCTHHKaA [JIATEKHON CHCTEeMBl JO/DKHBI

! 3aperucTpuposano Mumioctom Poceuu 25 mas 2023 roaa, perneTpaunoHHuii Ne 73472,
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COBEPIICHCTBOBATE MEXAHU3MBI pealli3alliy TpeOOBaHMH, yKa3aHHBIX B MMyHKTE 5.5
HacTosmero [MonoxeHus, npeaycMaTpUBalONIMX B TOM YHC/IE HAKOIUICHHE U yYeT
OMBITA PEeardpoBaHUA HA HHLMIESHTH! 3aUTHl MHGOPMALMH H BOCCTAHOBIICHHA
(bYHKIIHOHAPOBAHHUA MNATEXXHOU CUCTEMBI ITOCHE HX peanu3alliH.

5.4. OnepaTopsl IIATEKHBIX CHCTEM JOJDKHBI YCTAHOBUTH TpeboBaHMA K
cofepxaHulo, hopMe U MepHOSUYHOCTH HAMPABJICHHSA ONEPATOPAMH II0 MEPEBONY
JEHE)KHBIX CPEACTB, SBIIOMIUMUCH YYAacCTHHKAMH ITATEXKHOH CHCTEMEI, H
OTIEPATOPAMH YCAYT IUIATEXHOU HHPPaCTPYKTYPHI ONIepaTopy IIATEXHOH CHCTEMBI
uHopManuu s nened aHanu3a obecleueHHs B IUIATEXKHOM CHUCTEME 3aLIUTHI
nHGOPMaLNK [IPU OCYLIECTBICHUH NEPEBOJIOB JICHEKHBIX CPENICTB.

OnepaTopsl HALMOHANBHO 3HAYHMBIX [UIATEXHBIX CHCTEM JOJKHEL
YBEJOMIITH (eZlepalbHbIH OpraH HCIONHUTENBHOH BIACTH, YIIOJIHOMOYCHHBIH B
obnmactH obecrnieyeHns 0GE€30MACHOCTH, B COOTBETCTBUM C TpeboBaHHAMM,
YCTAHOBJICHHBIMH  (elepalbHBIM  OPraHOM  HCIONHMTEIBHOH  BIIACTH,
YIOJIHOMOYEHHEIM B 0651acTH ofecniedeHus 6€30MacHOCTH, 00 yCTAHORIEHHBIX HMH
TpeGoBaHMAX K COAEePKaHHIO, opMe U MEPHOINIHOCTH HANpaBIcHHA YKa3aHHOH B
a0G3alle IepBOM HACTOSALLETO MyHKTa HH(popManuH B yacTu npumenenns CK3M.

5.5. Oneparopsl HIATEXHBIX CHCTEM JIOJUKHBL 00€CHEeYHTh Y4eT M
OOCTYMHOCTh ISl ONEPATOPOB MO TMEPEBOLY ACHEKHBIX CPEACTB, SBIAIOLIHNXCA
YYaCTHHKAaMH  IUIATeXXHOH CHUCTeMBl, W ONEpPaTOpOB  YCIYr  IUIaTEXHOM
HHOPACTPYKTYp5I HHPOPMAIIHU:

O BBISBJICHHBIX B IUIATEXHON CHCTeMe WHIUAEHTaX 3aLATH HHGOPMALIVH;

0 criocobax pearnpoBaHys Ha HHIMACHTHI 3allU T HHGOpPMALIUH.

5.6. Onepatopsl 3HAYUMBIX IUIATEXKHBIX CHCTEM JOJKHBI obecreyuTs
UCITONB30BaHHE:

B anapaTHEIX MOIYNAX Ge3onacHOCTH HH$POpMaALMOHHOH HH(PACTPYKTYpPEI
rnatexHoit cucremsl CK3U, peanusyromigx kpunrorpapu4ecKkie alropUTMEL, He
ONpeJENeHABE  HALMOHAILHBEIMKA  craHmapraMd  Poccuiickoit  (Denepanvn
(nanee — UHOCTpaHHBIE KpUOTOrpadHYECKHe  QITOPUTMBI), HMMEIOIUX

HOATBEPXKJACHAE COOTBETCTBHA TpPeGOBAHUAM, YCTAHOBJIECHHBIM (e/iepalbHbIM
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OPraHoOM HCHOJHUTENBHOH BIACTH, YTIOJHOMOYEHHBIM B 00IAacTH oOecredeHus
0e30macHOCTH;

B anmnapaTHbIX MOAYJAX Ge3onmacHocTH HHGOPMALMOHHON HHPPACTPYKTYPHI
mnatexxHoit cucremMel CK3H, peanusyiommx MHOCTpaHHBIE KPHUIITOrpa@uYecKhe
ANTOPUTMEI U KpUNTOrpaguvecKue alropuTMbl, OMpPeAeNcHHbBIE HAHOHAIBHBIMH
cranfapramMu Poccuiickoit dDenepaiu (manee — kpunrorpadyieckue anrOpUTMEI
Poccuiickoit Penepannn), UMEIOIINX TOATBEPKASHHE COOTBETCTBH TpeOOBaHHAM,
YCTaHOBJIEHHBIM (emepaNbHEIM  OpraHOM  HCIOJNHUTENBHOM  BJIACTH,
YIIOMHOMOYEHHBIM B 00s1acTU obecniedeHus 6e30nacHOCTH;

CK3H, peamusylomux HHOCTpaHHble KpunmTorpaduyeckve ajropUTMbl H
Kpunrorpapuueckue  anroputMbl  Poccmiickont = Qenepaldd, — HMEIOLIHMX
MOATBEPXKIEHHE COOTBETCTBHS TpeGOBAHHAM, YCTaHOBNEHHBIM (penepanbHbIM
OpPraHoM HCIIOMHUTEIBHONM BIACTH, YIOIHOMOYEHHBIM B oOnacTu obecredeHus
0€30MaCHOCTH, B  HHLIX  TEXHHYECKHX  CpeacTBaX  HHQPOPMAIIMOHHOI
HHPPACTPYKTYPhl IUIATEXXHOW CHCTEMBI, HCMONB3YeMBIX TMPH OCYIIECTBJICHUH
NIEPEBOAOB OEHEXKHBIX CPENCTB, MO COTMNACOBAHUIO € (eAepalnbHBIM OPraHoM
UCTIONHUTENBHON  BNACTH, YIOOJHOMOYEHHEIM B  oOmacTH  obecneueHus
6e30MacHOCTH, B COOTBETCTBUM C IYHKTOM <«ID» 4YacTH NepBoH crateu 13
denepansroro 3axoHa ot 3 anpens 1995 roga Ne 40-®3 «O denepanbHoii ciyxbde
0e30I1aCHOCTHY.

B  uemsx  ofecnmeuenus  OecnmepeGoiiHOCTH — QyHKUHOHUpOBAHUS
NHGOPMALHOHHOM MH(PACTPYKTYPHl IUIATEXKHON CHCTEMBI M €€ YCTOWYMBOCTH K
BHEIITHNUM BO3[IeHCTBUAM ONEPATOPAM HALMOHANBHO 3HAUMMBIX IIATEXHBIX CHCTEM
HeOOXOIMMO ONpelesIaTh HOJK TEXHHYECKHX CPeACTB HHQOpMAaLHOHHOMH
HHPPaCTPYKTYphl HALMOHAIBHO 3HAYMMOHN [I1aTEXXHOM CHUCTEMEI, B KOTOPEIX
obecnieunBaerca ucmonab3oBaHune CK3U, ykasamHbIx B a03alle 4eTBEPTOM
HACTOALIETO NYyHKT&, Ha OCHOBaHHH TpeOOBaHWi, yCTaHABIMBAaEMBIX YKa3aHUEM
Banka Poccun or 25 wmions 2014 roma Ne 3342-YV «O TtpeboBaHmAX K

HH(pOPMALHOHHBIM TEXHOJIOTHAM, HCIIOIB3YEMBIM ONEPaTOPaMH YCIyT INIATEXHOH
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HHPACTPyKTYphbl, ANA Lefell NpU3HaHUS IUIATeXHOH CHCTEMBI HALMOHAIBHO
3HA4YNUMOM IaTeXHOH cucTeMOl» ',

Onepatopsl MO INepPEBOAY ACHEXKHBIX CpPEACTB, ONEPaTOpBl  YCIYyr
uH(POPMALIHOHHOTO 00MeHa, ONepaTophl YCIyT MNaTeKHOH HHPPACTPYKTYPhI I
obecnedeHus 3alIMTH MHQOPMANKMH NPH OCYIIECTBICHHH NEPEBOAOB AEHEXHBIX
cpencts Brpase ucnonb3oBath CK3M nHOCTpaHHOIO IPOM3BOACTBA B CIydadx, He
MPOTHBOPEYAIX TPeOOBaHNAM, YCTAHOBICHHBIM B a03allaX BTOPOM — YETBEPTOM
HACTOALLETO [IyHKTA,

PaspaGotka M  oskcmnyaramus CK3M, ykasamHex B absamax
BTOPOM — YETBEPTOM HACTOAIIETO IYyHKTa, JOIKHBI MPOBOAUTHCS B COOTBETCTBHH
¢ Ionoxernuem ITK3-2005.

5.7. Omnepatops! [IATEXHBIX CHCTEM B cOcTaBe TpeboBaHHi K o0ecrnedeH o
3allHUThl MHGQOPMAIMKH B TUIATeXHON CHCTEME MAOJIKHBI ONpPEAessaTh MOPHI0K
npoBeAeHUs pabotr no pazpaboTke, cepTUPUKAIMU W (W1H) OLIEHKE COOTBETCTBHA
B OTHOILIEHHH TIPUKIAIHOrO NpPOrpaMMHOro odecrnedeHHs aBTOMAaTH3HPOBAaHHBIX
CHCTEM M MPHIIONKEHNIL, a TAK)Ke OTAEILHOr0 NPOrpaMMHOrO OOECIEUeH s, B TOM
yKclie MIATEXHBIX MPHIOKEHWH, MPeoCTaBIAeMBbIX MOCTaBUIMKAMid IIAaTEXKHBIX
MPIIOKEHHH KJIMEHTaM OlepaTopoB IO IepeBOAY OCHEKHBIX CPEJCTB,

ABJIAONINAXCH YYaCTHHKAMHA JaHHOH TUIATEXHOHM CHCTEMBI.

I'nasa 6. TpeGoanus k obecneyeHHIO ONEPATOPAMH YCIYT IIATEKHOH
HHPPACTPYKTYPbl (IPH  OCYLWIECTBJCHHH eATEJbHOCTH
ONMePAlHOHHOI0 LHECHTPA, MIATEXKHOr0 KJIHPHHIOBOrO IEHTpa
H pac4yeTHOro HeHTPa) 3aLIHTHI uHopMaLHH

NPH OCYLIECTBJICHAN NEePEBOIOB 1eHEKHBIX CPECTB

6.1. OnepaTopsl YCIyT IUIaTeKHOR HHOPACTPYKTYphl, OCYIUIECTBIAIOLINE
JEATENLHOCTE ONEPAlMOHHBIX LeHTpoB (mamee — OLI), mpH mpemocTaBIeHHH
ONEPaLMOHHBIX YCIYT HODKHBI 00ecreunBaTh 3alMUTy HHGOpMauuu npu obMene
3JEKTPOHHBIMH COOOILEHMAMH MEXIY ONEpaTopaMHd IO IEpeBOAY JAEHEKHBIX

CpE€ACTB, MEXY OIEeparTopaMHt IO MEPEBOaY NCHEXKHBIX CPEACTB H NX KIIMEHTAMU,

I 3aperncTpuposano Munioctom Pocch 9 oktaGpa 2014 roma, peructpaunoHtblit Ne 34269,
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onepaTopaMH  YCIyr IUIATeXHOW  WH(PaCTPYKTYphl, OCYLICCTBIAIOLIHMH
HEATeNBHOCTD [UIATEXKHBIX KIHPUHTOBEIX LeHTpoB {aanee — [TKI), onepaTopamu
yoernyr  mnaTexHod  WHPAcTPYKTYphl, OCYLUSCTB/SIIOIIUMH  AEATEJILHOCTD
pacueTHBIX LeHTpoB (aanee — PL), mexay TTKL[ # PLI.

6.2. TIKI] mpu mnpenocTaBleHMM YCJIyr MIATEXKHOTO KIMPHHIA JIOIKEH
obecrnieynBaTh 3aWUTY HHPOPMAIIUHU NIPH OCYIIECTBICHAH CIEeIYIOUHUX ONEpalui:

BBIMIOJIHEHHE NPOLEAYP NpHeMa K HCMONHEHHIO 3JIEKTPOHHBIX COOOLISHHH
OTEepaToOpOB MO MEepPeBORY ACHEKHBIX CPEACTB, BKIIOUAs [IPOBEPKY COOTBETCTBHSA
SNMIEKTPOHHBIX COOOIIEHWIT ONepaTopoB MO MNEpPeBOAY JACHEXHBIX CpPENCTB,
onpeneneHne A0CTATOYHOCTH ACHEKHBIX CPEICTB JUI1 MCIOMHEHHUSA JICKTPOHHBIX
coOOLIEHHI OIepPaTopoB MO IEpeBOAY OCHEXKHBIX CPEeICTB H ONpEACIICHHE
MIATEKHBIX KIHPHHIOBBIX NO3ULIMH;

nepeaada PLI mgns ucnonHeHus snekTpoHHbIX coodwienni TTKL], mpHHATBIX
3JMEKTPOHHBIX COOOLIEHHI OIepaTOPOB NO NepeBoAY AeHEKHBIX CPE/CTB;

HalpaBlIeHHe OlepaTopaM M0 MepeBOAY ACHEXKHBIX CPEACTB HM3BELICHUH
(moaTBEPX ACHHMIT), KACAFOIIMXCA MPUEMa K HCTIONHEHHIO NEKTPOHHBIX COOOLLECHUH
ONEPaTOpPOB NO TEPEeBOAY NEHEKHBIX CPEACTB, a TaKXKe Mepenaya HW3BELLCHHH
(mogTBepXkeHUii), KACAIOWIMXCA  HCIOJNHEHUS  3JIEKTPOHHBIX  COOOILLEHHMH
OIEPATOPOB MO MePeBOAY AEHEXXHBIX CPEICTB.

6.3. PI| nomxkeH obecneuyHBaTh 3aUTy MH(OPMALMH TIPU HCIIOTHEHHH
noctynuemx ot [TKI] anextpounsix coobmennii 11K, onepatopos no nepesony
JEHENKHBIX CPEACTR IMOCPEACTBOM CITUCAHUA U 3aUUCICHUS JSHEXKHBIX CPEICTB T10
GaHKOBCKHMM (KOPPECTIOHASHTCKUM) CHYETaM OIEPaTOpPOB 10 NEPEBONY ACHEMKHBIX
CpeAcTB.

6.4. OmnepaTops! yclyr IIaTexHOH MHPPacTPYKTyphl IPH OCYILECTBICHUU
omepanuii, ykazaHHBIX B IyHKTax 6.1-6.3 Hactosmero Ilonoxkenus, B wLemax
peanuzaum TpeGoBaHMii K o0ecTieyeHMIO 3alUTHl HHPOPMALUM JOMKHEIL
ofecrieunTs 3AINTY 3aluinaeMoii nHdopManun, ykasantoi B rpade 3 crpok 6-10
nputoxeHus 2 Kk Hacrosawemy [lonoxenuro.

6.5. OnepaTopsl YCIYTr IUIATEXHON HH(PACTPYKTYPhl B LIENAX peanu3alu

TpeboBaHHl kK oOecmedeHHIO 3aulMThl MHOOPMALUW AOKHBEI NPUHATE MEPEI
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3amMTel  MHGOPMAaLMH, TOCPENCTBOM BHIMONHEHUA KOTOPBIX ofecmeduBaeTcs
peanu3alds  CAeAYIOUMX YpoBHed 3aumTel HHbOpManuH [l 0OBEKTOB
HHGOPMALMOHHON MHMPACTPYKTYpPhl, NPeIyCMOTPEHHBIX IyHKTOM 6.7 paszmena 6
I'OCT P 57580.1-2017:

OMepaTopsl YCHYr NIATEXHOH HHOPACTPYKTYpPHl, OKa3hIBAIOIME YCIYTH
TaTeXXHo!H UHGPAcTpyKTYpel B paMKax CHCTEMHO 3Ha4YUMBIX IUIATEXXHBIX
CHCTEM — YCUJICHHEIM YPOBEHb 3alTHl HHPOPMALINK;

OMEpaToOpEl YCIyr MIaTe)XHoH HMHPPaCTPYKTYphl, He yKasaHHBIe B ab3ale
BTOPOM HACTOALLUErO MYHKTA — CTAHAAPTHBIH YPOBEHD 3alUTHl HHGOPMaLIMH.

6.6. OreparTopsl yCIyr IUTATEXKHONW MHQPACTPYKTYpHI, yKasaHHbIe B ab3ale
TpeTheM myHKTa 6.5 Hacrosuiero IloinoxkeHMs, cTaBlINe ONEPATOPaMH YCIyT
wiarexHoil MHOPACTPYKTyphl, YKa3zaHHeIMH B ab3ame BTOpoM MyHKTa 6.5
Hacrosmero [TonokeHns, He TMO3AHEE BOCEMHAUATH MeCALEB MOC/IE TOro, Kak
CTaJd OMEPATOPAaMU YCIIYT IUIaTeXKHON MHPPACTPYKTYphl, YKa3aHHBIMH B a03arle
BTOpoM IyHKTa 6.5 HacTtosimero [lomoxeHus, JOMKHEL IPUMEHATh MEPBI 3aIUTHI
MH(pOPMAIUH, OCPEACTBOM BBIITOTHEHUS. KOTOPBIX OOECIEHHBAETCS peaH3alis
YCHJIEHHOTO YPOBHA 3alIHThI HH(MOPMALUH.

6.7. Onepatopsl yCiIyr maaTexXHo# HHPPacTpyKTYphl AOMXKHBL MPOBOIHTHL
OLIEHKY COOTBETCTBHS 3aIUTH HH(OPMALIUU HEe peske OJHOTO pa3a B J1Ba roja.

6.8. Omneparopsl ycIyr miaTexHoi HHOPaCTPYKTYphl JOIKHBL Peanu3oBaTh
YPOBEHb  COOTBETCTBUA  3AIIWTH MHAQOpPMAHM HE HHUXE  UYETBEpPTOro,
MpeayCMOTPEHHOTO TIOAMYHKTOM «I» nyHKTa 6.9 pazaena 6 TOCT P 57580.2-2018.

6.9. Oneparops! ycnyr naarexHoit HHOPaCcTPyKTypHl, yKasaHHEIE B ab3ale
TpeTheM MNyHKTa 6.5 Hacrosmero [lonoxeHusi, XOMKHBL CaMOCTOATEJIBHO
OLpEenenaTh HEeOOXONMMOCTh CepTHPHUKALMH MM TPOBEISHHs  OLEHKH
COOTBETCTBHA NPUK/IATHOTO NPOrpaMMHOrO ofecleueHHs aBTOMATH3MPOBAHHBIX
CHCTEM M MPUNOXKEHHI, a TaKKe OTHENBHOIO MPOrpaMMHOIO 0GecTedeHHs Mo
tpebosanuam k OV/] ue Hmke dem OV 4, npenycMotTpeHHOrO IyHKTOM 7.6
pasaena 7 [OCT P MICO/M3K 15408-3-2013.

6.10. B ciny4ae nNpUHATHSA pemieHNs © HeoOXOAMMOCTH NpOBEACHUH

CepTHll)I/IKalIHH NpUHKJIAAHOTro NporpaMMHOIO obecreyeHNA ABTOMATH3HPOBAHHBIX
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CHCTEM U TPHJIOKEHHWH, a Takke OTHENBHOTO MPOrpaMMHOrO ofecnedeHHs
onepaTophl YCIyr IUIATEKHOM HHGpPacTpyKTYpsl, yKa3aHHble B abG3ale BTOpOM
nynkta 6.5 Hacroduwero [lomoxxeHus, AOKHBL OOeCHedHTh CEPTHOUKALMIO
MPHKNAHOTO MporpaMMHOro ofecrnedeHHs] AaBTOMATH3MPOBAHHBIX CHCTEM H
MPUIIOKEHHUH, 2 TAKKE OTASTBHOTO TPOrpaMMHOTO obecieueHus He HIXKE 4 yPOBHA
HOBepHs B COOTBETCTBUH ¢ npHkazoM PenepanbHOH CiykOsl M0 TEXHUYSCKOMY H
3KCIOPTHOMY KOHTporo oT 2 uioHa 2020 roxa Ne 76.

B cnyudae MPUHATHA pelIeHUs O HEOOXOAUMOCTH NIPOBEACHUS CepTH(GUKALMH
NPHKNAAHOTO TIPOrpaMMHOrO ofecrneueHus AaBTOMATH3HPOBZHHBIX CHCTEM H
HPUIOKEHHH, a TAaKKe OT/eTBHOr0 MPOrpaMMHOr0 00ECIICUEHHS OIepaTOPhl YCIyT
NAaTeXKHOH MH(PPACTpYKTyphl, yKasaHHbie B ab3ale TpeTeeM IyHKTa 6.5
HacTosmero [lonoskeHus, JOMKHBI o0ecnednTh CepTUPHKALHIO NPHKIALHOTO
IPOrpaMMHOr0 00ecTeYeHHs aBTOMATU3HUPOBAHHBIX CHCTEM M TPHIOKEHHH, a
TaKXe OTAENBHOrO MPOrPaMMHOTO O0ecTieyeHHs He HIDKE 5 ypPOBHsS [OBEpHUs B
cooTBETCTBHH ¢ mnpukasom PegepanbHoll CoyxObnl MO TEXHHYECKOMY H
3KCIOPTHOMY KOHTpomo oT 2 mions 2020 roaa Ne 76.

6.11. Omepatopsl yCayr IaTeXHOH HHGPACTPYKTYPhl MPH OCYILECTBICHAH
onepammii, yka3aHHbIX B myHKTax 6.1-6.3 Hacrosmero llonoxeHus, NOMKHBI
peaH30BaTh TEXHOJIOTHUECKHE Mephl MO o0ecleueHHIo 3allUThl HHpOpMali B

COOTBETCTBHH C IIPHIIOKCHHAMHA lu2k HacTOALIEMY [NonoxeHnuro.

I'naBa 7. TpeGoBanus Kk 00eCNCYCHHI0 ONEPATOPaMH 3JIEKTPOHHBIX
naaTgopM 3amHThI HUHPOPMALHH NIPH OKA3AHHH YCIYT
pacderoB MO cOe/IKaM, COBEPIICHHBIM ¢ HCMOJIB30BAHHEM

3/1eKTPOHHOH maTdopmbl

7.1. OmnepaTopbl 31€KTPOHHBIX INIATGHOPM, OCYIIECTBIIAIOMINE AEATEIRHOCTD
onepatopa OGuHaHCOBOM IUTAaT(hoOpMbl, HOJDKHEI 06ecneYuBaTh BBINIOTHCHHE
TpeboBanuit k oOecnedeHHI0 3alOUTEI MHPOPMALMK NPH OKA3AHWH YCIYT,
CBA3AHHBIX C OCYILIECTBJICHHEM IEPEBOJOB AEHEXKHBIX CPEICTB, B COOTBETCTBUH C
rinasoii 2 TTonoxenus banka Poccuu ot 20 anpens 2021 ropa Ne 757-11.

7.2. OnepaTophl 3NEKTPOHHBIX IIATGOPM, OCYLIECTRIAIOIIME ACATENBHOCTD

oncparopa HH(bOpMaLlHOHHOﬁ CHCTEMEI, B KOTOpOﬁ OCYHISCTBIACTCHA BBIMTYCK
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LHPOBHIX (PUHAHCOBBIX AKTHBOB, omeparopa obMeHa LMQPOBBIX (GHHAHCOBBIX
aKTHBOB, MOJDKHBI OOecnevyMBaTh BBHIOIHEHHE TpeOOoBaHWII K obecreueHHIo
3aIMMTHl HHQOPMAUMU TIPH OKAa3aHWU YCIYr, CBA3AHHBIX C OCYILECTBICHHEM
IEPEBOOB AEHEXKHBIX CPEelCTB, B COOTBeTCTBMM ¢ rnaBoil 3 Ilonoxenus bahka
Poccuu ot 20 anpens 2021 roma Ne 757-I1L

7.3. Onepatopsl 3MeKTPOHHBIX I1aThOPM A 00BEKTOB HHPOPMALIMOHHOM
UHOPACTPYKTYPHI AOMXKHBI MPUMEHATE MEPHI 3aILIMTE HHGOOPMALHH, PEATH3YIOLIHE
YPOBHH 3aLMTH HHGOPMALMH, YCTaHOBNEHHbIe NyHKTOM 6.7 pasaena 6 I'OCT P
57580.1-2017, B coorBercTBUM ¢ noamyHktamu 1.43 u 144 nynxra 1.4
IMonoxenus Banka Poccun ot 20 anpens 2021 roxa Ne 757-I1.

7.4. Oneparopbl 3MTEKTPOHHBIX INIATGOPM HOMKHBI 00€CneurBaTh 3AIUHTY
uH(pOPMALIHH TIPH OCYILECTBAEHHH ONEPALIUIi 10 HOMHHAIIBHOMY CYETY, YKA3aHHBIX
B yacTiax 4 u 5 crateu 14° GenepansHoro 3akoHa ot 27 utons 2011 roga Ne 161-P3,
B paMKaxX pacuyeToB MO C/elIKaM, COBEPIICHHBIM ¢ HCIONb30BaHHEM JIEKTPOHHOMH
nnaTOpMBI.

7.5. OnepaTopbl 2JIeKTPOHHBIX ITATHOPM NPH OCYIIECTRICHNHU ONEPALIHii 10
HOMHHAIBHOMY CHETY, YKa3aHHBIX B 4acTAX 4 u 5 crarsy 14° ®emepanpHOro 3akoHa
or 27 wmwona 2011 roga Ne 161-®3, B nenax peanusanuu TpeboBaHui
K obecedeH IO 3aIMTh HHPOPMAIIHK JIOIKHBI 00ECHEUHTh 3alIHUTY 3alHIIaeMOM
uHdopMaLuy, ykazaHaoi B rpade 3 ctpoku 11 npunoxeHHs 2 K HACTOSIIEMY
ITonoxenuro.

7.6. OnepaTopsl 3NEKTPOHHBIX MIATGOPM IPH OCYILECTBIECHHH ONEPALHii 110
HOMHHAIILHOMY CHETY, YKa3aHHEIX B 4acTsix 4 u 5 ctaten 14° @enepanbHoro 3akoHa
ot 27 wrons 2011 roga Ne 161-®3, 10mKHBI peanu3oBaTh TEXHOMTOTHUECKHE MEPHI
no obecnedeHnIo 3aHTE HHGOPMALIMH B COOTBETCTBHH C MpURoKeHuaMyu 1 u 2

K HacTosAueMy [Tonoxennto.

I'nasa 8, ITopsaok ocymecrBiaesda banxom PocenH KoHTpoan
3a cobuiogeHHeM TpeboBaHnHH K o0ecnedyeHHI0 3alIHTLI
HHGPOPMALHHE 1P OCYLIECTB/ICHHH [EpPEBOACB JEHEeKHbIX

cpe/IcTB

31



8.1. Ilpu ocymiecTBiIeHHH KOHTpOIS 3a COONIOAEHHEM OIepaTopaMH f10o
NePeBOAy MOEHENKHBIX CPEACTB, SAB/SIOIIAMUCA KPEAMTHBIMH OpPraHH3alMsAMH,
omepaTopaMH  IUTATEKHBIX  CHCTEM,  OMNeparopaMH  ycayr  IUIATeXHOM
uH(PACTPYKTYpsl,  ONEpaTopamud  SNEKTPOHHRIX  Mnatdopm  TpeboBaHHi
K o6ecneueH o 3allUTh MH(GOpMAaLKU IPH OCYILECTBICHHH MEPEBOIOB ASHEKHBIX
cpencts Bank Poccuu B paMkax HaJ30pa B HAMOHAJIBHOM INATEXHOH CHCTeMe
OCYLUECTBIAET CASRYIOLLHE MEPOIIPUSTHSL:

8.1.1. AHanuzupyerT uHpOpMaUUIO (B TOM 4HCIE NAHHBEIE OTYETHOCTH)
O IESITENBHOCTH OMEPATOPOB IUIATEKHEIX CHCTEM, OIEepaTOpPOB YCIyr MIATEKHOM
HHPPACTPYKTYPEI, OMIEPATOPOB HIIEKTPOHHBIX NAAaTQOPM, ONIEPATOPOB 10 NEPEBOAY
JICHEXKHBIX CPEACTB, ABIAIOIUXCSA KPEAUTHRIMH OpraHH3alMsAMU, B LIEJIAX KOHTPOJIA
3a coOmosieHneM TpeGoBaHuii K o0ecmedeHWIO 3alUTH HHQPOpMALMHM TpH
OCYIIECTBIIEHHH NE€PEBOJOB ACHEXKHBIX CPE/CTB.

8.1.2. 3anpammiBaeT ¥ MOMy4yaeT JOKyMEHTHI H UHPOPMALHIO, B TOM YHCIE
coleprKaniye nepcoHalbHbIe JaHHBIE:

y OIeparopoB IUIATeXHBIX CHCTeM, OIEPaTOpoB YCIYr [UIATEXHOMH
HH(PaCTPYKTYPhl, ONEpaToOpOB IMEKTPOHHBIX MIAT(HOPM, OMEPATOPOB 110 NEPSBORY
JEHEXKHBIX CPE/ICTB, ABNSAIOIINXCH KPEeAUTHBIMH OpPTaHM3aUUAMH, — B YacTH
BRIMOJIHEHUS  TpeGoBaHuit kK ofecredeHHio  3amuThl  HHQOpMaLUM
MpH OCYIIECTBICHUH MIEPEBOOB JISHEKHBIX CPEACTB;

y ONEPaTOpORB M0 NMEPEeBOAY AEHEKHBIX CPEACTB, SBIAIOUMXCA KPEAUTHRIMA
OpraHH3alMAMH, — B YaCTH 00ecTieYeHUs KOHTPOA 3a COOMONECHUEM:

OaHKOBCKMMH ILTATEXHBIMU areHTaMu (cyOareHTamu), I[pHMBIEKaeMBIMU
It YYacTHs B OCYILIECTBICHHH MEPEBOJIOB IEHEXHBIX CPEACTB, — TpeOoBaHHMH
K ofecredeHHIO 3ALIUTH HHGOPMALUU [IPU OCYILECTBICHNH MEPEBOIOB ASHEKHBIX
CPEeICTB;

olnepaTopaMH ycayr HH(QOpPMAaMOHHOTO OOMeHa, MNpeoCTaB/IsIOMUMH
yCI1yra MHGOpMALIMOHHOrO 0OMEHa ONepaTopaM 110 NEPEBOY AeHENKHBIX CPEICTB,
ABIAIOIIMMCH KPSAUTHBIMA OpraHusaiusaMu, — TpeGoBanui Kk obecnedennio
31U Thl HHPOPMALIMH ITPY OCYLIECTBICHHH IEPEBOIOB JCHEXKHBIX CPEJICTB,;

MOCTABIUKAMH TIATEXHBIX MPUIOKEHHUH, MPeNOCTaBIIOLIMMH OlIEPAaTOpaM

o mnepeBoay ACHEKHBIX CPEACTB, SBIAOMHUMCA KpPEAWTHBIMH OpraHH3alHAMMU,
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MIATEKHBIE MPHWIOKEHHS HIIS WX WCHONB30BaHUSA KIWEHTAMH YKa3aHHEIX
OMEpaToOpOB IO MEPEBOAY AEHEKHBIX CPEAcTB, — TpeGopaHmi Kk obecrmeyeHHIo
3alUThl HHGOPMAIHK TPH OCYLIECTBICHHH MEPEBOLOB ACHEKHEIX CPEACTB.

8.1.3. IlpoBomuT INpOBEpKH ABMAOLIUXCH KPEAUTHBIMU OpTaHH3ALHAMH
OTIEpPATOPOB TUIATEKHBIX CHCTEM, OTIEPATOPOB YCIYT [NIATEXHOA HHPPACTPYKTYPEI,
OTIePaTOpOB IO NEPEeBOAY AEHeXHBIX CpEACTB, ONEPAaTOPOB 3NEKTPOHHBIX
wiathopM ¥ HHCIOEKLHOHHbIE TPOBEPKH He SABIAIOIIMXCS KPeAUTHBIMH
OPraHu3alMAMH OMNEPATOPOB IUIATEXKHBIX CHCTEM, ONEPAaTOPOB YCIYT MIATSKHOM
HHQPaCTPyKTYPBL

8.2. bank Poccuu nNpoBOAWT IPOBEPKH ABIAIOLIMXCH  KPEAHTHBIMH
OpraHu3alnAMHU ONEPATOPOB IUIATEKHBIX CUCTEM, ONEPATOPOB YCIYT ILIATEKHON
MHOPACTPYKTYpPEl, ONEPATOPOB IO NEPEBOAY JICHEXKHBIX CPEJICTB, ONEPATOPOB
IEKTPOHHBIX MIaTGOPM B MOpAAKE, YCTAHOBIEHHOM B COOTBETCTBHH C YacTbiO
yeTBepToii crathn 73 ®emepansHoro 3akoHa ot 10 urons 2002 roga Ne 86-@3
«O IleutpansHom Oanxe Poccuiickoii @epepanuu (banke Poccum)»
(manee — ®enepanpHblii 3axoH ot 10 urons 2002 roga Ne 86-®3).

Bank PoccHM TIpOBOAMT MHCIEKLHOHHBIE MNPOBEPKH HE SBIAIOLIMXCA
KPEAUTHBIMH OPraHH3aLHAMH ONEePaTOPOB MUIATEKHBIX CUCTEM, ONEPATOPOB YCIIyT
MNIATeXHOW HH(PPACTPYKTYPl B HOpsAAKe, YCTAaHOBJIGHHOM B COOTBETCTBHH
¢ yacThio 3 cratel 33 ®epepansHoro 3akoHa ot 27 uronsa 2011 roga Ne 161-03.

Bauk PoccHM TIPOBOOWUT NPOBEpPKH He ABIAIOIMXCA KPEOHTHBIMH
OpraHHM3aLMAMH OIEPATOPOB HMMEKTPOHHBIX IIAT(GOPM B MOPSJKE, YCTAHOB/ICHHOM
B COOTBETCTBMM C 4YacThi0 BTOPOH cTaTsm 76° @enepaibHOro 3aKkoHa
ot 10 mrons 2002 roga Ne 86-D3.

8.3. Bauk Poccuu npUMEHAET Mephl K SBIAIOIIMMCH KPEAUTHBIMH
OpTaHU3aLMAMH OIEPATOPaM IUIATEKHBIX CUCTEM, ONEpaTopaM yCiIyr MIaTeXHOH
UH(PACTPYKTYpHI, OlepaTopaM IO TNEPeBOAY ACHEXHEIX CpelacTB, ONeparopam
3MEKTPOHHBIX MIAT(GOPM B MOpsiIKe, YCTaHOBJICHHOM B COOTBETCTBHH C YacCThEO
TpuHaauaroit craten 74 Pegepansuoro 3akoHa ot 10 mons 2002 roma Ne 86-P3.

bank Poccun OCy1IECTBISET JEHCTBHA M HPUMEHAST MEPhI TIPHHY)XICHUS B
pamKax HaA30pHOH JNEeATeNLHOCTH B OTHOLIEHWH HE SBISIOIMXCA KPEIUTHBIMH

OpraHu3alMUiIMH ONEPATOPOR MIIATEKHBIX CHACTEM, ONEPATOPOB YCIIyI IJ1aTEKHOH
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MHPPACTPYKTYphl B IOPSIKE, YCTAHOBICHHOM B COOTBETCTBHH C YacThblo 4 CTaThu
32 ®denepanpHoro 3axoHa ot 27 utons 2011 roga Ne 161-03.

Bauk PoccuH HampaBnsieT onepaTopaM JJIeKTPOHHBIX  IJaTdopm,
He SBJIMIOIMMCS KPeAWTHBIMH OpTaHH3allHAMU, MpeANnucanus of ycTpaHEHHH
HApYHIEHHS ¢ YKa3aHWeM CpOoKa ero yCTPaHeHUs M OrpaHHMHBAeT OKa3aHHe
omepaTopaMH JJIEKTPOHHBIX IUIAT(HOPM, HE SABIAOIIHMHCA KPEeJUTHBIMH
OpTaHU3aUUsMH, YCIYT PacueToB MO CAeNKaM, COBEPIICHHBIM ¢ HCIONb30BAHUEM
3NMIEKTPOHHON MAaTGOpMbl, Ha CpPOK, He IMpPeBBIIIAIOIIHA MECTH MECALEB,
B TOPANKe, YCTAHOBICHHOM B COOTBETCTBHH C YacThIo 3° cTaThi 32 MeepalbHOTO

3akona oT 27 urons 2011 roaa Ne 161-03,
I'naga 9. 3aknouuTeNbLHDbIE NOJOKECHHSA

9.1. Ilpu obecneuennn Ge3onmacHOCTH OOBEKTOB HH(POPMALHMOHHOMN
HH(PACTPYKTYPBbI, IKCIUTyaTaLHs H HCIIOJB30BaHHE KOTOPBIX OCYILIECTBIIAIOTCS MPH
OCYILIECTBJCHHH [EePEBOJIOB [EHEXKHBIX CpPEe[CTB OIEPaTOpaMH MO IepeBOIy
IEHEeXHBIX CpeAcTB, OaHKOBCKHMHM IUIATEXHBIMH areHTamu (cyGareHramm),
oTneparopaMu yciayr WHGOpMAMOHHOro oOMeHa, onepaTopaMu yCayT MJIATeKHOH
HHPPACTPYKTYPhI, ONMEPAaTOpaMH 3JIEKTPOHHBIX ILUIaTGOPM U KOTOpPhIE SIBISIOTCA
o0bexTaMH KpuTHUYecKoi wuHdopManuoHHOH HHPppacTpykTypsl Poccuiickoi
denepaly, TPUMEHAIOTCS B TOM 4HCje TPeOOBAaHHA U NOPAIOK, yCTAHOBICHHEIE
opraHaMH rocyaapcTeenHoi Bnactd Poccuifckoit ®emepauun B obmactu
obecreyeHns O€30MACHOCTH KPHTHYECKOW HH(DOPMaUHOHHOH HHOpPACTPYKTYph
Poceniickoit ®efepaliid B COOTBETCTBHMU co cTaThell 6 PenepansHoro 3axoHa ot 26
monst 2017 roga Ne 187-03.

9.2. Hactosmee [TonoxeHue nomiexut oGHULHATBHOMY ONyOIHMKOBaHHIO
U B cooTBeTcTBHH ¢ peineHneM Coseta AupekTopoB Bbanka Poccuu (npoTokon
sacemanna Cosera aupextopoB bBamka Poccum ot 28 ampena 2023 roma
Ne [ICJ1-17) serymaer B cuny ¢ | anpens 2024 rona, 3a uckmodyeHHeM absauen
TpeThero — nAToro myHkra 5.6 Hacrosero [lonoxexus.

A0saupl TpeTuii — nATHIA NyHKTa 5.6 Hacroamero [lonoeHHs BCTymaroT

B cuay ¢ 1 sausaps 2031 roaa.
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0.3. Co OHA BCTYIUIEHHMS B CHAY Hactoslero [lomoxkeHWd NpH3HATH
yrpatuBwuM cuny [Tonoxenne banka Poccuu ot 4 utons 2020 roga Ne 719-T1
«O TpeboBanuax K olecrnedeHHIO 3AUTH HHGOPMAIMH NPH OCYIIECTBISHHH
IEePEeBOAOB JAECHEXKHBIX CPEACTB H O MOpPAOKe OCyIecTBIeHus bankoMm Poccuu
KOHTpOIA 32 cobmoaenneM TpeGoBaHuil K obecneyeH IO 3allUTE HHOpMAaLUH IPH

OCYLUCCTBICHHWH MNEPEBOTOB JEHEHKHBIX cpencna»' .

[Ipeacenarens
IlenTpansHoro 6anka

Poccutickoli ®egepanun 2.C. Habuynnuna

CornacoBaHo:

Hupexrop

DenepansHOM cyXObI 6€30MaCHOCTH
Poccuiickoit @enepauun

A .B. BopTHUKOB
2023 r.

Hupextop
DenepansHOR CIYKOBI IO TEXHHUECKOMY
U IKCMOPTHOMY KOHTPOJIO

B.B. Cenmun

2023 r.

| 3aperucTpuposano MusioctoM Pocciu 23 centsbpa 2020 rona, perucTpaunonnsiii Ne 59991,
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[Tpunoxenne 1

K ITonoxenuto barka Poccun

ot 17 aprycta 2023 roaa Ne 8§21-11

«Q TpeboraHHIX K 00ECIIEYECHHIO 3AIATHI
HHOOPMAIIMH NIPU OCYINECTBICHHH
MepeBoIOB IEHEKHBIX CPEICTB H O NOPAIKE
ocywecTBieHns banxoM Pocciu koHTpoII
3a co0mopenueM TpebopaHuil K
ofecmeyenHo 3aUTH HHPOPMALIHH NPH
OCYIIECTBIICHHH NEPEeBOAOB ACHEKHBIX
CpeaCTBY

TexHonorHYECKHE MephI TIO 00eCTIeUEHHIO 3AHUTE HHYOPMALIMH [IPH
OCYIIIECTBCHHH TEPEBOJOB ACHEKHBIX CPEACTB

1. B wmemsx olecneyeHWs 3aliMTel MH(OpMALUMH IPH  COBEPIICHHH
ONEpauHrii, CBA3aHHBIX ¢ OCYILECTBICHHEM TIEPEBOJOB JCHEXHBIX CpEICTB,
OaHKOBCKMMH IUIATE)XKHBIMH areHTaMd (cyOareHTamu), OIEpaTopaMH YCiyr
nHpOpMALMOHHOTO OOMeHa, OMepaTopaMH YCIYr IUIAaTeXHOH HHOPaCTPyKTYpH,
OMEPATOpaMul  MIEKTPOHHBIX INATGOPM JAODKHBI HPHUMEHATHECS  CIEAYyIOlIHe
TEXHOJMOTHYCCKHE MCPBL

1.1. Peanuzamus MeXaHHW3Ma MICHTHQHKANWH, ayTeHTH(QHKaUWMK N
ABTOPH3ALUM KJIHEHTOB ONEPATOPOB MO MEPEBOAY MAEHEXKHBIX CPEICTB MpH
COBEpIICHHN HUMM ACHCTBUN B LEIX OCYILUECTBICHHS MEPEBOAOB IEHEXHBIX
CpeAcTB.

1.2. Peanmzaimng MexaHu3Ma ABYyX(axTOPHOH ayTeHTH(HKALMM KIHEHTOB
OMEPATOPOB [0 NEPEBOJY JEHEXKHBIX CPEACTB NPH COBEPILEHAM UMHU JCHCTBUH B
eJISIX OCYILECTRIEHUA NePEBOOB AEHEKHBIX CPEICTB.

1.3. TlpuMeHeHne MEXaHH3MOB H (WJIH) NPOTOKONOB (OPMUPOBAHHA U
o0MeHa JMEKTPOHHBIMH COOOLIEHUAMH, 00eCEeIHBAIOIIMX 3AIUTY 3JEKTPOHHBIX
coo01IeHHI OT UCKaXKEHU, damscrdHKaLyy, TIepeajipecaniy,
HECAHKIIMOHMPOBAHHOIO O3HAKOMIICHHS M (MIM) YHHYTOXKEHHs, JIOXKHOH
aBTOpU3allMd, B TOM YHC/IE ayTeHTH(HKALUIO BXOALMX JIEKTPOHHBIX
coo01LeHu .

1.4, B3aumHas (OBYXCTOPOHHSS) ayTeHTHU(MUKAaLHMsA Y4aCTHHKOB OOMeHa
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CpelCcTBAMM BBIYMCIIUTENBHOH TEXHUKH OINEpaToOpoB IO MEPEBOMY JICHEXHBIX
CpelaCcTB, OaHKOBCKHMX IUIATEXHBIX areHTOB (CyOareHTOB), ONEPATOPOB YCIYT
HHGOPMAIMOHHOTO OOMeHa, OMepaToOpoB YCIYyr IIAaTe:KHOH HHQPacTPyKTYpBI,
KJIMEHTOB OMEPATOPOB MO TIEPEBOY ACHEKHBIX CPEACTB.

1.5. Ucnonb3oBaHue  3N€KTPOHHOH TOAMUCH B COOTBETCTBHH €
denepansHBIM 3aK0HOM 0T 6 ampens 2011 roga Ne 63-@3.

1.6. Ucnonp3oBaHne YyCHNEHHOH 53NeKTPOHHON MOANMMCH B  LEIX
o0ecmeueHns LEIOCTHOCTH JJIEKTPOHHBIX COOOLIEHHH U MOATBEPXICHHA HX
COCTaBJIeHHS YTIOJIHOMOYEHHBIM HA 3TO JIULIOM.

1.7. Tlony4eHue MOATBEpPXKAEHHS OT omeparopa MO MEPEBOAY JECHEXKHBIX
CpeNCTB MpaBa KIWEHTa Oneparopa IO MEpeBOy JACHEKHBIX  CPEICTB
pacTopsKaThesa JEHEKHBIMU CPEACTBAMH.

1.8. TlpoBepka COOTBETCTBUS (CBEpKa) pe3yJbTAaTOB OCYIIECTBICHHA
omepalMii, CBA3aHHBIX C MEPEBOAOM [EHEXHBIX CPENCTB, ¢ HH}popMaLuel,
copepxatieics B 9JIEKTPOHHBIX COOOILECHHAX.

1.9. Peanuzaums Mep, HAMpaBlI€HHBIX Ha TIpOBEPKY NPaBUIBHOCTH
dopmMupoBats (MOATOTOBKH) IEKTPOHHBIX co0OLIEHAH (ABOHHON KOHTPOIS).

1.10. OGecneuenne xpaHeHus 3amuinaeMoii HHQopMaIuu, HHPOpMaIUH O
COOBITHAX, MONIEXKAIINX perucTpaiuy, WHbopMaunu o6 HMHIMIACHTaX 3alkHTHI
uHMOPMALMH B TeY4eHHEe MATH JeT ¢ AaTel (opMupoBaHua HH(opManuu B
HEH3MEHHOM BHJIE.

1.11. BoccTanoniieHne saiuinaeMoii HHGopMAaliy B coy4yae yMBILUIEHHOIO
A ¢Ty4aiiHOro paspyleHHs NUGO BBIXOAA M3 CTPOS CPEACTB BEIUHMCIHTENBHOH
TEXHHKH.

2. BaHKOBCKHe IUIaTeXHBIE areHThl (cy0areHTel), OMNepaTopsl YCIyr
MH(GOPMALHOHHOTO O0MeHa, ONepaTopbl YCHYr INaTeXHOH HHQPacTPyKTypsl,
OLIEPATOPHI HNMEKTPOHHBIX MNAaTGOPM NP COBEPIICHHH ONEpalMii, CBI3AHHBIX C
OCYWIECTBACHUEM [IEPSBOJOB JACHEKHBIX CPEACTB, JIOKHEI 06ecmeynBarh
BBITMIOJIHEHNE TEXHOJIOTHUECKHX Mep 1Mo obecneyueHHIo 3aliuThl HH(POPMalHH NpH

OCYILIECTBICHHH TIEPEBOAOB  OCHSKHBIX CpeaCcTB  Ha  COOTBETCTBYIOIHX
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TEXHOJIOTHIECKUX YHacTKax.

3. B paMmMkax CHCTeMBI YIpPaBI€HHA ONEPALHOHHBIM PHCKOM TIpU
HEBO3MOXKHOCTH TEXHHYECKOH peanu3alyi OT/eIbHBIX TEXHOMOTHYECKHX Mep II0
obecrieyennto 3alUTe HHGOPMALMH MIPH OCYLISCTBICHUH IEPEBOIOB ACHEKHBIX
CPEICTB, a TAaKXe ¢ YUeTOM JKOHOMHYECKOH lenecoobpasHocTH GaHKOBCKUMH
IIaTeXHEIMH areHTaMH (cyGareHTamu), orneparopaMi ycIyr MHGOpMAIHOHHOTO
ofMeHa, oOmepaTopaMH ycuyr IUIaTexHoH HHQPacTpyKTypEl, omepaTopaMu
3MeKTPOHHBIX I1AT(GOPM MOTYT pa3pabaThiBaThCs HHblE (KOMIIEHCHPYIOLIHE) MEpHI,
HamnpaBl€HHBIE HA HeHTpanuzamuio yrpos 0e30mMacHOCTH — 3aLIMINASMOM

HH(l)OpMalIHH aKTYaJIbHLIX MPH OCYILNECTBICHUH ITIEPEBONOB ACHCKHbBIX CPEACTB,
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