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[Tonoxxenne banka Poccum ot 17 anpens 2019 r. N 683-I1 "O6 ycraHoBiieHnN 00s3aTE€IbHBIX IS
KPEAUTHBIX OpraHu3aiuii TpeOoBaHu K 00ECIeUeHHUIO 3alUThl HH(OPMALUU IPU OCYIIECTBICHUU
OaHKOBCKOM JIEATENIBHOCTH B LIEJSAX IPOTUBOAECHCTBUS OCYIIECTBICHUIO IIEPEBOIOB JIEHEKHBIX CPE/ICTB
6e3 coryacus KIueHTa" (¢ U3MEHEHUSMHU U AOTIOJIHEHUSIMHU )

C u3MeHeHHSIMH H JOIMOJTHCHUSAMM OT:

18 deBpans 2022 r., 6 nexadbps 2023 r.

Ha ocnoBanum cratbu 57.4 @epepanibHoro 3akoHa oT 10 wurons 2002 roma N 86-d3 "O
HentpansHom Oanke Poccuiickoit ®eneparun  (banke Poccum)" (CoOpaHue 3aKkOHOAATEIHCTBA
Poccuiickoit @enepanun, 2002, N 28, ct. 2790; 2003, N 2, ct. 157; N 52, ct. 5032; 2004, N 27, ct. 2711;
N 31, cr. 3233; 2005, N 25, ct. 2426; N 30, ct. 3101; 2006, N 19, cT. 2061; N 25, cT. 2648; 2007, N 1,
cr. 9, cr. 10; N 10, cr. 1151; N 18, ct.2117; 2008, N 42, cT.4696, cT.4699; N 44, cr1.4982; N 52,
cT. 6229, ct. 6231; 2009, N 1, ct. 25; N 29, ct. 3629; N 48, cr. 5731; 2010, N 45, ct. 5756; 2011, N 7,
ct. 907; N 27, ct. 3873; N 43, c1. 5973; N 48, cTt. 6728; 2012, N 50, cT. 6954; N 53, crt. 7591, crt. 7607;
2013, N 11, cT. 1076; N 14, cT. 1649; N 19, cT. 2329; N 27, cT. 3438, cr1. 3476, ct. 3477; N 30, ct. 4084;
N 49, c1. 6336; N 51, cT. 6695, cT. 6699; N 52, c1. 6975; 2014, N 19, cT. 2311, c1. 2317; N 27, cT. 3634;
N 30, ct.4219; N 40, ct. 5318; N 45, cT. 6154; N 52, ct. 7543; 2015, N 1, ct. 4, ct. 37; N 27, cT1. 3958,
cT. 4001; N 29, ct1. 4348, cT.4357; N 41, cT. 5639; N 48, ct. 6699; 2016, N 1, ct. 23, cT. 46, cT1. 50; N 26,
ct. 3891; N 27, ct. 4225, cT. 4273, c1.4295; 2017, N 1, ct1. 46; N 14, ct. 1997; N 18, cT. 2661, cT. 2669;
N 27, c1.3950; N 30, ct. 4456; N 31, ct.4830; N 50, ct. 7562; 2018, N 1, ct. 66; N9, cT. 1286; N 11,
cT. 1584, ct. 1588; N 18, c1.2557; N 24, ct. 3400; N 27, cT. 3950; N 31, ct. 4852; N 32, cT. 5115; N 49,
CT. 7524; N 53, ct. 8411, cr. 8440) nHacrosmiee [lonoxxeHne ycraHaBIMBaeT 00s3aTeIbHBIC TSI KPETUTHBIX
opranu3zanuii TpeboBaHus K 00ECMEYeHHUIO 3aIIUThl MH(POpPMALMHM TPH OCYHIECTBICHUU OAHKOBCKOM
JIESATETLHOCTH B 1EJISAX MPOTUBOJEHCTBUS OCYIIECTBICHHUIO TIEPEBOIOB JICHEXKHBIX CPEJCTB 0€3 coriacus
KJIMCHTA.

Wndhopmarist 06 n3MEHEHHSX:
Ilynkm 1 usmenen c 7 sneaps 2024 e. - Yrazanue banka Poccuu om 6 dexabps 2023 2. N 6620-Y

CMm. npedvloywyro pedaKyuio

1. TpeOoBanus Kk oOeCHEUEHHIO 3alIUThl WHGOPMAMKM TPU OCYLIECTBICHUH OaHKOBCKOU
JESTENIbHOCTH B LIENSAX MPOTUBOJEHCTBUS OCYIIECTBICHUIO NEPEBOJIOB JIEHEXKHBIX CPEJCTB O€3 coryiacus
KJIMEHTa MIPUMEHSIOTCS A1 00ecreueHns 3alluThl HH(OpMAIMY, TOIr0TaBInBaeMoi, o0pabaTbiBaeMO U
XpaHUMOM B AaBTOMAaTHU3MPOBAHHBIX CHUCTEMaX, BXOJSAIIMX B COCTaB OOBEKTOB HH(POPMAIIMOHHOMN
UHQPACTPYKTYPbl U UCHOJNB3YEMBIX [UIl OCYLIECTBICHHS OaHKOBCKMX OIEpaluii, CBA3aHHBIX C
OCYIIIECTBJIEHUEM IIE€peBOJa JCHEKHBIX CpEACTB (Jlajee COOTBETCTBEHHO - aBTOMAaTU3UPOBAHHbIE
CHCTEMBI, 3alluiaeMast HH(popMaIus, ocylecTBIeHne 0aHKOBCKUX OIeparuii):

uH(pOpMalliU, coaep)Kalleiicss B JOKYMEHTaX, COCTABJIIEHHBIX MPU OCYIIECTBICHUH OaHKOBCKUX
onepaluii B 3JEKTPOHHOM BHJE (Jajee - 3JIEKTPOHHbIE COOOUIEHHs), (OPMHPYEMBIX pabOTHUKAMHU
KPEAUTHBIX OpraHu3anuil (nanee - paOOTHUKM) W (WJIM) KIMEHTaMU KPEAMTHBIX OpraHu3aiuil (manee -
KJIUEHTHI);

uH(popMaluy, HeoOXOIUMOW JJIi aBTOpU3AIMKM KIMEHTOB MPU COBEPILIEHUU NEHCTBUI B LIEAX
OCYILECTBIICHHUs] OAHKOBCKUX OMNEpAaIMii U YAOCTOBEPEHHUs MpaBa KIMEHTOB PacIOpsKAThCS JICHEKHBIMHU
CpeICTBaMU;

uHpOpMaLUU 00 OCYIIECTBICHHBIX OAHKOBCKUX OIEPALUsX;

uH(pOpMalliK, CBSI3aHHOW C TPUEMOM K HCIOJHEHUI0O M HCIOJHEHUEM pacHoOpsKeHHM
N0JIb30BaTes MIaT(opMbl IUGPOBOTO PYOIIs;

KIIFOUEBOM MHpOpMAIMK CpeAcTB KpunTorpaduueckoil 3ammtsl nHdopmanuu (ganee - CK3U), B
TOM YHCJIE€ CPEACTB 3JIEKTPOHHON MOANKCH, UCIIONB3YEMOI MPU OCYILECTBIEHNH OaHKOBCKUX ONeparnui
(mamee - kpunrorpadUuECKUe KITFOUH).
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B cinydyae ecnm 3amumiaemas wHGOpPMANMS COACPKUT IEPCOHAIBHBIC JaHHBIC, KPEIUTHBIC
OpTaHHU3aINH JOJDKHBI PUMEHATH MEPHI 10 00eCIIeueHUI0 0€30MaCHOCTH MEPCOHANBHBIX JAHHBIX MPU UX
00paboTke B coOTBETCTBUU cO crarheil 19 denepanpHoro 3akoHa ot 27 utoas 2006 roma N 152-D3 "O
nepcoHabHBIX AaHHBIX" (CoOpanue 3akoHOmaTenscTBa Poccuiickoit @eneparuu, 2006, N 31, cr. 3451;
2009, N 48, cr. 5716; N 52, cr. 6439; 2010, N 27, c1.3407; N 31, cT. 4173, cTt.4196; N 49, ct. 6409;
2011, N 23, c1. 3263; N 31, c1.4701; 2013, N 14, ct. 1651; N 30, ct. 4038; N 51, ct. 6683; 2014, N 23,
ctT. 2927; N 30, cr. 4217, ct.4243; 2016, N 27, cr.4164; 2017, N9, cr. 1276; N 27, ct.3945; N 31,
ct. 4772; 2018, N 1, cT. 82) (nanee - @eaepanbubiii 3ak0oH "O nepcOHANBHBIX TaHHBIX").

B cinywyae ecnm 3amumiaemas wHGOpPMANMS COACPKUT TEPCOHAIBHBIC JTaHHBIC, KPEIUTHBIC
OpTraHHU3aIMH JOJHKHBI PUMEHATH MEPBI TI0 00ECTICUCHUI0 0€30IIaCHOCTH MEPCOHATBHBIX JTAHHBIX MPU UX
00paboTke B coOTBETCTBUU cO craTheil 19 denepanpHoro 3akoHa ot 27 utoas 2006 roma N 152-d3 "O
NepCOHAIBbHBIX JaHHbIX" (nanee - PenepaiibHblil 3aK0H "O NepCOHANBHBIX JAHHBIX").

2. TpeOoBanuss K o0OECHEUEHHUIO 3alIUThl WH(GOPMALMKU TPU OCYIIECTBICHUU OaHKOBCKOU
JeSATeTbHOCTH, CBI3aHHOW C OCYIIIECTBIICHUEM TIePEBOa ICHEKHBIX CPEJICTB, BKIIIOYAIOT B CEOs:

TpeOoBaHUS K OOECIeYeHUI0 3alMuThl HHGOpPMAMK TPHU  OCYIIECTBICHUH OaHKOBCKOM
NeATEeTbHOCTH, TPUMEHSIEMbIE B OTHOIIIEHUH aBTOMATHU3UPOBAHHBIX CUCTEM, IPOTPAMMHOT0 00ECIIeYeHUS,
CPEICTB BBIYUCIUTEIHHOW TEXHUKH, TEIEKOMMYHHUKAIIMOHHOTO OOOpYIOBaHMs, OKCIUTyaTalus W
UCIIOJIb30BaHUE KOTOPBIX OOECIICUMBAIOTCS KPEIUTHOW OpraHU3alued s OCYIISCTBICHHS OaHKOBCKUX
omepaiuii (nanee - 00beKThl HHHOPMAITMOHHON HHPPACTPYKTYPHI);

TpeOoBaHUS K OOECIEYEHHIO 3aIIUThl HMHGOPMAIMM TIPU  OCYIIECTBJICHUH OaHKOBCKOM
JNEATeIbHOCTH, TNPUMEHSIEMbIE B  OTHOIICHHMH  TNPHUKJIQJAHOTO  MPOTPAMMHOIO  OOCCIICUYCHHS
ABTOMATU3UPOBAHHBIX CUCTEM M MPUIIOKCHUI;

TpeOoBaHUS K OOECIEeUEHUIO 3alUThl HHGOpPMALUKU TPU OCYIIECTBICHHH OaHKOBCKOM
JESTSIIbHOCTH, MPUMCHSIEMBIC B OTHOIICHUU TEXHOJOTUH 00pabOTKH 3aluiaeMoil HH()OPMAIIHH;

UHBIE TpeOOBaHUS K OOECIEUEHUIO 3alluThl WH(DOpPMAIMM TPU OCYIIECTBIECHUH OaHKOBCKOM
JIEATEIIbHOCTH B COOTBETCTBUH C NMyHKTamu 6-9 Hactosmero [Tonoxenust.

3. KpenutHble opraHu3aiil JOKHBI OOECHEUMBATH BBIMIOJHEHUE CIEAYIOIUX TpeOOBaHUMA K
o0ecreueHn0 3anuThl UHPOPMALIMKA TPU OCYIIECTBICHUN OaHKOBCKOW NEATEbHOCTH, CBS3aHHOW C
OCYIIECTBIIEHUEM  TMEpeBOJla  JIEHEKHBIX  CPEICTB, TMPUMEHSIEMBIX B  OTHONIEHHMH OOBEKTOB
MH(}OPMallMOHHON UHPPACTPYKTYPHI.

TAPAHT:

ITogmynkt 3.1 BcTynaer B cuity ¢ 1 saBaps 2021 r.

3.1. KpenutHble opraHu3aniy JODKHBI 00€CIIEUUTh PEANN3aLUI0 CIEAYIOIINX YPOBHEH 3alllUThI
uHpopMaluu i OOBEKTOB MH(OPMALMOHHOW HHQPACTPYKTYphl, HCIOJNb3YyEeMbIX JUJIsI 00paldoTKH,
nepeaay, XpaHEeHUs 3alMIaeMoil MHGpOpMaluu B LEISIX OCYIIECTBICHHS OAaHKOBCKMX OIeparuid,
ONpENEICHHBIX HaMOHAIBHBIM cTanaaproM Poccuiickont ®enepanmun [OCT P 57580.1-2017
"bezonacHOCTh (pMHAHCOBBIX (OAHKOBCKHX) onepanuid. 3amuTta HHPOpMauu (pUHAHCOBBIX OpraHU3alui.
ba30BBIl COCTaB OPraHW3alMOHHBIX W TEXHUYECKMX Mep', yTBEpKIEHHBIM NpukazoM @deneparbHOro
areHTCTBa IO TEXHUYECKOMY pErylupoBaHHIO W MeTpojoruu ot 8 aBrycra 2017 roma N 822-ct "O06
yTBepkAeHUH HalmoHanbHOoro cranfapra” (M., ®I'YII "Crangaptundopm", 2017).

CHucTeMHO 3HayMMble KpPEOUTHBIE OPraHW3alli¥, KPEAWTHBIE OpraHW3alliM, BBIIOIHSIIOIINE
GyHKIIMK orepaTopa YCIyr IUIaTeKHONH HHQPACTPyKTyphl CHUCTEMHO 3HAUMMBIX IUIATEKHBIX CHCTEM,
KpPEAUTHBIE OPTaHU3AllMY, 3HAYMMbIE HA PBIHKE IIJIATEKHBIX YCIYT, JOJKHBI PEATU30BbIBATH YCHIICHHBIN
YPOBEHbB 3alIUThl HHPOPMAIUH.

KpeautHble opraHu3anuy, HE OTHOCSIIMECS K KPEAUTHBIM OpraHU3alusaM, YKa3aHHbIM B a0s3alle
BTOPOM HACTOSIIETO MOAMYHKTA, TOJKHBI Peali30BbIBaTh CTAHJAPTHBIN YPOBEHB 3a1UThI HH(GOPMAIUH.

KpeautHble opraHusanuu, KOTOpPBIE JIOJKHBI PEaIM30BBIBATH CTAaHAAPTHBIM YPOBEHb 3alllUTHI
uH(pOpMalliK, CTaBIIME KPEAUTHBIMU OpPraHM3AlMsIMH, KOTOPHIE JOJKHBI PEaln30BBIBATH YCHIJIEHHBIH
YPOBEHb 3aIIMTHl HMH(DOPMAIMH, JOJDKHBI O0ECHEUNTh peaH3alMi0 YCHUJICHHOTO YPOBHS 3aIlUTHI
UH(POPMALIUU HE MO37HEE BOCEMHAIATH MECSIEB MOC]Ee TOro, Kak CTald KPEAUTHBIMU OpPraHU3aLMsIMH,
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yKa3aHHBIMH B a03a1le BTOPOM HACTOSIIETO MOAMYHKTA.
3.2. KpenuTHble OpraHu3aluy JTOJDKHBI 00SCTICUNTh €KErOHOE TECTUPOBAHNE HA IPOHUKHOBEHUE
U aHaJIu3 YSI3BUMOCTEH HMHPOPMAIIOHHOM 0€3011aCHOCTH 00bEKTOB UH(POPMALIMOHHONW HH(MPACTPYKTYPHI.
TAPAHT:

[TynkTt 4 BcTynaer B cuiy ¢ 1 saBaps 2020 r.

4. KpenuTHble OpraHu3aldd JOJKHBI 00ECIeYMBATh BBHIMOJTHCHHUE CICAYIONINX TPeOOBaHUU K
o0ecrevyeHn0 3aluThl MH(pOpMAaMU TpPHU OCYUIECTBICHUH OAHKOBCKOW JESTENbHOCTH, CBA3aHHOM C
OCYIIECTBJICHUEM TIE€PEeBOJa JEHEXKHBIX CPEACTB, MPUMEHAEMBIX B OTHOIICHHH MPHUKJIAJHOTO
POrpPaMMHOTr0 OOecrieueHusl aBTOMATU3UPOBAHHBIX CUCTEM U MPUITOKECHHH.

Wndopmarius 06 H3MEHEHUSX:

Iloonynkm 4.1 uzmenen ¢ 1 oxkmsaopsa 2022 e. - Vkazanue baumka Poccuu om 18 ¢pespana 2022 2. N

6071-Y

CMm. npedvloywyro pedaKyuio

4.1. KpeauTHble oOpraHu3alli JOJDKHBI OOECHEYUTh HCIOJNb30BAHUE JJIsi OCYIIECTBIICHUS
OAHKOBCKUX OIEpalii MPHUKIATHOTO MPOrPaMMHOTO OOECIEYCHUsS aBTOMATU3HPOBAHHBIX CHCTEM W
NPUIOKEHUH, PAaCHpPOCTpaHsIEMbIX KPEAUTHOM OpraHu3aluedl KIMEeHTaM /Jis COBEPIICHUS ICHCTBHUIl B
[EJSIX OCYIIECTBICHUS 0aHKOBCKHMX OMEPAIlHid, a TAK)Ke MPOTPAMMHOTO oOecrieueHus, 00padaThIBAIOIIETO
3alMIIaeMyl0 HHPOPMAIMI0 Ha Yy4YacTKaX, HCIONb3YeMbIX AJIs MpUeMa AJIEKTPOHHBIX COOOIICHUN K
WCTIOJIHEHUIO B aBTOMATU3MPOBAHHBIX  CHCTEMaX HM  TIPWIOKEHUSX C  HCIOJIb30BAHUEM
nH(}OPMaILMOHHO-TEIEKOMMYHHUKAIIMOHHOM ceTn "WHTtepHer" (manmee - cerb "WHTepHer"), mpolieqmux
ceprudukanmio B cucreme cepruduranmu denepanbHO CIyXKOBI MO TEXHHYECKOMY U 3KCIIOPTHOMY
KOHTPOJIIO MJTH OLIEHKY COOTBETCTBHS 1O TPeOOBAHMIM K OLIEHOUHOMY ypOBHIO AoBepus (nanee - OY 1) ve
Hke yem OY /[ 4 B cOOTBETCTBUU ¢ TpeOOBAaHUAMM HAIIMOHAJIBHOTO cTaHaapra Poccuiickoit dexepanun
['OCT P UCO/MDBK 15408-3-2013 "MudopmarmonHas TeXHOJIOTHA. MeTOoAbl U CPEACTBA O0OCCIICUCHHS
6e3onacHocTH. Kputepun onieHku 6e30macHOCTH MH(OpMAMOHHBIX TexHojoruil. Yacte 3. KoMnoHeHThI
noBepusi K Oe3zomacHocTH", yTBEpXKIACHHOTO MpukazoM DeaepanbHOr0 areHTCTBa MO TEXHUYECKOMY
perynupoBaHuio u Metposioruu ot 8 HosiOpst 2013 roma N 1340-ct "OO yTBepKJI€HUM HAIIMOHAIBLHOTO
crangapra" (M., ®I'VII "Crannaprundopm", 2014).

B oTHOmIEHWHM NPUKIATHOTO TMPOTPAMMHOIO OOECMEYeHUs] aBTOMATU3WPOBAHHBIX CHUCTEM U
MPUIOKEHUH, HE YKa3aHHbBIX B a03alle 1epBOM HACTOSIIETO MOAMYHKTA, KPEIUTHBIE OPraHU3alUH JTOJKHbI
CaMOCTOSITEJIbHO OMPENeNATh HEOOXOIUMOCTh CePTU(MUKAIIMU WU OIEHKU COOTBETCTBHUS MPHUKIIATHOTO
MPOrPaMMHOTO OOECTIeUYeHUsI aBTOMATU3UPOBAHHBIX CUCTEM M MPUITOKECHHH.

Wndhopmarist 06 n3MEHEHUSX:

Hoonynkm 4.2 usmenen c¢ 1 oxmsaopa 2022 2. - Vrazanue bBanxa Poccuu om 18 ¢espana 2022 2. N
6071-yY

CMm. npedvloyuyro pedaKyuio

4.2. Tlo pemieHnI0O KPEIUTHOW OpraHU3AIMH OIEHKA COOTBETCTBUS MPOTPAMMHOTO 00ECTICUCHUSI
ABTOMATU3UPOBAHHBIX CUCTEM U MPUIIOKEHUW IPOBOJUTCS CAMOCTOSATENIBHO WA C IPUBICUYCHUEM
OpraHu3ali, HWMEIOIIEH JIMIIEH3UI0 Ha OCYIIECTBICHHUE JAESATEIbHOCTH IO TEXHUYECKON 3alluTe
KOH(UACHIIMATBHOM HHpOpMALIUK TSl TPOBEACHUS pabOT U yCIyT, MPEAyCMOTPEHHBIX Mo anyHkTamu 0",
"n" wmmm "e" nynkta 4 IlomokeHus O JIMIIEH3UPOBAHUU JESATEIBHOCTH MO TEXHUYECKOW 3allUTe
KOH(pHIEHIIMATbHONH HH(pOpMalMK, YTBEp)KIEHHOro rnocrtanoBienuem IlpaButensctBa Poccuiickoii
Oenepannn ot 3 pepans 2012 roga N 79 (Cobpanue 3axoHomaTenscTBa Poccuiickoit deneparuu, 2012,
N 7, cr. 863; 2016, N 26, ct. 4049) (nanee - nmpoBepsrOIIas OpraHU3aIHs).

Wndopmarys 06 M3MEHEHHSAX:

Ilynkm 4 oononnen noonynkmom 4.3 ¢ 1 okmsaops 2022 2. - Vkazanue banka Poccuu om 18 ¢espans
2022 2. N 6071-Y

4.3. B cinyyae NpUHATHS KPEAUTHOW OpraHM3allMel pelieHus: O HeoOXOAMMOCTH MPOBEICHHS

cepTuUKaK MPOrpaMMHOI0 00ecredyeHrs aBTOMAaTHU3UPOBAHHBIX CHUCTEM U MPHUJIOKEHUN KpEAUTHBIE
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OpraHM3aliy, SBIAIOMIMECS CHCTEMHO 3HAYUMbIMH KPEAUTHBIMH OpraHU3alUsSMU, KPEAUTHBIMU
OpraHU3aIUsIMU, 3HAYUMBIMUA Ha PHIHKE IJIATSKHBIX YCIYT (B OTHOUICHHH MPOrPaMMHOTO 00eCreYeHHUS
ABTOMAaTU3MPOBAHHBIX CHUCTEM U IPUIOKEHUH, YKa3aHHbIX B nyHkTe 1.2 [lonoxxenust banka Poccun ot 4
utoHs1 2020 roga N 719-I1 "O TpebGoBaHusX K 00€CIEUEHUIO 3aIUTHl HH(OPMAIMH MIPH OCYIIECTBICHUU
MEPEBOJIOB JCHEKHBIX CPEJICTB U O MopsiAke ocyuiecTBieHus: bankom Poccun koHTpois 3a coOroaeHreM
TpeOOBaHUI K 00ECIICUYCHUIO 3aTUThHl MH()OPMALIUY TIPU OCYIIECTBICHUH MEPEBOIOB JEHEKHBIX CPEICTB",
3aperucTpupoBaHHOr0 MuHucrtepcTBoM roctuiuu Poccuiickoit ®deneparuun 23 centsops 2020 roga
N 59991), nmomxHbI 00ECHEYUTh CEPTU(UKALMIO MPOrPAaMMHOTO OOECIEYECHUsT aBTOMATH3WPOBAHHBIX
CUCTEM U IMPHJIOKEHUN He HIKe 4 YpOBHS JOBEpHUs B COOTBETCTBUU C MpukazoM DeaepanbHON CIIyKObI
M0 TEXHUYECKOMY U OHKCIOPTHOMY KOHTpoito ot 2 uwoHs 2020 roma N 76, 3apeructpupoBaHHBIM
MunucrepctBoMm toctunmu Poccuiickoit @enepanun 11 centsops 2020 roma N 59772 (nanee - mpukas
OCTIK Poccunu N 76).

KpeautHele opranuzanuu, NpUHSBIINE PEUICHHE O HEOOXOAUMOCTH IMPOBEIEHUS CepTU(PHUKAIIIN
MIPOrpaMMHOTO 00€CTIeUeHHs] aBTOMAaTU3UPOBAHHBIX CHUCTEM W TMPWIOKEHUW U HE YKa3aHHbIE B ab3aie
IIEPBOM HACTOSALIETO TMOAMYHKTA, JOJDKHBI 00ECNeUHuTh CepTU(GUKAIMIO MPOrpaMMHOr0 o0OecredeHus
ABTOMATU3UPOBAHHBIX CUCTEM U MPUIIOKCHHUI HE HIKE 5 YPOBHS JOBEPHUS B COOTBETCTBHH C MPUKA30M
OCTOIK Poccuu N 76.

5. KpenutHple opraHwm3aiil JOJDKHBI OOSCIICUMBATH BBIMIOJHEHUE CICIYIOIIUX TPEOOBaHWHA K
o0ecrevyeHn0 3aluThl WH(pOpMAaMU TPH OCYHIECTBICHUH OAHKOBCKOW JIESTENbHOCTH, CBS3aHHOW C
OCYIIECTBIICHUEM TIEPeBOJa JCHEKHBIX CPEJICTB, MPUMCHSICMBIX B OTHOIICHWU TEXHOJIOTHH OO0paOOTKH
3amuaeMon nHpopMaIum.

Undopmarus 06 n3MEHEHUAX:

Iloonynkm 5.1 uzmenen ¢ 1 oxkmsaopa 2022 2. - YVkazanue Banka Poccuu om 18 ¢espans 2022 o. N

6071-Y

CMm. npedvloywyro pedaKyuio

5.1. KpenutHbele opraHuzaliy J0JKHBI 00ECHEUNTh LEIOCTHOCTh 3JIEKTPOHHBIX COOOIIEHUH U
MOJTBEPANUTDH UX COCTABJIEHNE YITOJIHOMOYEHHBIM Ha 3TO JIULIOM.

B nensax obGecrnieyeHys LEIOCTHOCTH IEKTPOHHBIX COOOIIEHUH U MOATBEPKACHUS UX COCTABICHUS
YIIOJTHOMOYEHHBIM Ha 3TO JINLIOM KPEAUTHBIE OpPraHU3aluu JOJDKHBI 00eCneunBaTh peaanu3aluio Mep 1o
MCIIOJIb30BaHUIO YCHUJIIEHHOU KBAJIM(PHUIIUPOBAHHON JNIEKTPOHHOMN MOJIUCH, YCHJIEHHOU
HekBanuuuupoBaHHoi anekTpoHHoW noxnucu win CK3U, peanusyromux (QyHKIHIO MMUTO3AIIUTHI
UHpOPMaLIUK C ayTeHTH(PUKaIKMEeH OTHpaBUTENs COOOIIEHUS.

VYkazaHHbsle B a03ale BTOPOM HACTOSILErO MOANYHKTa TpeOOBaHMS 10 pealu3aluud Mep IIo
MCIIOJIb30BaHUIO YCHUJIIEHHOU KBAJIM(PHUIIMPOBAHHON JNIEKTPOHHOMN MOJIINCH, YCHJIEHHOU
HekBanuuuupoBaHHoi anekTpoHHol noxnucu win CK3U, peanusyromux (QyHKIHIO MMUTO3AIIUTHI
UHpOpPMaLlUU ¢ ayTeHTHU(PUKAMEH OTIPaBUTENsI COOOIIEHUS, HE MPUMEHSIOTCA B Cllydae, €ClId B LENIX
o0ecrieyeHHs  ENOCTHOCTH  DJEKTPOHHBIX  COOOLIEHHMH U MOATBEPXKIEHUS HMX  COCTaBJICHHS
YIOJIHOMOYEHHBIM Ha 3TO JIMIIOM IpPHU INepeade JMEKTPOHHBIX COOOIICHUH HCMOIb3YIOTCS BbIJICIEHHBIE
KOHTPOJIUPYEMbIE CETMEHTHI BHIYMCIUTENBHBIX CETeH, TOCTYN K KOTOPHIM HapyIIMTEJIEeM HEBO3MOXKEH, U
yIpo3bl HapyLIEHUs IEOCTHOCTH AJIEKTPOHHBIX COOOIIEHUI ONpeneneHbl KPeIUTHBIMU OpraHU3alusIMU
KaK HeaKTyaJlbHbl€, YTO 0OOCHOBAHO B MOJIEJIM YTPO3 U HapyLIuTenel 6e30nacHoCcTd HH(GOpMalnu.

[Tpu3HaHue 3MEKTPOHHBIX COOOIIEHUH, MOAMUCAHHBIX JIEKTPOHHOM MOANUCHIO, PAaBHO3HAYHBIMU
JOKyMEHTaM Ha OyMa)kHOM HOCHUTeNe, TOJIUCAHHBIM COOCTBEHHOPYYHOW MOJMHUCKHIO, JOJKHO
OCYILIECTBIIATHCS B COOTBETCTBMM CO cratheill 6 DenepanbHoro 3akoHa ot 6 ampens 2011 roga N 63-®D3
"O6 oanextponnor moamucu" (CoOpanme 3akoHomarenbcTBa Poccmiickoit ®deneparuu, 2011, N 15,
cT. 2036; 2019, N 52, ct. 7794) (nanee - ®enepanbHblii 3aK0oH "O0 31eKTPOHHOM Toanucu").

Wudopmanust 060 U3MEHEHHUAX:
Iloonynxkm 5.2 usmenen c 7 ameaps 2024 2. - Yrazanue banka Poccuu om 6 oexkaops 2023 2. N 6620-Y
Cm. npeovloyuyio peoakyuro
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5.2. KpenuTHble OpraHM3alldy JOJDKHBI OOECIIEUMBATH PErVIAMEHTALUI0, Peau3aliio, KOHTPOJIb
(MOHHMTOPUWHT) TEXHOJOTHH 00pPabOTKU 3anuIaeMoil HHpopMaIuy, ykazaHHON B a03a1ax BTOPOM - [ITOM
nyHkra | Hactosero ITonoxeHus, npyu COBEpIIEHUH CIEAYIOIUX ASHCTBUH (Jlaee - TEXHOJIOTHYeCKHue
YUYaCTKH):

UACHTU(DUKALMS, AyTeHTU(GHUKALMS 1 aBTOPU3alMs KIMEHTOB IPU COBEPIIEHUH JCHCTBUI B LIEISIX
OCYIIECTBIICHHUSI OAaHKOBCKMX OMNEpalii, B TOM 4HCIE€ HICHTHU(UKALUS KIUCHTOB NpPU CO3AaHUHU
CepTU(PHKATOB KIIIOUEH MPOBEPKU 3JICKTPOHHBIX MOJINMCEN U BbIAAYE TAKUX CEPTU(UKATOB KIMEHTaM B
COOTBETCTBUM ¢ TpeOoBaHusAMHU nyHkTa | wactu | crateu 13 denepanbHoro 3akoHa "OO 31€KTPOHHON
noanucu" B LENAX OCYLIECTBICHUS onepauuii ¢ Lu(ppOBbIMU PyOIsIMH;

¢dopmupoBanue (MOATOTOBKA), Iepeiadya U MPUEM JIEKTPOHHBIX COOOIICHHIA;

yJIOCTOBEpEHHE MIPaBa KJIMEHTOB PaclopsKaTbCs JEHEKHBIMH CPEICTBAMY;

oCylIecTBIIeHHE OAHKOBCKOM ONepary, y4eT pe3ysIbTaToB €€ OCYIIECTBICHHUS;

XpaHEHHE JJEKTPOHHBIX CcOOOWEeHUH M HHopManuu 00 OCYIIECTBIEHHBIX OaHKOBCKUX
olepanusx.

Wuopmarus 06 H3MEHEHHSX:

Iloonynkm 5.2.1 usmenen c 7 sneaps 2024 2. - Vrkaszanue banxka Poccuu om 6 dexabpa 2023 . N
6620-V

CMm. npedvloywyro pedaKyuio

5.2.1. TexuHonorus oO0pabOTKM 3amuimaeMod HHGOpMAIMH, TpPUMEHsEeMas Ha  BCEX
TEXHOJOTMYECKUX YYacCTKaxX, yKa3aHHBIX B HACTOAIIEM IMYHKTE, JIOJDKHA 0OeCrneduBaTh LENOCTHOCTh U
JIOCTOBEPHOCTb 3aIIMIAEMON HH(OPMALIUH.

TexHonorust 06pabOTKH 3aMMIIaeMOi HHPOPMAIIUH, IPUMEHIEMasi Ha TEXHOJIOTUYECKOM YJacTKe,
yKa3aHHOM B a03aI1ie BTOPOM IOJITYHKTa 5.2 HACTOSIIETO MyHKTA, JOMOJHUTEIHHO JOJDKHA 00ECTIeYBAaTh
UACHTU(DUKAIINIO YCTPONUCTB KIMEHTOB MPU OCYIIECTBICHHUH OAHKOBCKHUX OIEpalMii C HCIOIb30BAHUEM
yIaJeHHOrO JIOCTyNa KIHWEHTOB K OO0bekTaM HWHGOPMAMOHHON WHQPACTPYKTYphl KpPEIUTHBIX
OpraHu3aIu.

B cnyuae ecnu GaHKOBCKas omepaiusi OCYIIECTBISETCS C MCIOJIb30BaHUEM MOOMIBHON BEpCHH
IPWIOKEHUS, KPEAUTHBIE OpraHU3alliyd B PaMKaxX pealn3yeMOW HMMH CUCTEMBI YIPABJIECHUS PHCKaMHU
JIOJKHBI 00€CTIEYUTh MPOBEPKY HMCIIONb30BaHUS KIUEHTOM - (PU3MYECKUM JIMIIOM aOOHEHTCKOTO HOMepa
HOJBM)KHOM pajuoTeneOHHOM CBSA3U B CIIydae €ro MCIOJb30BaHHUs BO B3aUMOOTHOIIEHUSX C KPEIUTHON
OpraHM3alyeil U HCIOoIb30BaTh MOJIyUEHHBIE CBEICHMS INPH aHAJIU3€ XapakTepa, MapaMeTpoB U o0bema
COBEpILIAEMbIX UX KIIMEHTaMH ONepaiuii (oCcyecTBIsIEMON KIHNEHTaMU JAeITeIbHOCTH).

TexHonorust 00paboTKH 3amuIaeMol HH(popMauy, IPUMEHsIeMas Ha TEXHOJIOTHYECKOM Y4acTKe,
YKa3aHHOM B a03alle TpeTbeM MOANYHKTAa 5.2 HACcTOSALIET0 IIyHKTA, JOINOJHUTEIBHO JOJDKHA
o0ecneunBaTh:

JIBOMHOM KOHTPOJIb MOCPEACTBOM OCYILECTBICHUS MPOBEPKU MPABUIBHOCTH (HOpMUPOBaAHUS
(TTOATOTOBKH) 3JIEKTPOHHBIX COOOIICHUH;

BXOJIHOM KOHTPOJIb IOCPEJCTBOM OCYILECTBICHHS IPOBEPKU INPABUIBHOCTH 3aIOJHEHHUS IOJIEH
3JIEKTPOHHOTO COOOIIEHUS U TIPaB BIaJeblia 3JIEKTPOHHOM MOIINCH;

KOHTPOJb JAyOJIMpPOBAaHUS 3JIEKTPOHHOIO COOOWIEHHUs (B cCiydyae €clIM IPOBEACHHUE TaKou
MPOUEAYPHI AOMOJHUTENBHO YCTAHOBJICHO KPEAUTHON OpPraHU3alMeil ¢ y4EeTOM MOJOXKEHUW IMyHKTa 2.2
[Tonoxenuss banka Poccun ot 29 mrons 2021 roga N 762-I1 "O nmpaBuiiax OCylIECTBICHHS IepeBOAa
JIEHEXKHBIX CpeACTB", 3aperncrpupoBaHHOro MuHncrepcTtBoM roctunmu Poccuiickont Penepaunn 25
asrycra 2021 roma N 64765, 25 anpens 2022 roga N 68320);

CTPYKTYPHBIH KOHTPOJIb 3JIEKTPOHHBIX COOOIIEHUII;

3alUTY MPH Nepegaye Mo KaHajlaM CBSI3H 3aluinaeMoi HHPOpMaLuu.

TexHonorust 00paboTKM 3amuIIaeMoil HHpOpMaLuK, IPUMEHsieMasi Ha TEXHOJIOTUYECKOM YJacTKe,
YKa3aHHOM B a03ale 4YeTBepTOM IOANYHKTAa 5.2 HACTOSIEro IyHKTa, JONOJHHUTEIBHO JI0JKHA
o0ecreunBarh:
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MOJMUCAHUE KIMEHTOM D3JIEKTPOHHBIX COOOILIEHUI crmocoOOM, YKa3aHHBIM B MOANYHKTE 5.1
HACTOSIIETO MYHKTA;

MOJIyuYeHHUE OT KJIMEHTA MOATBEPKICHUS CoBeplIaeMOi OaHKOBCKOM oneparuu.

Texuomnorust 06pabOTKH 3aIuIaeMoi nHpoOpMaIUY, IPUMEHsIeMasi Ha TEXHOJIOTMYECKOM y4YacTKe,
YKa3aHHOM B a03alle MaToM MOJIITYHKTa 5.2 HACTOSALIEro MMyHKTA, TONOJHUTENIBHO T0JKHA 00ECIIeUrBaTh:

MIPOBEPKY COOTBETCTBHUS (CBEPKY) BBIXOIHBIX AJIEKTPOHHBIX COOOIIEHUH C COOTBETCTBYIOIIUMU
BXOJIHBIMH 3JIEKTPOHHBIMU COOOIIEHUSIMU;

IIPOBEPKY COOTBETCTBUS (CBEPKY) pE3YyJIbTaTOB OCYIIECTBIEHUS OAHKOBCKMX OIEpaluid C
uH(popMalnel, coaepxKallencs B JIEKTPOHHBIX COOOIICHUSIX;

HaIpaBlIeHUE KIMEHTaM YBEJIOMIICHUI 00 OCYIIECTBIICHUN OAaHKOBCKUX OIEpaIyii B CiIydae, Koraa
TaKo€ yBEJOMIICHHE NPEyCMOTPEHO 3aKOHOAATENbCTBOM Poccuiickoit denepannu Ui J0rOBOPOM.

KpenuTtHble opranuzanuu J0HKHBI PEAIM30BBIBATh MEXAHU3MBbI MOJATBEPXKICHUS UCTIOIb30BAHUS
KJIMEHTOM aJipeca 3JIEKTPOHHOM MOYTHI B CIy4ae €ro MUCIOJb30BaHUs BO B3aUMOOTHOLIEHUSAX C KPEAUTHOU
OpraHu3alMed, Ha KOTOPbIA KPEIUTHOW OpraHM3alMeil HAIpPaBIISIOTCS YBEAOMIICHUS O COBEPIIAEMbIX
OAHKOBCKHUX ONEPALUAX, CIIPABKHU (BBIMHUCKH) [0 COBEPIICHHBIM OAaHKOBCKUM OTIEPAIUSIM.

B ciydae ucnonp3oBaHus eAMHON CUCTEMBI UACHTH()UKAIINN ¥ ayTCHTH(PUKAIIUH, ONIPEICICHHON B
COOTBETCTBUHU C MYHKTOM 5 ctaThu 2 demepaibHOro 3akoHa ot 29 nekadps 2022 roma N 572-d3 "O6
OCYIIECTBJICHUU UACHTU(PUKAMK M (UiIu) ayTeHTU(UKAUMW (U3MUECKUX JHI C HCIOJIb30BaHUEM
OMOMETPUUYECKUX MEPCOHATBHBIX JaHHBIX, O BHECEHUH U3MEHEHUH B OTAENbHbIC 3aKOHOAATEIbHbIC aKThI
Poccniickoit @enepanny U NPU3HAHUM YTPATUBIIMMH CUJIYy OTHENbHBIX ITOJIOKEHHUH 3aKOHOAATEIBHBIX
aktoB Poccuiickoit ®enepauuu" (nanee - eauHas cUCTeMa HACHTU(DUKAIMK U ayTeHTHU(UKALUN),
KPEJWTHBIC OPTaHM3AIMH JIOJDKHBI COONIIOAaTh TPeOOBaHUS K OOCCIICUCHUIO 3allUThl HHQPOpPMAIMH B
COOTBETCTBUH € TexHuuecKumMu TpeOOBaHUSIMU K B3aMMOACHCTBHIO MHPOPMAIIMOHHBIX CHCTEM B €IMHOM
CHUCTEME  MEXKBEJIOMCTBEHHOTO  JJICKTPOHHOTO  B3aUMOJCHCTBHS,  YTBEPKIECHHBIMHU  IMPUKA30M
MuHucTepcTBa CBSI3M M MacCOBBIX koMMyHHKanui Poccuiickoit @enepannu ot 23 urons 2015 rona N 210
(3apeructpupoBan  Mmuntoctom Poccum 25 aBrycra 2015 roma, peructpamuonnsii N 38668, ¢
VM3MEHEHUSIMU, BHECEHHBIMU NPUKAa30M MHHHUCTEPCTBA CBSI3M M MAaCCOBBIX KOMMYHHKalUMi Poccuiickoin
®enepanuu ot 22 ¢espanst 2017 rona N 71 (3apeructpupoan Muntoctom Poccun 2 urons 2017 rona,
peructpannoHHbId N 46934), a Takke TpeOOBaHMS TEXHUYECKOW M DKCIUTyaTallMOHHOW TOKYMEHTAIUH T10
MOJAKIIOYEHUIO K €IMHON CUCTEME UACHTU(UKAIIUN U ayTeHTU(PUKAIIUHN.

5.2.2. KpenutHble OpraHu3aiuy JIOJDKHBI 00ECTIeUnBaTh PETUCTPALIMIO PE3YIbTATOB BBHIMOTHEHUS
NEUCTBUM, CBSI3aHHBIX C OCYIIECTBICHMEM JOCTyla K 3alluiaeMoil uHQopmanuu, Ha BceX
TEXHOJIOTMYECKUX YYaCTKaxX, YKAa3aHHbIX B TIOJIIYHKTE 5.2 HACTOSALIETO MYHKTa, KOTOpas BKIIOYAET
perucTpanuio ACHCTBUNA PaOOTHUKOB, a TaKKe PETUCTPAIMIO JIEUCTBUI KJIMEHTOB, BBIMOJIHSIEMBIX C
MCIIOJIb30BaHUEM aBTOMATHU3UPOBAHHBIX CUCTEM, POTPAMMHOT0 00eCTIeUeHHUS.

5.2.3. Peructpauum moanexaT JaHHbIE O JCHCTBUAX pAaOOTHHKOB, BBIIOJHIEMBIX C
UCIOJIb30BaHNEM aBTOMATU3UPOBAHHBIX CHCTEM, IIPOTPAMMHOT0 00eCTICUeHHS:

nata (ZleHb, Mecsil, TOA) M BpeMs (4Yachl, MHUHYTBI, CEKYHJbI) OCYIIECTBICHHS OaHKOBCKOM
OTEepaLINH;

MPUCBOEHHBIN  paOOTHUKY WACHTH(UKATOP, TO3BOJISIIONINN  yCTAHOBHTH paOOTHUKA B
ABTOMATHU3MPOBAHHON CUCTEME, TPOTPAMMHOM OOECTICUECHUH;

KOJI, COOTBETCTBYIOIINN TEXHOJIOTHYECKOMY yUaCTKY;

pe3yNbTaT OCYIECTBICHH 0AaHKOBCKOM orepanuu (yCrenrHasi uiiu HeYCIeIIHas );

uneHTu(uKanmonHass  wHQOpMaIusa, WCIOJb3yeMas JUIA  aJpecalldd  YCTPOWCTBa, C
UCIIOJIb30BAHUEM KOTOPOTO M B OTHOILIEHUHM KOTOPOTO OCYIIECTBJIEH JOCTYH K aBTOMAaTU3MPOBAHHOU
CUCTEME, MPOTPaMMHOMY OOECIIEUEHHIO C LENIbI0 OCYLIECTBICHN OAHKOBCKUX OIepaluil (ceTeBoi ajpec
KOMIIbIOTEpa U (WJIM) KOMMYHUKAIIMOHHOTO YCTPOICTBA (MapIIpyTHU3aTOPA).

5.2.4. Peructpauuu nojjiexar JaHHbIE O IEUCTBUSX KJIMEHTOB, BBIMOJIHSIEMBIX C UCIOJIb30BAHUEM
ABTOMATHU3MPOBAHHBIX CHCTEM, IIPOTPAMMHOTO 00ECIICUCHHSI:

nata (1eHb, MECSIl, TOM) U BpeMs (4achl, MUHYTHI, CEKYH/IbI) COBEPIIICHUS EHCTBUI KJIUEHTOM B
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LeJIAX OCYIIECTBIECHUSI OAaHKOBCKOM onepanuu;

NPUCBOCHHBIM  KIMEHTY  HMICHTH(HKATOp,  MO3BOJSIOMIMKA  YCTAaHOBUTh  KIHEHTAa B
aBTOMAaTU3UPOBAHHOM cUCTEME, IPOIPAMMHOM 00€CIIeYEeHU;

KO/, COOTBETCTBYIOIINI TEXHOJIOTMYECKOMY Y4ACTKY;

pe3yibTaT COBEPILEHUS KIMEHTOM JEeMCTBUSA B LEISAX OCYILECTBJIEHUS OAHKOBCKOM omnepanuu
(ycnemHas WM HeycCIlelHas);

UACHTUQUKALIMOHHAs ~ MHpOpMaLus, UCHoJb3yeMas Ul  aJpecallud  YCTpOWCTBa, €
MCIIOJIb30BAaHUEM KOTOpPOT'O OCYILECTBJIEH JOCTYI K aBTOMAaTU3UPOBAHHOM CUCTEME, MPOrpaMMHOMY
00€CIEeYEeHNIO C IIeJIbI0 OCYIIECTBIECHUSI OaHKOBCKHMX ONepalnuil (CeTeBOl aapec KOMIbIoTepa U (WIIH)
KOMMYHHKAIIHOHHOTO YCTPOMCTBa (MapIIpyTH3aTOpa), MEXAYHAPOAHBIA HAeHTH(PUKATOp abOHEHTa
(MHAMBHyaIbHBI HOMEp aOOHEHTa KJIMEHTa - (PU3MUYECKOro JIMLA), MEXIyHApOAHbIM HICHTU(UKATOP
MOJIb30BATEIBCKOTO 000PYAOBaHUS (OKOHEYHOTO OOOpYNOBaHMA) KIMEHTA - (PU3UYECKOrO JIMIA, HOMEP
TenedoHa U (UIM) UHOM UAESHTU(PUKATOP YCTPOHUCTBA).

5.2.5. KpenuTHble opranu3aiiu J10JKHbl 00eCIIeunBaTh XpaHEHUE:

uHpopMalLny, yKa3aHHOH! B a03aliax BTOpOM, 4eTBepTOM ITyHKTa | Hacrosiero [lonoxenus;

uHpOpPMALINK, YKa3aHHOHN B TOMITYHKTax 5.2.3 1 5.2.4 HACTOSIIEro MyHKTa, MyHKTE 8 HACTOSIIETO
ITonoxeHnus.

KpeautHble opraHuzanuu AOKHBI 00€cleYMBaTh LEIOCTHOCTh U JIOCTYIHOCTh HH(pOpMAaIUH,
yKa3aHHOM B HACTOSILEM IOANYHKTe, HE MeHee NATH JIeT HauyuHas C JaThl ee (OpPMHPOBAHUSA
(mocTyrieHus).

6. Obecnieuenue 3ammthl uHGopMmanuu ¢ nomouisio CK3U mpu ocymiectBieHMH OaHKOBCKON
NESITEIbHOCTH, CBSA3aHHOM C OCYIIECTBJIEHUEM I[I€pEBO/Ia JECHEXKHBIX CpEACTB, OCYIIECTBISETCS B
cootBeTcTBUU ¢ Denepanbupiv 3axkonom "OO anekrponHod noamucu", DenepanbHbiM 3akoHOM "O
NEepCOHAIbHBIX JaHHbIX", nocraHosieHueMm IlpaBurensctBa Poccuiickoit ®enepauuu ot 1 HOAOPs
2012 roma N 1119 "O6 yTBepkaeHUU TpeOOBaHUM K 3alUTe NEPCOHATBHBIX JIaHHBIX MPH UX 00paboTKe B
MH(OPMAlLlMOHHBIX cHUcTeMaxX TMepcoHanbHbIX MAaHHbIX" (CoOpanue 3akoHonaTenbcTBa Poccuiickoit
Oeneparun, 2012, N 45, cr. 6257), [lonoxennem o pa3paboTke, NPOU3BOJICTBE, pealU3allud U
JKCITyaTalluu MHUQPOBaNbHBIX (KpuUnTorpapuueckux) cpeiactB 3amutbl uHpopManuu (Ilonoxxenue
ITK3-2005), yrBepxaeHHbIM npukazom denepanbHoii ciyx0bl 6e3onacHocTH Poccuiickoit @enepanuu ot
9 despansa 2005 roga N 66, 3apeructpupoBaHHbiM MuHucTepcTBOM tocTuiinu Poccuiickort @enepanun 3
mapta 2005 roma N 6382, 25 mas 2010 roma N 17350 (manee - Ilomoxkenue IIK3-2005), mpukazom
OenepanbHoil cimy)0bl O6e3omacHocTH Poccuiickoit ®enepaunn or 10 wurons 2014 roma N 378 "O6
yrBepxkaeHMH CocTaBa U COJEpXKaHMUA OPTaHM3ALMOHHBIX M TEXHMYECKHMX Mep MO0 00ecreueHUro
0€30MacCHOCTH MEPCOHANBHBIX JaHHBIX MPH UX 00paboTKe B MH(OPMALMOHHBIX CHCTEMAaX MEPCOHAIbHBIX
JAHHBIX C HUCMOJb30BAaHUEM CPEJICTB KpHUNTOTrpaduueckod 3amuThl MHPOPMALUU, HEOOXOTUMBIX JUIS
BBINOJIHEHUsT ycTaHOBJIeHHbIX [IpaButenbctBoM Poccuiickoit ®enepauuu TpeboBaHM K 3alIuTe
NEPCOHAIBHBIX  JaHHBIX JUId KaXJIOr0 W3 YPOBHEH 3alllMLICHHOCTH', 3aperucTpUpOBAaHHBIM
MununcrepctBoM roctuiuu Poccuiickoin @enepanuu 18 aBrycra 2014 roma N 33620, u TeXHHYECKOH
nokymeHnTanuei Ha CK3U.

B cnywyae nmanmuuus B TexHuueckod aokymeHTanuu Ha CK3W TpebGoBaHmii kK OllEHKE BIUSHUS
anmapaTHbIX, POrpaMMHO-aNMapPaTHBIX M MPOrPAMMHBIX CPEACTB CeTH (CHCTEMbl) KOH(UACHINATLHON
CBSI3M, COBMECTHO C KOTOPBIMH Mpefrnonaraercss mratHoe @yHkunonupoanue CK3U, na BblmonHeHue
IpeIbABISEMBIX K HUM TpeOOBaHUH, TaKasi OLEHKA JOJKHA MPOBOAUTHCS B COOTBETCTBUU ¢ [lonoxennem
[T1K3-2005 mo TexHMYEeCKOMY 3aJlaHUI0, COTJIACOBAaHHOMY C (eaepaabHbIM OpPraHOM HCIOJHUTEIbHON
BJIACTH B 00JacTu o0ecreyeHns 6e30MacHOCTH.

6.1. B cayuae eciu kpeautHas opranuzanus npumenser CK3U poccuiickoro nmpous3BoOACTBa, TO
CK3U nomkHBl UMETh CepTH(HKATHI COOTBETCTBUS (eepabHOIO OpraHa HCHOJHHUTEIbHOH BIIACTH B
obmnact obecnieyeHust 0€30MaCHOCTH.

6.2. Kpuntorpaduueckue KIHOYH JOJDKHBI U3TOTABIUBATHCS KIIMEHTOM (CaMOCTOSITENEHO) U (WIIH)
KPEIUTHON OpraHu3aluei.
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6.3. be3onacHOCTh TMpoIECCOB H3TOTOBICHUS KpunTorpadudeckux kimodyern CK3U momkna
o0ecreynBaTbCs KOMILJICKCOM TEXHOJIOTMYECKMX Mep 3alluThl WH(OpMAIMM, OpPraHU3allMOHHBIX Mep
3alUThl HHOOPMALIUA U TEXHUYECKUX CPEICTB 3alIUThl MHGOpPMAIMU B COOTBETCTBUU C TEXHUYECKOU
nokymenTanuet Ha CK3U.

7. KpenutHble opranusaiiiii J10JKHEI o0ecrieyuBaTh (GopMHUpOBaHHE 171 KJIIMEHTOB PEKOMEHJalHii
10 3aIuTe MHPOPMALMK OT BO3ACHCTBUS MPOTPAMMHBIX KOJOB, MPHBOASIIMX K HAPYIICHHIO IITATHOTO
(GYHKIIMOHUPOBAHUSI CPEJICTBA BBIYUCIUTEIBHOW TEXHUKH (Jajmee - BPEAOHOCHBIM KOJ) B LEJAX
IPOTHBOACHUCTBUS OCYIIECTBICHUIO IEPEBOJIOB ICHEKHBIX CPENICTB 0€3 COTJIacusl KIUEHTA.

KpeautHele opraHuzanuu I0JDKHBI oOecreduBaTh JOBEIEHUE [0 KIMEHTOB HHGOpMaLUU O
BO3MOXHBIX PHUCKAX MOJYYEHHUSI HECAHKIIMOHUPOBAHHOTO JIOCTYIA K 3alIMIIaeMOi HH(POPMALIUU C LETbI0
OCYIIEeCTBIICHUS! 0AHKOBCKHX OINEpalyil JTUIaMH, HE 00JaJaolIMMU MPAaBOM UX OCYILECTBJICHHMS, U1 MEpax
10 UX CHUKEHUIO:

Mepax MO MPEeAOTBPAIICHUI0O HECAaHKIIMOHUPOBAHHOTO JOCTYMAa K 3aluiaeMord uHdopmanuu, B
TOM 4HCI€ TpU yTpare (IOTepe, XMILEHWH) YCTPOMCTBA, C HCIOJb30BAHUEM KOTOPOIO KIMEHTOM
COBEpIIAUCH ACUCTBUS B LIESAX OCYIIECTBICHUS OAaHKOBCKOM Onepaluu;

Mepax IO KOHTPOJIO KOH(QUIypalMH YCTPOICTBA, C HCIIOJIB30BAHUEM KOTOPOIO KIMEHTOM
COBEpIIAIOTCS JACWCTBUS B UENSIX OCYIIECTBICHUS OaHKOBCKOH omepalud, U CBOEBPEMEHHOMY
0OHapyXEeHHIO BO3ACHCTBUSI BPEJOHOCHOIO KOJa.

Wuopmarus 06 H3MEHEHHSX:

Ionoxcenue dononneno nynkmom 7' ¢ 1 okmsabpa 2022 2. - Ykazanue Banka Poccuu om 18 ¢peepans
2022 2. N 6071-Y
71. B mensx mpoTHBOAEHCTBHA OCYIIECTBIEHHIO NEPEBOJOB JEHEKHBIX CPEJCTB 0€3 Cornacus
KIMEHTa KpEAWTHbIE OpraHu3aluud B CIy4asX, HPeIyCMOTPEHHBIX JIOTOBOpaMHU C KIHEHTaMH,
COJIEpXAIIMMH YCJIOBHS yKa3aHHOTO B 4yacTu | craten 9 depepanbHoro 3akona ot 27 uroHs 2011 roma
N 161-®3 "O wnaumonanbHOM TUIaTexHON cucteme" (CoOpanue 3akoHOAaTenbcTBa Poccuiickoi
Oenepanun, 2011, N 27, ct. 3872) noroBopa 00 HMCIOIB30BAaHUM SJIEKTPOHHOTO CPENICTBA IUIATEX,a, Ha
OCHOBAHMUU UX 3asIBJICHUI YCTAHABIMBAIOT B OTHOILIEHUU OIEpaluii, OCYIIECTBISEMbIX C UCIOJIb30BAHUEM
yIaJeHHOrO JIOCTyNa KIHWEHTOB K OO0bekTaM HWHGOPMAMOHHON HWHQPACTPYKTYphl KpPEIUTHBIX
OpraHmu3aiuii uepe3 HHPOPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHYIO ceTh "HHTepHeT", orpaHuueHus Ha
OCYIIIECTBJIEHUE OIepanuil KJIMeHTaMH JIMOO OrpaHWYEeHHs] MAaKCUMalbHOM CyMMBbl OJHON ONEpalud U
(unmu) omepauuii 3a OMpeAeNeHHBI mepuoj] BpeMeHH. OrpaHHueHUs MO OmepanusM MOTyT ObITh
YCTaHOBJIEHBI KaK Ha BCE OIepaliy KIMEHTOB, TaK U B pa3pe3e BUI0B ONepaliuii.

Wndopmarys 06 n3MEeHEHHSAX:
Ilynkm 8 usmenen c 1 oxmsaobps 2022 2. - Vrazanue banka Poccuu om 18 ghespans 2022 2. N 6071-Y

CMm. npedvloywyro pedaKyuio

8. KpenuTtHble opranu3anuy K MHIMIEHTaM 3aIlUThl HH(GOPMAaIlMK B 3HAUEHUH, YCTAHOBIIEHHOM B
nyukte 7.3 Ilonmoxkenus banka Poccun ot 8 ampenst 2020 roma N 716-I1 "O tpeGoBaHusix kK cucreme
yIOpaBIeHUS ONEPAllMOHHBIM PUCKOM B KPEAUTHOW OpraHW3aliii ©  OaHKOBCKOW  rpymme",
3apeructpupoBaHHoro MunucrepctsoMm roctumnu Poccutickoit @enepanum 3 urona 2020 roga N 58577
(manee coorBeTcTBeHHO - [lonmoxkenne banka Poccun ot § anpens 2020 roga N 716-I1, uHIIMAEHT 3aIUTHI
uH(popMaIum), JOTKHBI OTHOCUTH COOBITHS, KOTOPHIC MPUBEIN UM MOTYT MPUBECTU K OCYIIECTBICHUIO
0aHKOBCKMX omepanuid 0e3 coryiacus KIWEHTa, HEOKa3aHWI0 YCIYT, CBSI3aHHBIX C OCYIIECTBICHHEM
0aHKOBCKHUX OIEpalyid, B TOM YHCJIE BKIIOYCHHBIC B MEPEUYCHb THUIIOB WHIIUJIEHTOB, COTJIACOBAHHBIN C
denepanbHBIM OpPraHOM HCIOJHUTENHLHOW BIIACTH, YIOJTHOMOYEHHBIM B 001acTd oOecrnedeHus
Oe3zomacHOCTH, W pa3Mmeniaembiii bankom Poccum Ha odunmansHoM caiite banka Poccum B cetm
"UutepHer" (nanee - mepeuyeHb TUIIOB UHIIUICHTOB).

KpenuTHble opraHm3aniid yCTaHABIMBAIOT BO BHYTPEHHHX JOKYMEHTaX MOPSAOK (PUKCAINH
WHITUICHTOB 3alUThl WH(pOpManuu B 0aze cOOBITHI B COOTBETCTBUU C nyHkTamu 7.3 u 7.5 TlomoxxeHus
banka Poccun ot 8 ampens 2020 roga N 716-11 u nHpOpMamMOHHOTO 0OMEHa CO CIY>KO00# ympaBIICHHs
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pUCKaMHU, CO3/1aBa€MOM B COOTBETCTBHUHM € IyHKTOM 3.6 Ykazanusa banka Poccun ot 15 anpens 2015 rona
N 3624-V "O TpeboBaHMSIX K CUCTEME YNPABIEHUS PUCKAMHM U KAaUTAJIOM KPEIUTHOW OpraHM3aluy U
0aHKOBCKOW TpyNIbI", 3aperucTpUpPOBaHHOr0 MuHHCTEPCTBOM OCTHIIMN Poccuiickoit deneparnuu 26 Mas
2015 roma N 37388, 28 nexabps 2015 roma N 40325, 7 nexabps 2017 roma N 49156, 5 ceHts0ps
2018 roga N 52084, 3 uronsa 2020 roma N 58576.

KpeautHble opraHuzanuy JOJDKHBI — OOeclieuMBaThb  PETUCTPALMIO  HWHLUMJCHTOB  3aIUThHI
uHpopmaruu.

[To xax0My MHIUACHTY 3alIUTHl HHPOPMALMU KPEAUTHBIE OPTaHU3AIMH JOJDKHBI 00€CIIeUnBaTh
PErUCTpaLNIO:

3amuiaeMor mHpopManuu, 00pabaThiBaeMOW Ha TEXHOJOTHYECKOM Yy4YacTKe (ydacTkax), Ha
KOTOPOM (KOTOPBIX) MPOU30IIIEN HECAHKIIMOHUPOBAHHBIN JOCTYII K 3alllUIIIaeMO HHPOpMAIIY;

pesyibTaTta pearupoBaHUs Ha WHOMIACHT 3alIUThl WH(POpPMAIMK, B TOM 4YHCIE JEHCTBHHA MO
BO3BPATY JACHEXKHBIX CPEJICTB UIIN JIEKTPOHHBIX IEHEXKHBIX CPE/CTB.

KpeautHble opranuzanuu J0JKHBI OCYHIECTBIIATh HH(opMupoBanue banka Poccun, B Tom uucie
Ha OCHOBaHMHU 3arpocoB banka Poccuu:

O BBIBJICHHBIX MHIUACHTAX 3aIIUTHl HH(POPMAIINY, BKIIIOYCHHBIX B TIEpEUYEHb TUIIOB HHIIUACHTOB,
NPUHATBIX Mepax M MPOBEACHHBIX MEPOINPHUATUSIX [0 PEarupOBAaHUI0 HA BBISBICHHBIE KPEAUTHOU
opranuzayeil nin bankom Poccuy MHIUMAEHTHI 3alIMTHI HH(GOpPMAIUY, BKIIOUYEHHBIC B MEPEYCHb THUIIOB
UHIUICHTOB, a TaKXe O IUIAHUPYEMBIX MEpPOMNPUATUAX MO PACKPHITHIO HH(pOpManuu 00 WHIMACHTaX
3aIUThl HHPOPMAIUK, BKIIIOYas pa3MelieHne nHPpopManuu Ha oUIHaIbHBIX caiiTax B cetn "MUHTepHeT",
BBIIYCK IPECC-PEIU30B U IMPOBEIEHUE Mpecc-KOHPEPEeHIUH He MO3/IHee OJHOT0 paboyero AHsS 0 THS
IIPOBEJCHUS] MEPONIPUATHUS;

0 caiitax B ceru "HHTepHeTr", KOTOpbIE HCHOJB3YIOTCS KPEAUTHOW OpraHu3anued i
OCYIIECTBJICHUS! OaHKOBCKOM JI€ATEIbHOCTH, MPUHAMISKAIMX KPEAUTHOM opraHu3auuud U (WUiIn)
aIMMHHMCTPUPYEMBIX B €€ HHTEPECAX.

WNudopmannsg o peKkOMEHIyeMbIX (OopMe U CPOKE MPEAOCTaBICHUS KPEIUTHBIMU OpPraHu3alusIMU
banky Poccun cBenennii pazmeraercst Ha opunmansHoM caiite banka Poccun B cetn "MHTepHet".

KpenutHble opranuzanuu JODKHBI MpeaocTaBiiaTh B bank Poccum cBeneHus ¢ UCIONIb30BaHUEM
TEXHUYECKOH HHQPACTpyKTypsl (aBTOMaTH3upoBaHHON cuctembl) banka Poccun. B ciydae
BO3HMKHOBEHHsI TEXHUYECKOM HEBO3MOXKHOCTH B3aUMOJEUCTBUS KPEAUTHBIX OpraHu3aluid ¢ baHKoM
Poccun ¢ wucnonb3oBaHMEM TEXHHYECKOM MHQpacTpyKTyphl (aBTOMAaTH3MpPOBaHHOM cuctembl) banka
Poccun kpenutHble opraHu3anuy JOJKHBI MIpelocTaBiaTh B bank Poccuu cBeneHus ¢ MCHOIb30BaHUEM
pesepBHOro  crmocoba  B3aumojeictBusa.  MHbpopmanus 0  TEeXHHYECKOH  MHQpacTpyKType
(aBTOMaTH3upoBaHHOH cucteme) banka Poccun, pesepBHOM crioco0e B3auMOJEHCTBUS pa3MellaeTcsl Ha
opunumansHoM caiite banka Poccun B cetu "MHTepHet".

Wndhopmarist 06 n3MEHEHHSX:
Ilynkm 9 usmenen c 1 okmsaops 2022 . - Vrazanue banxka Poccuu om 18 gpespans 2022 2. N 6071-Y

Cm. npedvioyuyro pedakyuio
TAPAHT:

ITynxT 9 BecTynaer B cuiy ¢ 1 suBaps 2021 r.

9. KpenutHble opraHm3aiiid JOJKHBI OOECIEYHTHh MPOBEJICHHUE OIICHKH COOTBETCTBHUS YPOBHIO
3amuThl UHGOPMAIIMU, YCTAaHOBIEHHOMY B nojamnyHkTe 3.1 mynkrta 3 Hacrosmero [lonoxenus (manee -
OIIEHKAa COOTBETCTBHSI 3aIIUTHl WH(POPMAIIUK), HE PEXe OTHOTO pa3a B JBa roja. OlEeHKa COOTBETCTBUS
3amUThl MHOOPMAIIUU JOKHA OCYIIECTBISATHCS C MPUBIECYSHUEM IPOBEPSIONINX OpraHU3aIni.

9.1. OtieHKa COOTBETCTBHS 3alIUTHI MH(POPMAIUUA JOJKHA OCYIIECTBISITECS B COOTBETCTBHH C
HallMOHANBHBIM  cTaHgaptoM Poccuiickoii @epepauun ['OCT P 57580.2-2018 "be3zonacHOCTh
¢uHaHCOBBIX (OAHKOBCKHMX) omepauuid. 3ammra HHPopManuu (UHAHCOBBIX oOpraHu3anuil. MeTtoauka
OLIEHKM COOTBETCTBHUA'", YTBEPKIAEHHbIM Ipuka3zom @denepanbHOro areHTcTBa MO TEXHUYECKOMY
perynupoBaHuio U Mmetrposioruu oT 28 mapta 2018 roga N 156-ct "OO6 yTBEepX ACHUU HAIMOHAIHLHOTO
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craggapra" (M, ®I'VII "Crangaptuadopm", 2018) (mamee - TOCT P 57580.2-2018).

KpenutHple oOpraHu3anuMy JOJDKHBI  OOECIeYMBATh XPAaHEHHWE OTYETa, IMOATOTOBICHHOIO
MIPOBEPSIONICH OpraHU3alMe MO pe3yibTaTaM OICHKH COOTBETCTBHS 3alllUThl MH(POpPMAIIMH, HE MCHEE
TISITH JIET HAUWHAS C IaThI €r0 BBIIAYU MPOBEPSIONICH OpraHU3aIHCH.

9.2. KpenuTHble opraHu3aiii JOJDKHBI 00€CIICUUTh YPOBEHb COOTBETCTBHS HE HIKE TPETHETO B
cootBercTBuU ¢ [ OCT P 57580.2-2018 ¢ 1 sauBaps 2021 rona.

KpenuTHbie opraHu3aiiu J0JDKHBI 00ECTICUUTh YPOBEHb COOTBETCTBHS HE HUXKE YETBEPTOrO B
cootBercTBuU ¢ [ OCT P 57580.2-2018 ¢ 1 sauBaps 2023 rona.

Wndopmarus 06 H3MEHEHHSX:
Ilynkm 10 usmenen ¢ 1 okmaopa 2022 e. - Vkazanue banka Poccuu om 18 ¢espans 2022 2. N 6071-Y

Cm. npeovloyugyio peoakyuro

10. Hacrosiee IlonoxxeHnue He pacpocTpaHsAeTcsl Ha OTHOUIEHUs, peryaupyembie DesepaibHbIM
3akoHoM oT 26 wmronms 2017 roma N 187-®3 "O G6e3omacHOCTH KPUTUYECKOH HH(POPMALMOHHOM
uHppactpyktypsl Poccuiickoit ®denepauun" (CoOpanue 3axoHomarenscTBa Poccuiickoint depeparum,
2017, N 31, ct. 4736).

Ilpu oGecneyeHnn 0e30MaCHOCTH aBTOMATU3MPOBAHHBIX CHUCTEM, INPOTPAMMHOIO OOECIEeUYEeHHUs,
CPEICTB BBIYUCIUTEIBLHOW TEXHUKH, TEJIEKOMMYHHMKAIIMOHHOIO OOOpYy/IOBaHUsS, »JKCIUlyaTauus U
UCIOJIb30BaHUE KOTOPBIX O0ECHEUMBAIOTCS KPEAMTHBIMU OPTaHU3ALMSIMHU, SBISIOIUXCA OOBEKTaMHU
KpUTHYECKOH HH(pOpMaoHHONH HHGpacTpyKTypsl Poccuiickoit ®enepanmu, Hactosmee llomoxkenue
npuMeHsieTcs Hapsny ¢ TpeboBanusimu DenepanbHoro 3akoHa ot 26 utonst 2017 roma N 187-03 "O
0€30MaCHOCTH KpUTHUYECKOW MH(POPMaIMOHHOW HHPpacTpyKTypbl Poccuiickoit denepammn’.

11. Hacrosmee Ilonoxenue B coorBerctBuM ¢ pemeHueM Cosera aupekToposB banka Poccun
(mportokon 3acemanus Cosera aupektopoB banka Poccum ot 21 nmexabpst 2018 roma N 39) Bcrymaer B
cuiy no ucredyeHuu 10 gHeil mocie AHS ero o(UIMaIbHOTO OINyOJIMKOBAaHUS, 3a HCKIIOUYEHHEM
MOJIO’KEHUH, 1711 KOTOPBIX HACTOSIIIUM ITYHKTOM YCTaHOBJIEHBI MHBIE CPOKU BCTYIIJICHUS UX B CUITY.

[TynxT 4 Hactosuiero [lonoxenus Bcrynaet B cuity ¢ 1 auBaps 2020 roga.

[Tonnyuxt 3.1 nynkra 3, nyHkT 9 Hacrosimero IlomoskeHus BcTynaroT B cuiy ¢ | sHBaps
2021 ropa.

[Ipencenarens LlenTpanpHOro OaHKa 3.C. Habuynnuna
Poccuiickoit ®enepanun

3apeructpupoBano B Muntocte PO 16 mas 2019 r.
Perucrpanumonnsiii N 54637
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