MHHHCTERCTRO JOCTHUMH POCCHACKOR GRARPALMM

3APETUCTPHUPOBAKO
Peructpaunonni M _5 0 52 1

®EJIEPAJIBHAS CITVKE, NGl 12 2951

Y e

IO TEXHUYECKOMY U SKCITOPTHOMY KOHTPOJIIO

(®CTIK Poccun)
NPUKA3
«2$» nexabps 2017 T. Mocksa Ne 239

006 yrBep:kaennn TpedoBaHHM
no ofecrne4enuIo 6e30NaACHOCTH 3HAYHMbIX 00bEeKTOB KPHTHYECKOM
uHdopmannoHHoit HHPpacTpyKTYphl Poccuiickoit @eaepauun

B coorBerctBuM ¢ IyHKTOM 4 dacth 3 crated 6 emepalbHOro 3aKOHa
ot 26 uronst 2017 r. Ne 187-®@3 «O Ge30macHOCTH KpUTHYECKOH MH(DOPMaMOHHOM
nadpacTpykTypht  Poccuiickoit  ®enepammm»  (Cobpanne  3aKOHOJATENbCTBA
Poccuiickoit ®enepamun, 2017, Ne 31, c1. 4736) IP U K A 3 BI B A 10:

YTBepauTh TNpuiaraeMble TpeGoBaHHs IO OOeCHEYeHHIO Oe30MaCHOCTH
3HaYAMBIX 0OBEKTOB KPUTHUYECKOH MH(OpManuoHHOH HHpacTpyKTypsl Poccuiickoii
denepanyu.

JAUPEKTOP ®EJEPAJBHOM CJIYKBBI
IO TEXHUYECKOMY U SKCIIOPTHOMY KOHTPO.JIIO

W B.CEJITH
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TpeGoBanus
110 oGecredeHnio 6e30nacHOCTH 3HAYHMBIX 00beKTOB KPHTHYECKOH
uHdopMannonHoii uuppacTpyKkTyphi Poccniickoi deepanui

I. O61uKe moNoXKeHus

1. Hactosmme TpeGoBamus paspaloTaHsl B COOTBETCTBHM C DesiepalbHbIM
sakoHoM oT 26 mona 2017 r. Ne187-®3 «O Ge30MacHOCTH KPUTHYECKOH
uH(bOpMAaIMoHHON HMHPacTpyKTyphl Poccuiickoit denepallii» W HaNpaBlIeHbl HA
oGecTieueH e YCTONUMBOTO (YHKLIMOHUPOBAHUS 3HAYMMBIX OOBEKTOB KPUTHIECKOH
nHpOpMaMoHHON uHdpacTpykTypsl Poccuiickoit Penepanuu (manee — 3HAYHMBIC
0GBeKThl, KpUTHYecKas HHGOpMALMOHHas HHQPACTPyKIypa) IpH MNpPOBEACHHH B
OTHOIIIEHHH HUX KOMIIBIOTEPHBIX aTaK.

2. leiictBue HacTosmmx TpeOoBaHMH paclpoOCTpaHAECTCA Ha UHPOPMALUOHHBIE
CHCTEMBI,  ABTOMATH3MPOBAHHBIE  CHCTEMBI  YIpaBIeHHs,  MH(QOPMAIHOHHO-
TeJIeKOMMYHMKAIIHOHHbIE CETH, KOTOpble OTHECEHhl K 3Ha4UMbIM o0BEKTaM
KPUTUYECKOH HMHGOPMAIIMOHHOM HH(PAacTPyKTyphl B COOTBETCTBUM CO crarbeil 7
®eiepatpHOro 3akoHa ot 26 uromst 2017 1. Ne 187-03 «O 6€30MacHOCTH KPUTHIECKOM
uH(bOopMaHOHHON MHpacTpyKTyphl Poccuiickoil desieparumy.

3.Tlo pemenmio cyGbekTa KpuTHYecKod HH(OpMAIHOHHOH AHPPACTPYKTYPBI
HacTosiuue TpeGOBaHMS MOTYT IPUMEHAThCA il OOecreueHHs 0€e30MacHOCTH
OGBEKTOB KPHTHYECKOW WH(POPMALMOHHOM HMH(PACTPYKTYyphl, HE OTHECCHHBIX K
3HAYUMBIM OOBEKTaM.

4. ObGecrieueHde  0e30MacHOCTH  3HAYUMBIX  OOBEKTOB, B  KOTOPBIX
obpabaTeiBaeTcss  MHGOpMalMsA,  COCTaBifiomas  rocyJapCTBEHHYIO TaliHy,
OCYIIIECTBIISIETCS B COOTBETCTBUU C 3aKOHOIATEIHCTBOM Poccuiickoit denepalinu O
rOCYJapCTBEHHOH TalHe.

5.]lns obecredeHks 6€30MACHOCTH 3HAYMMBIX OOBEKTOB, ABISIOLIMXCA
MH(QOPMALMOHHBIMUA CHCTEMaMU IIEPCOHATBHBIX NaHHBIX, HACTOALIHC TpebGoBanus
IpuMeHsIoTcss ¢ yderoM TpeGoBaHuMl K 3allliTe MEPCOHAIBHBIX NAHHBIX HPH KX
06paboTke B MHGOPMALMOHHBIX CHCTEMAaX NEPCOHATBHBIX [@HHBIX, YTBEPHKICHHBIX
nocranopieHneM IlpasurensctBa Poccuiickort ®enepanuu OT 1 mosiops 2012 r.
Ne 1119 (Cobpanme 3aKOHOAATEIBCTBA Poccuiickoii ®epmeparmu, 2012, Ne 45,
cT. 6257). ‘

JIlna obecreyeHust 0e30IaCHOCTH  3HAYUMBIX 00BEKTOB, - SBISIOLIMXCS
TOCYyJapCTBEHHBIMH HWHGOPMAIMOHHBIMM ~ CHCTEMaMH, HACTOAIIHE TpeboBanus
IPUMEHSIOTCSE ¢ ydeToM TpeGoBaHuil O 3alIUTe uHGMOpPMAIUK, HE COCTABISAOLICH
TOCYJApCTBEHHYIO0 TaliHy, COAEpXAIUEeHCs B TOCYNapCTBEHHBIX UH(POPMALUOHHBIX
cucTeMax, yrBepxaenHbx npukasoM ®CTOK Poccun ot 11 despais 2013 1. Ne 17
(3aperucTpuposan Munioctom Poccun 31 mast 2013 1., perucTpauroHHsrii Ne 28608)
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(c w3MeHeHusMH, BHeceHHbME mpukazoM O®CTOK Poccuu ot 15 despaisa 2017 r.
Ne 27 «O BHecenun wu3MeHeHuit B TpeGoBaHums O 3amuTe HHPOpPMALMH, HE
COCTABIAIONEH TIOCYJAapCTBEHHYIO TalHy, COJepXalllelcs B TIOCYAapCTBCHHBIX
MH(pOPMAI[MOHHEIX CHCTeMax, yTBepxaeHHbie npukasom @PCTIK Poccun ort
11 deBpans 2013 1. Ne 17» (3apernctpupoBan Muntocrom Poccru 14 mapra 2017 r.,
peructpaioHHbii Ne 45933).

6. BesomacHOCT,  3HAYAMBIX  OOBEKTOB  OOecIeuMBaeTcsi  CyOBeKTaMu
KPUTHYECKOH HMHPOPMAIMOHHON HHGOPACTPYKTypsl B paMKax (GyHKIMOHMPOBAHMS
cHCTeM 0e30MacHOCTH 3HAYNMBIX O0OBEKTOB, CO3/IABAEMBIX CyOBEKTaMU KPHTHIECKOH
MH(pOPMAIIMOHHON HH(PACTPYKTYPHI B COOTBETCTBUM €O cTaThedl 10 DesepanbHOTO
sakoHa oT 26 wmroms 2017 1. Ne187-®3 «O 6e30mMacHOCTH KPUTHYECKOH
nHpOpMaIMoHHO# HHbpacTpyKTyphl Poccuiickoi Oenepanuny.

I1. TpeboBauust K obecrieye o 0€30I1aCHOCTH B X0O/Ie CO3JjaHHus,
SKCIUIyaTalliy U BHIBOZA U3 KCILIyaTallHd 3HAYUMBbIX 00BEKTOB

7. ObBecnieyeHre O€30MaCHOCTH 3HAYAMBEIX OOBEKTOB SIBISIETCS COCTABHOM
yacTel0 paGoT 1o Cco3JaHuI0 (MOJEpHM3aluM), OSKCIUTyaTallid M BBIBOJA M3
SKCIUTyaTallid 3HAYMMBIX 0OBeKToB. Mepsl 10 obecredeHuio 6e30MmacHOCTH
3HAYMMBIX 00BEKTOB IPHHMMAIOTCS Ha BCeX CTaMsIX (3Tarax) MX )KU3HEHHOro IUKJIa.

8. Ha cramuax (3Tamnax) )HU3HEHHOTO IIUKJIA B XOJI€ CO3MaHU (MoJepHH3AIMN),
SKCIUTyaTallMH B BBIBOJIA M3 SKCIUTyaTalluy 3HAYMMOro 0OBEKTa IIPOBOJATCA:

a) ycTaHOBIeHHe TpeOOBaHMH K oOecreueHnio 0e30macHOCTH  3HAYMMOIo
00BEKTA,

6) pa3paboTka OpraHM3ALMOHHBIX H TEXHHYECKAX Mep [0 00ecredeHuto
0e30MacHOCTH 3HAYMMOI'0 00BEKTA;

B) BHGAPEHHE OPTAHM3AIMOHHBIX M TEXHHYECKHX Mep IO O0OeCledeHHo
6e30I1acCHOCTH 3HaYMMOI'0 OOBEKTa U BBOJ €T0 B JICHCTBUE;

r) obecrnieueHue 6e30MaCHOCTH 3HA4MMOro OOBEKTa B XO/I€ €T0 SKCILTyaTalluH;

1) obecriedenne GE30MACHOCTH 3HAYMMOTO O0BeKTa IpPU BBIBOAEC €r0 U3
AKCILUTyaTally.

Pe3ynbTaThl pealM3alldd MEPONPUSATHH, INPOBOIMMBIX i OOECHedeHHs
6e30MacHOCTH 3HAYMMOTrO O0BEeKTa Ha CTamusaX (3Tarax) ero >XM3HEHHOTO IHKIA,
nomexar JokymeHTupoBanuio. CocraB U (QOPMBI JIOKYMEHTOB ONPENEISIOTCA
CyOBEKTOM KPUTHUYECKOM HHGOPMAIIMOHHOM UH(PPACTPYKTYPBI.

9. Jlng 3HaYMMBIX OOBEKTOB, HAXONAIMXCSA B OKCIUTyaTalldy, HacTOAIME
Tpe6oBanMs IMOJIEXAT peal3alldd B paMKaX MOJCPHHM3AlMH WK [OOCHAMICHUA
MOJCHCTEM 6e30MACHOCTH SKCIUTYyaTHPYEMBIX 3HauWMBIX 00BeKTOB. MonepHu3alnus
MM TOOCHAIIEHHE TIOICHCTEM GE30IIaCHOCTH 3HAUYNMBIX OOBEKTOB OCYIIECTBIICTCH B
TMIOpsi/IKE, YCTAHOBJIEHHOM HACTOAIMMH TpeGOBaHMSAMH [ CO3MaHMs 3HATUMBIX
06BEKTOB M MX TMOICHCTEM OE€30MacHOCTH, C YYETOM HMEIONIUXCI y CYOBeKToB
KPUTHYECKOM HH(OPMALMOHHOH HMH(PACTPYKTYpsl — IIpOrpamMm (maHOB) 1O
MOJIEpHU3AIMY WM JOOCHAIIECHUIO 3HAUMMBIX O0BEKTOB.



VYcraHosienne TpebGoBaHmi K 00ecTiedeHUI0 6€30I1acCHOCTH
3HAYUMOro 00BEKTA

10. 3ananue TpeGoBaHuU K 0GecHeueHH0 Ge30MacHOCTH 3HAYUMOro OOBEKTa
OCYIECTBIIAETCS CYOBEKTOM KPHUTHYECKOH HHGOPMALMOHHONH HMHQPACTPyKTYphl U
(MnM) NHIOM, YCTAaHABIMBAIOMMM TpeOoBaHUs K obecledeHHI0 O0e30IMacHOCTH
3HAYMMBIX OOBEKTOB, B COOTBETCTBHH C KATEropHell 3HAUMMOCTH 3HAUYMMOro 00BEKTa,
OIpE/IENeHHON B MOpAIKe, ycTaHOBIeHHOM [IpaBuiiaMH KaTeropipoBaHHs OOBLEKTOB
KPUTHYECKOM HHpOpMannoHHOM wuHPpacTpykTypsl Poccumiickoii ®enepanwuy,
yTBEPXKIEHHBIMH  IocTaHoBieHueM [IpaButenbctBa Poccmiickoii  ®enepanuu
ot 8 deBpans 2018 r. Ne 127 «O6 ytBepxnenuu [IpaBun kaTeropupoBaHus OObEKTOB
KpUTHUeCKO# HH(popMannoHHON UHpacTpyKTypsl Poccuiickoi ®Penepaiiun, a TaKxe
NepeyHs  IOKasarelled  KpUTEpHeB  3HAYAMOCTH  OOBEKTOB  KPMTHYECKOM
uHGOpMalMoHHON  uHOpacTpykTypel  Poccuiickoit  ®Depepammu»  (CobOpanue
3akoHoaTenscTBa Poceniickoit ®eneparun, 2018, Ne 8, cr. 1204).

TpeGoBauus Kk oOecneueHUIo O0€30MaCHOCTH BKIIOYAIOTCS B TEXHHYECKOE
3a7aHUe Ha CO3/[aHHe 3HAUYUMOro oObekTa W (MIH) TeXHUUYEecKoe 3afaHue (4acTHOe
TEXHMYIECKOE 33JaHKe) Ha CO3[aHue MMOJICUCTEMBI 6E€30MAaCHOCTH 3HAYUMOIO OOBEKTA,
KOTOPBIe NOJIKHEI COIEPKaTh:

a)Lenb W 3amaud obecredyeHHss Oe30IMaCHOCTH 3HAYUMOro OObeKTa WK
MOJICCTEMBI 6€30TIaCHOCTH 3HAYMMOT0 00BEKTa;

0) KaTeropuio 3Ha4MMOCTH 3HAYUMOTO OOBEKTa;

B) llepevyeHb HOPMATHBHBEIX MPAaBOBBIX AaKTOB, METOAWYECKHX NOKYMEHTOB U
HaIlMOHANIBHBIX CTAHAAPTOB, KOTOPHIM JOJDKEH COOTBETCTBOBATH 3HAUMMBIH 0OBEKT;

T) epeYeHb THIIOB 0OBEKTOB 3allUTHl 3HAYNMOTO OOBEKTA;

1) OPTaHU3AlMOHHBIE U TEXHHYECKHE Mephl, IpUMeHseMble Ui oOecHeveHus
0e30IMacHOCTH 3HAYUMOTr0 00BEKTa;

e) craguu (3Tambl paboT) CO3[JaHMsl TOACUCTEMBI 0€30MaCHOCTH 3HAYHMOTO
00BEKTA;

) TpeOOBaHUS K NMPUMEHSEMBIM IPOTPaMMHBIM M IPOIPaMMHO-aNMapaTHBIM
CpelcTBaM, B TOM YHCJIEe CPEACTBAM 3aIlUThl HHGOPMALUH,

3) TpeGOBaHMsA K  3aIITE CPEACTB M CHCTeM, 00eCreYMBaroIIuX
(GyHKIMOHAPOBAaHHE 3HAUMMOTO 00BeKTa (0becreunBaomiel HHOPACTPYKType);

1) TpeOGoBaHus K MH()OPMAIMOHHOMY B3aUMOJEHCTBHIO 3HAYUMOIO OOBEKTa C
HHBIMH OOBEKTAMH KpUTHYECKON WH(OPMAlMOHHOH HHOPAcCTPyKTyphl, a TakKxke
UHBEIMA ~ HUHOOPMAIMOHHBEIMH  CHUCTEMaMHM, AaBTOMATH3MPOBAaHHBIMH  CHCTEMaMU
yIIpaBJIeHHs WU UHPOPMaOHHO-TeJIeKOMMYHHKALIMOHHBIMU CETSAMH.

B ciy4ae ecnu 3HAYMMBIA OOBEKT CO3/aeTcsl B paMKax OOBEKTa KalUuTaIbHOTO
CTpOMTENBCTBA, TpeOOBaHHS K OOecledeHHI0 OE30NacHOCTH 3HAYMMOro OObeKTa
3aJal0TCSA 3aCTPOMIIUKOM W OQGOPMILIIOTCS B BHIE NPHIOKEHHS K 3aJaHUIO Ha
IPOEKTHPOBaHKE (PEKOHCTPYKIMIO) OOBEKTA KalMTaIbHOI'O CTPOUTEIBLCTBA.

IMpu ompeneneHur TpeGoBaHWi K obecredeHHIO 0e30IaCHOCTH 3HAYMMOro
00beKTa YIUTHIBAIOTCS MOJIOKEHHS OpraHH3alHOHHO-PACIIOPAAUTEIbHBIX JOKYMEHTOB
o obecnedeHnIo 6e30MacHOCTH 3HAUUMBIX 00BEKTOB, pa3pabaThIBaeMbIX CyObeKTaMu
KpUTHYECKOH HHPOPMALMOHHON HHAPACTPYKTYPEI B COOTBETCTBHHU ¢ TPEOOBaHUAMY K
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CO3OAHHIO CHUCTEM O0€30IaCHOCTH 3HAYNUMBIX OOBEKTOB U OOECIIEUEHHIO HX
YHKI[MOHMPOBAHHS, YTBEPKAEHHBIMY B COOTBETCTBUH C ITyHKTOM 4 9acTH 3 CTaThu 6
denepansHOro 3akoHa ot 26 urons 2017 r. Ne 187-®3 «O 6e30MaCHOCTH KPUTHYECKOH
uHdopMaIMoHHON  MH(pacTpykTypsl  Poccmiickoit  @enepanmm»  (mamee  —
OpraHU3alMOHHO-PACTIOPSANTEbHBIE JTOKyMEHTBI M0 0O€30MacHOCTH 3HaYUMBIX
00BEKTOB).

Pa3pa6oTKa OpPraHU3aMOHHBIX U TEXHHIECKUX MEP 0 00€CTIEYEHHIO
0€30MacHOCTH 3HAYMMOT0 OOBEKTa

11. Pa3spaGoTka OpraHM3alMOHHBIX M TEXHMYECKHX Mep IO 00ecneveHHIo
0e30II1aCHOCTH 3HAaYMMOTO OOBEKTa OCYLIECTBISAETCS CYOBEKTOM KPHTHYIECKOM
UH(OPMAITHOHHOM HHPPACTPYKTYPHI U (WIK) JTULOM, IPUBIEKAEMBIM B COOTBETCTBHH
¢ 3aKOHOJATeNbcTBOM Poccuiickoit Demepalid K MPOBENEHHIO paboT IO CO3MAHHUIO
(MoJepHHM3aIMK) 3HAYUMOro oObekra W (W) obecredeHHo ero 6e30MacHOCTH, B
COOTBETCTBHMH C TEXHHYECKHM 3a[aHHEM HA CO3JaHHMe 3HauMMOro O0OBeKTa M (W)
TeXHUYECKUM 33iaHueM (JaCTHBIM TeXHUYECKUM 3aAaHHeM) Ha CO3[aHie TIOACUCTEMBI
0€30MacHOCTH 3HAYUMOTO 00beKTa U JOJKHA BKIIIOYATh:

a) aHamM3 yrpos Oe3omacHOCTH WH(OpPMALMH U pPa3pabOTKy MOJEIH YIpo3
6e30macHOCTH HHGOPMALIUH UITH €€ YTOUHEeHHE (IIpH ee HaIninH);

6) IPOEKTUPOBAHHUE TIOCHCTEMBI 5€30IIaCHOCTH 3HAUMMOT0 00BEKTa;

B) pa3paboTKy pabodeil (IKCIUTYaTallMOHHON) NOKyMEHTAlMM HAa 3HAYMMBbIA
00BeKT (B yacTH obecredeHus ero 6e30MacHOCTH).

Pa3pabarTbiBaeMBIe OpTaHU3AIMOHHBIE ¥ TEXHUYECKHE MEpHl M0 O0ECIIeUCHHIO
0e30I1aCHOCTH 3HAYMMOI'o O0BEKTa HE JOJDKHBI OKa3blBaTh HETATHBHOTO BIUSHHA Ha
co3zianye U QyHKIMOHHPOBAHHE 3HAYUMOI0 OOBEKTA.

[Ipu pa3paboTKe OpPraHU3ALMOHHBIX M TEXHAYECKHX MEp MO OOeCHeueHHIO
Ge30MacCHOCTH  3HAUYUMOTO  OOBEKTa  YUYHUTHIBaeTCS  €ro  HMH(OPMalMOHHOE
B3aUMOJEHCTBHE ¢  HMHBIMA  OOBEKTaMH  KPUTHYeCKOH  HMH(OpPMAIMOHHOH
MHQPACTPYKTYpbl,  MHQPOPMAI[OHHBIMHA  CHUCTEMaMHd,  aBTOMAaTH3HPOBAHHBEIMU
CHCTEMaMH YIIPABJIEHUS WA HHGOPMAIUOHHO-TEIEKOMMYHHUKAIIMOHHBIMU CETAMH.

11.1. llensto  amanm3a yrpo3 0e30macHOCTH  MH(QOpPMAlWK  SIBISETCA
ONpefielleHre  BO3MOXHBEIX ~ CIOCOOOB — pealus3alyl  (BOSHHKHOBEHHWS) — Yrpo3
6e30macHOCTH MH(pOPMAIMK M TIOCIEACTBHIA WX peanu3alyd (BOSHUKHOBEHHS) C
y4ETOM COCTaBa IMOJNb30BaTeNeil U MX MOJHOMOYHH, MPOrpaMMHBIX U NPOrpaMMHO-
aNapaTHBIX  CPEACTB, B3aMMOCBs3ell  KOMIIOHEHTOB ~ 3HA4MMOro  OOBEKTa,
B3aUMOIEHCTBAS C HHBIMA  OOBEKTAMHM  KpUTHYecKol  HMH(OPMAIMOHHOH
MHQPACTPYKTYPhl,  MHPOPMAIMOHHBIMH  CHCTEMaMH,  aBTOMAaTU3HMPOBAHHBIMH
CHCTEMaMH yIpaBlIeHHs, HHPOPMAIMOHHO-TeIeKOMMYHHKAIIOHHBIME CETAMH (Hanee
— apXMTEKTypa 3HAYMMOro O0BeKTa), a TaKkkKe OCOOEHHOCTeH (YHKIHOHHPOBAHHA
3HAYUMOT0 0OBEKTA.

Ananus yrpo3 6e3omacHoCTH HHGOpMALUKA JOJDKEH BKITFOUATh:

a) BBIABJICHHE MCTOYHHKOB YIpo3 0e30macHOCTM HH(OpMAliu H OLEHKY
BO3MOJXKHOCTeH (ITOTeHIMANa) BHEIIHUX U BHYTPEHHUX HapyIIUTENEH;

6) aHaTH3 BO3MOXXHBIX YSI3BUMOCTEl 3HAUMMOro 00BEeKTa U ero MporpaMMHbIX,



IPOTrpaMMHO-aINIapaTHBIX CPEICTB;

B) OTIpefleNicHME  BO3MOXHBIX ~ CIOCOO0OB  (CIEHapueB) — peanu3aluu
(BO3HHKHOBEHHS) yrpo3 6e30MmacHOCTH HH()OPMAIIHH,

T) OLIEHKY BO3MOXHBIX MOCIEACTBHI OT peanu3aliy (BO3HMKHOBEHHS) yrpo3
6e30macHOCTH UHGOPMALHH.

B KadyecTBe UCXOIHBIX JAHHBIX JJIs aHalM3a yrpo3 Ge3omacHoCTH HHpOpManu
HCIIONb3yeTcs GaHK JAHHBIX yrpo3 Ge30macHOCTH MHQOpPMAIWH, BEACHHE KOTOPOro
ocymectpnsiercs ®CTOK Poccum B COOTBETCTBHH C TOATNYHKTOM 21 myHKTa 8
TMonoxernus o PeaepanbHOi CiTyx6e 10 TEXHHYECKOMY M 3KCIIOPTHOMY KOHTPOIIO,
yTBepxkaeHHOro Ykasom IIpesunenta Poccuiickoit ®enepauuu ot 16 asrycra 2004 r.
No 1085 (CobGpanme 3axoHopmarenbcrBa Poccuiickoi @emepamnuy, 2004, Ne 34,
cT. 3541; 2006, Ne 49, ct. 5192; 2008, Ne 43, ct. 4921; Ne 47, cr. 5431; 2012, Ne 7,
cT. 818; 2013, Ne 26, ct. 3314; Ne 53, c1. 7137; 2014, Ne 36, ct. 4833; Ne 44, ct. 6041;
2015, Ne 4, ct. 641; 2016, Ne 1, c1. 211; 2017, Ne 48, c1. 7198) (nanee — GaHK AaHHBIX
yrpo3 Gesomacnoct wuHpopMammn @PCTOK Poccun), a Takke HCTOYHHKY,
cofiepKalliie HHBIE CBEIeHUS 00 yS3BUMOCTSIX U yTpo3ax 6e30MacHOCTH HHPOPMALIHH.

[Io pesynbTaTaM aHaIu3a yrpo3 O€30MaCHOCTH HMH(OpPMAlMM MOTyT OBITH
pa3paboTaHbl PEKOMEH/ALME 110 KOPPEKTUPOBKE apXUTEKTYPhl 3HAYAMOTO 00BEKTa U
OPraHH3allHOHHO-PACTIOPSANTENBHBIX - JOKYMEHTOB 10 0€30MacHOCTH  3HAYMMBIX
00BEKTOB, HANpaBleHHBIE HA OJOKHpOBaHHWE (HEHTpanu3allMio) OTAENBHBIX YIpo3
0e30MmacHOCTH UH(POPMALIUH.

Mopgens yrpo3 Oe3omacHOCTH HH(OpMalMK [TO/DKHA COICPXaTh KpaTKoe
OIMCAaHKWE APXMTEKTYPHl 3HAYMMOIO OOBEKTA, XapaKTEPUCTUKY HCTOYHHKOB YIpo3
6e30macHOCTA MHGOPMAIIMH, B TOM YHCIE MOJENbL HAPYIIWTENs, U ONHUCAHUE BCEX
yIpo3 6e30MacHOCTH HHMOPMALIHH, aKTyalbHBIX [ 3HAYAMOTO O0BEKTA.

OmycaHue KXol yrpo3sl 6e30macHOCTH HHYOPMAIMH TOJKHO BKIFOYATh:

a) HCTOYHMK Yrpo3bl 6e30IMacHOCTH HHPOPMALIUH,

6) ya3BUMOCTH  (OINHOKHM), KOTOphle MOIyT OBITh HCIOJNB30BaHBI  JUIA
peanu3alyy (Cloco6CTBOBATh BOSHUKHOBEHHIO) yIPO35l 6€30MacHOCTH HH(OPMAIIHIH;

B) BOSMOXHBIE CHOCOOBI (CLEHApUH) peald3alMH yrpo3bl 0e30MacHOCTH
nH(pOpMaIIUK;

I) BO3MOXHBIE IOCIIENCTBHS OT YIPO3BI 0€30IIaCHOCTH MH(POPMALIUH.

Mogens yrpo3 6e3omacHOCTH HMHGOPMAIMM MOXET pa3pabaTeiBaThCs I
HECKOJNBKMX 3HAYUMBIX OOBEKTOB, HMMEIOIIMX OJMHAKOBbIC IleNH CO3JaHMs U
apXHUTEKTYpY, 4 TAK)Ke THIIOBBIC YIPO3BI 6€30MacHOCTH HHPOPMALWIH.

Jlns ompeneneHus yrpo3 0e3omacHOCTH MHGOPMAIMH W paspalOTKH MOJENH
yrpo3 6e30macHOCTH HHGOPMAauy JO/DKHEI IPUMEHSTHCS. METOIMIECKHE TOKYMEHTHI,
paspa6orannsie 1 yTBepxaeHHble ®CTOK Poccnu B COOTBETCTBHH C TIOJITYHKTOM 4
nyskra 8 Ionoxenuss o PexepanpHOl CiIy)O€ MO TEXHUYECKOMY U IKCIOPTHOMY
KOHTDOJIO, yTBEepKAeHHOro YkasoMm Ilpesunenta Poccuiickoit —@Denepaimu
ot 16 aBrycra 2004 r. Ne 1085.

11.2. [lpoexTHpoBaHKHe MOACUCTEMBI 0E30MACHOCTH  3HAYUMOIO o0beKTa
JOJDKHO OCYILIECTBIISATBCS B COOTBETCTBMM C TEXHHYECKUM 33JaHHEM Ha CO3IAHUC
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3HAYMMOro OOBEeKTa M (WIM) TEXHHYECKHM 33JlaHueM (YaCTHBIM TEXHUYESCKUM
3a[]aHAEeM) Ha CO3JaHHE IIOJCHCTEMBbI OE30MacCHOCTH 3HAYMMOIO OOBEKTa € yUeTOM
MO yrpo3 06e30macHOCTH MHGOPMAlMH W KATerOPHH 3HAYMMOCTH 3HAYUMOTO
0o0BeKTA.

ITpu IPOEKTHPOBAHKH MTOACUCTEMBI €30IaCHOCTH 3HAUMMOTO 00BEKTa:

a) onpenensaioTcs CcyObeKTH JOocTyma (IOIb30BaTelld, IIPOLEecChl M HHBIE
CYOBEKTHI IOCTYyTIa) K OOBEKTHI JOCTYIIA,

6) onpefeNsIOTCA  MOJNMTAKHA  YIpPaBlIeHWs JOCTYNOM  (IMCKpElHOHHAs,
MaHIaTHasi, pojieBasi, KOMOMHUPOBaHHAs);

B) OOOCHOBBIBAIOTCS OpraHM3alOHHbIE M TEXHWYECKHE MEpHI, IMOJUIeKAIIe
peanu3aliy B paMKax IOJCHCTEMbI 6e30I1aCHOCTH 3HAUMMOT0 O0BEKTa;

T) ONpefeNnsioTcs BUABl W THIBl  CPEACTB  3allUTEl  WHQOpMAIWH,
o6ecIIeunBaoNIie pealn3aldio TEXHAYECKAX Mep IO obecledeHHIo Oe30MacHOCTH
3HAYAMOI'0 00BHEKTA;

1) ocymiecTBisieTCs BHIGOp CpPEACTB 3aliUThl HHGOpManuu # (WiM) HX
pa3paboTKa ¢ y4ETOM KaTeropHd 3HaYMMOCTH 3HaYUMOro o0beKTa, COBMECTUMOCTH C
IPOrpaMMHBIMH H IIPOTPaMMHO-ANNAPATHEIME CPEACTBAMHE, BBINONHAEMBIX (yHKIH
0€e30MacHOCTH ¥ OrpaHMYeHHH Ha 3KCIUTyaTalluIo;

e) paspabaTsiBaeTCsl apXUTEKTypa MOACHCTEMBI 0€30IacHOCTH 3HAYMMOTro
00BeKTa, BKIIOUAIONIAS COCTaB, MECTa YCTAHOBKH, B3aUMOCBS3H CPEJACTB 3aLUTHI
uHOpMaIuy;

’K) OIPENeSIOTCS TpeOOBaHWSA K IIapaMeTpaM HaCTPOMKH MPOrPaMMHBIX H
TIPOTrpaMMHO-aNNAPaTHEIX CPEACTB, BKIIOYas CPEeNCTBA 3aIMTHl HMHpOpMALWH,
o6ecIIeurBarolIUe peanu3ayio Mep o obecredeHuIo 6e30MmacHOCTH, OJIOKUPOBaHHEe
(HefiTpanu3aImio) yrpos 6€30MacHOCTH HH(GOPMalWH U YCTPaHEHHE ys3BUMOCTEH
3HAYMMOro 00BEKTa,

3) ONpEAENAIOTCS Mephl TI0 00ecTedeHHI0 Oe30MaCHOCTH IIPU B3aHMOJCHCTBUU
3HAYMMOTO OOBEKTA C MHBIMH OOBEKTaMH KPHUTHYECKOH HHQPOPMAIMOHHOM
UHQPACTPYKTYPhl,  MHGOPMALHOHHBIMU  CHCTEMaMH,  aBTOMAaTW3UPOBaHHBIMH
CHCTEMaMH YIIPaBIEHUS WK HHPOPMALUOHHO-TEIEKOMMYHHUKAIIMOHHBIMU CETAMHU.

B cilydae ecnd B Xojie TIPOEKTUPOBAHHUS MTOACUCTEMBI 6€30MIaCHOCTH 3HAYUMOTO
00BeKTa IpedyCMOTpeHa pa3paboTKa NPOrpaMMHOro OOeCTeYeHHs, B TOM HHCIIE
TIPOrpaMMHOTO OGecreveHrsi CPEACTB 3alliTel WHQOpMANUH, Takas paspaboTka
IIPOBOJUTCS B COOTBETCTBHY CO CTaHAapTaMH Oe30macHoi pa3paboTKU MPOrpaMMHOro
obecnieueHus.

Pe3y/bTaThl IPOEKTHPOBAHKS [OJICHCTEMBI OS30IIaCHOCTH 3HAYMMOro O0BEKTa
OTpaXKalOTCd B IIPOEKTHOW IOKYMEHTALMM Ha 3HAYMMBIH OOBEeKT (HOACHCTEMY
0€30MaCHOCTH 3HAYUMOTO 00BEKTA).

B Leisix TecTHpOBaHHS IOJCHCTEMBI G€30IIaCHOCTH 3HAYMMOTro 00BEKTa B XOZIe
TIPOEKTHPOBAHHSA MOXET OCYIIECTBIATECS €¢ MAKeTHPOBAHHE WM CO3[aHHe TeCTOBOH
cpenbl. TectupoBaHue NOHKHO OBITH HAPABIIEHO HA!

obecriedeHre pabOTOCIIOCOGHOCTH M COBMECTHMOCTH BBIODaHHBIX CPEACTB
3aI0UTHl MHQOPMAIMK C MPOTPAMMHBIMH M allapaTHEIMH CPeACTBaMU 3HAUYUMOTO
00BeKTa;
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IPaKTHYECKYI0 OTPaOOTKYy BBINOJHEHHS CPEACTBaMH 3alIUTHI uHpOpMaLUHU
byHKIMA 6€30IacCHOCTH;

ACKJIIOUEHHE BJIMUSHUA TIOJCHCTEMBI 0O€30IMaCHOCTH Ha (QYHKIHOHHPOBAaHUE
3HaYMMOT0 00BEKTA.

MakeTUpoBaHHe TOICHCTEMbI GE30IACHOCTH 3HAYAMOro OOBeKTa H ee
TECTUPOBAaHHWE MOXKET IPOBOJMTHECS C HCIOJIB30BaHUEM CPEACTB M METOJOB
MOJIENIMPOBAHUS, & TAKXKE C UCIONIb30BaHUEM TEXHOJIOTHI BUPTY JIU3ALAH.

[Ip NpOEKTHPOBAHAM TIOACHCTEM OE30MACHOCTH 3HAYMAMBIX OOBEKTOB,
SBISAIOMMXCS  HMH(OPMAMOHHO-TEIEKOMMYHHUKAI[MOHHBIMU ~ CETSIMH,  HACTOSIIHE
Tpe6oBanus mnpuMeHsioTcss ¢ ydeToM TpeGoBaHui K HPOEKTHPOBAHMIO ceTer
3JIEKTPOCBA3H, YTBEPKAEHHBIX MpuKa3oM MuHkoMcBs3u Poccun ot 9 Mapra 2017 r.
Ne 101 (3apeructpupoBan Munrocrom Poccun 31 mas 2017 r., pPETUCTPAIIMOHHBIA
Ne 46915), a Taxke MHBIX HOPMATHBHBIX IPAaBOBHIX aKTOB (heepallbHOTO OpraHa
MCTIOJIHATEIGHOMN BIIACTH, OCYLIECTBIAIOIIEr0 QYHKIMK IO BEIpabOTKe M pealn3alyy
rocyAapCTBEHHOM MOJUTHKE M HOPMATUBHO-IIPRBOBOMY PETYIHPOBAHHIO B obiactu
CBSI3H.

11.3. PaspaGotka paGodeii (9KCIUTyaTal[HOHHOM) JOKYMEHTAIlH Ha 3HAYHMBIH
0OBEKT OCYINECTBIAETCA B COOTBETCTBHHM C TEXHMYECKMM 3a/laHMEM HA CO3[aHUC
3HauuMOro oOBeKkTa M (MNIHM) TEeXHWYECKHM 3alaHueM (YaCTHBIM TeXHUYECCKHUM
3a7aHHeM) Ha CO3JaHHe MOACHCTEMBI GE30MaCHOCTH 3HAYMMOrO O0BeKTa Ha OCHOBE
MIPOEKTHOM JOKYMEHTAIIMH.

PaGouast (PKCIUTyaTalMOHHAs) TOKYMEHTAlWs Ha 3HAYMMBbIH OOBEKT HOIDKHA
coziepxKarh:

OTIHCAHHE apXUTEKTyphl MOJCHCTEMB! Ge30IIaCHOCTH 3HAYUMOTO 00BEKTa;

NOPAIOK W TapaMeTpbl HaCTPONKM IPOTPaMMHBIX U IPOrPaMMHO-AIMapaTHBIX
CPEJICTB, B TOM YKCJIE CPEACTB 3allUTH HHYOPMALIHH;

MpaBHJIa SKCILTyaTAllUK IPOTPAMMHBIX M IIPOTPAMMHO-aNNapaTHBIX CPeICTB, B
TOM YHCJIe CPEICTB 3AIMUTH HHGOpMaNHH (paBHia 6e30macHoM SKCILTyaTalluh).

CoctaB 1 (opMeI paboueii (IKCIUTyaTallMOHHOMA) JOKyMEHTAIMHU ONPEAEIIAIOTCS
B COOTBETCTBHH ¢ TEXHHUECKAM 3aJaHHEM Ha CO3/laHMe 3HAYMMOro oOheKTa H (WiH)
TeXHMYECKHMM 3alaHHeM (JYaCTHBEIM TEXHHYECKUM 3aJJaHMEM) Ha CO3/IaHHe ITOJICHCTEMBI
6€30MacCHOCTH 3HAYUMOT0 OOBEKTA.

BHeI[peHI/Ie OpraHM3allMOHHBIX U TEXHUYECKHUX MED o obecrieyeHuIo 6€30MacHOCTH
3HAYMMOTr0 00BEKTA B BBOJI €T'0 B JIeHCTBUE

12. BHeipeHHe OPTaHM3AIMOHHBIX M TEXHHYECKHX Mep IO OOeCHedeHuIo
6e30MacHOCTH  3HAYMMOTO OOBEKTa OpraHusyercs CyOBEKTOM  KpHTHYECKOH
MH(POPMAIMOHHOH WMH(PACTPYKTYphl B COOTBETCTBMM C IPOCKTHOH 1 paboueit
(3KCITyaTallMOHHOW) JOKyMEHTAalldeil Ha 3HAuuMbli OOBEKT, CTaHIApTaMH
OpraHU3allii U BKIIOYAET:

a) CTAHOBKY M HACTPOMKY CpEICTB 3alMTHl MHGOpMalyy, HaCTPOHKY
IPOrpaMMHBIX M POrPaMMHO-aMIapaTHbIX CPe/CTB;

0) pa3paboTKy OpraHU3aMOHHO-PACIOPSTUTENBHBIX IOKyMEHTOB,
perfiaMeHTHpPYIOIMX TpaBuia ¥ Mpolexyphl obecredeHus 6€30NacHOCTH 3HATHMOTO
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00BEKTA;

B) BHEJ[pEHHE OPraHM3AlMOHHEIX Mep I0 ofecneueHHI0o  0e30MacHOCTH
3HAYUMOro 00BEKTa;

I) IpeJBapUTelbHBE HCOBITAaHHS 3HAYUMOrO OOBEKTa H €ro IOACHCTEMEI
0€30macHOCTY;

1) ONIBITHYIO  OKCIUTyaTaldio 3HAuYAMOro OOBEKTa M €ro MOACHCTEMEI
0€e30I1aCHOCTH;

€) aHaJIM3 YA3BMMOCTeH 3HAYMMOro OOBEKTa M INPUHATHE Mep IO HX
yCTpaHEHHIO;

K) MPUEMOYHEIE WCIIBITAHUS 3HAYUMOTOo OOBEKTa M €ro  IOJICHCTEMEI
0e30MacHOCTH.

ITo pemennio cyGbeKTa KpHTHYeCKOW MHGOPMAMOHHOM MH(PACTPyKTyphl K
pa3paboTke ¥ BHEAPEHMIO OPTaHU3ALMOHHBIX U TEXHUYECKHX MEp MO O0eCTIeIeHHIO
0e30IaCHOCTH 3HAYMMOro OO0BEKTa MOXKET INPHBIIEKATHCS JIMIIO, 3KCILTyaTHpYoIiee
(TIUIaHHPYIOIIee SKCILUTyaTUPOBaTh) 3HAYMMBIH OOBEKT.

12.1. YcrasnoBKa M HAcTpoMKa CpPEACTB 3allMTHI dHdQOpMai  TOJDKHA
POBOJUTBCA B COOTBETCTBMH C NPOEKTHOH H pabodel (3KCILTyaTalHOHHOMH)
JTOKyMEHTallell Ha 3HAaUMMBIi 00BEKT, & TaKXKe B COOTBETCTBUH C IKCIUTyaTallHOHHOH
JTOKyMEHTAIIMeN Ha OTIebHbIe CPeICTBA 3alUThl HH()OPMAIIHH.

[Ipy ycTaHOBKE M HACTpOiKe CPEJCTB 3aIUTHl MHPOPMALMH TOIKHO OBITH
00ecIieueHo BEHIIOJHEHHE OrpaHWYEHW Ha 3KCIUIyaTallMI0 3THX CPEJCTB 3alUThI
UH(OpMAIHH, B ClIydae UX HAINYHUS B SKCIUTyaTallMOHHON TOKyMEHTAIUH.

12.2. Pa3pabaTeiBaeMble OpraHW3alMOHHO-PACIOPSAUTENbHBIE TOKYMEHTHI 110
6€30MaCHOCTH 3HAYMMOIo OOBEKTa IOJDKHBI ONpENeNATb IpaBuiia M TPOLEeNypbl
peau3allii OTAENBHBIX OPraHW3alMOHHBIX M (MJIM) TEXHHYECKHX Mep (TONUTHK
6e30MacHOCTH), pa3paboTaHHBIX ¥ BHEAPEHHBIX B PaMKax MOJCHCTEMBI 0€30MIaCHOCTH
3HauYMMOro oosexTa B coorBercTBUU ¢ riaBoit 111 nactogmux TpeboBanuii.

Opranusai¥oHHO-PacTIOpSAUTENbHEIe JOKYMEHTHI 0 6€30MacHOCTH 3HA9UMOTO
00BeKTa JODKHBI B TOM 4HCIE YCTAaHABIMBATh INpaBiia Oe3omacHOd paboThl
pabOTHHKOB,  SKCIUIyaTMpYIONIMX  3HAuWMble  OOBEKTH, M  PabOTHHMKOB,
obecreunBalOmUX (YHKIMOHMPOBAHHE 3HAYMMBIX OOBEKTOB, a TaKKe JAeHCTBHUA
paGOTHHUKOB P BO3HUKHOBEHUM HEUITATHBIX CHUTYallHid, B TOM YHCIE BBI3BAHHBIX
KOMIIBIOTEPHBIMU UHIUIEHTaMHU.

CoctaB ¥ (GOpMBI OpraHM3aLHUOHHO-PACHOPSAUTENBHBIX JOKYMEHTOB IO
GE30IaCHOCTH 3HAYMMBIX OOGBEKTOB OMpPEIENAIOTCS CYOBEKTOM KPHTHYECKOM
HHGOPMAIMOHHON HHPPACTPYKTYPHI C yI€TOM OCOOEHHOCTEH €ro NesTeIBHOCTH.

12.3. TIpu BHeIpeHHH OPraHM3AIMOHHEIX Mep M0 00ecHeYeHnI0 6e30MacHOCTH
3HAYUMOr0 00'bEKTa OCYIIECTBISAIOTCS:

a) OpraHM3alns KOHTPOJIS (QU3MYECKOro JOCTyMa K MpOorpaMMHO-allapaTHbIM
CpeICTBaM 3HAYUMOro 0OBEKTa U €ro JTMHHUSIM CBS3H,

0) peanusais TpPaBWI pasrpaHUYeHMs JOCTYINa, PeraMeHTHPYIOIMX MNpasa
JOCTya CyOBEeKTOB NOCTyHa K OOBEKTaM AOCTYIa, W BBEJEHHME OrpPaHHYCHUH HA
IeiCTBHS MOJNB30BATENEN, a4 TaKke HAa H3MEHEHHE YCIIOBUM JKCILTyaTallu, cCoCTaBa U
KOH(HUTYpaIiy MPOrPaMMHBIX U IIPOrPaMMHO-AIIIAPATHBIX CPENICTB;

B) IpOBEpKAa TMOJHOTHI M JAETANBHOCTH ONUCaHHs B OpraHM3alMOHHO-
PaCHOPSINTENEHEIX JOKYMEHTaX MO (e30IaCHOCTH 3HAYMMBIX OOBEKTOB JEHCTBHIL




MONBb30BaTeNell M aIMHMHHCTPATOPOB 3HAYMMOTOo O00BEKTa IO  pealn3alyu
OpraHM3aIMOHHBIX MED;

I) onpeielIeHHe aIMUHUCTPATOpa Ge30MacHOCTH 3HAYUMOTI0 00BEKTa;

1) oTpaboTKa IeicTBUH NONb30BaTeled M aJMUHUCTPATOPOB 3HAYMMOIO
06BEKTa TI0 peaTu3allii Mep 10 obecredeHHI0 6e30IMacHOCTH 3HAYUMOr0 00BEKTa.

12.4. TpenBapuTebHble MCIBITAHAS 3HAYAMOrO OOBEKTA W €r0 MOJCHUCTEMBI
6e30MacHOCTH JOJDKHBI TIPOBOAUTHECS B COOTBETCTBUM C IPOTPaMMOM M METOAMKAaMHU
TMpeBAPHTEBHEIX MCIHBITAHWA ¥ BKIIOYAaTh IIPOBEPKY  PaGOTOCTIOCOOHOCTH
MOICHACTEMBI 0€30IIaCHOCTH 3HAUYMMOro OOBEKTa M OTHENBHBIX CPEACTB 3allUThI
HHQOPMALMH, OIEHKY BJIUSHUS MOJCHCTEMBI 6€30NIaCHOCTH Ha (YHKUMOHUPOBAHNE
3HAYNMOTO OOBEKTa IPH IPOEKTHHIX peXHMax ero paboTbl, YCTAHOBICHHBIX
TIPOEKTHOM JOKYMEHTAlMel, a TaKxKe IPHHATHE PElIeHHs O BO3MOXHOCTH OINBITHOH
SKCIUTyaTalldy 3HAYUMOTO OOBEKTa U €ro MOACUCTEMBI OE30I1aCHOCTH.

12.5. OnplTHas 3KCILTyaTalds 3HAYAMOro OOBEKTAa M €ro TOJACHUCTEMEI
0€30MacHOCTH JOJKHA MPOBOIMTECS B COOTBETCTBHM C NPOrPaMMOM M METOANKaMHM
ONBITHOM OJKCIUIyaTalld¥i M BKJIIOYATh TPOBEPKY (QYHKIHUOHHPOBAaHHS IIOJCHCTEMBI
6€30I1aCHOCTH 3HaYMMOT'0 00BEKTa, B TOM UKCIE PEAIM30BAHHBIX OPTaHU3AIIMOHHBIX 1
TEXHUYECKUX Mep, a TakKe 3HAHUM M yMEHHM NONIB30BaTeIed W aAMHUHUCTPATOPOB,
HEOOXOOUMBIX Ui OJKCIUIyaTal[i¥ 3HAYAMOTO OOBEKTa M €ro  IMOJICHCTEMBI
0€30MacHOCTH.

12.6. Aganu3 ysa3BUMOCTeH 3HAYMMOIO OOBEKTa IIPOBOAMTCS B  LEJIX
BBISIBJICHHS. HENOCTaTKOB (ciaabocreif) B momcucTeMe Ge30MaCHOCTH 3HAYHMOIO
00BEKTa W OLEHKA BO3MOXHOCTH WX WCIOJIB30BaHMSA [UId peald3allid yIpos
6ezomacHoctd uHbopMmanuu. I[Ipy 3TOM aHanM3y IOANEXAT YA3BUMOCTH KOJa,
KOHQUIYpaLlUK ¥ ApXUTEKTYPHI 3HAUAMOTO 00BEKTA.

AHanu3 ys3BAMOCTeH MPOBOAWTCS UL BCEX NPOrpaMMHBIX M IPOrpaMMHO-
aNmapaTHBIX CPEACTB, B TOM YHCIE CPEACTB 3alMTHl HHQOpMALMH, 3HAYMMOro
o0BbeKTa.

IIpu TpOBENEHMH AHANK3a YA3BMMOCTEM HPHMEHSIOTCS CIEAyIoIHe CIOoCOOBI
UX BBISBIICHHS:

a) aHANM3 TPOEKTHOMW, paboueil (PKCITyaTallHOHHOW) MOKYMEHTalMH U
OpPTaHW3aLMOHHO-PACTIOPAUTENBHBIX JHOKYMEHTOB IO (e30MacHOCTA 3Ha4MMOIOo
00BEKTa;

0) aHaNIU3 HACTPOEK MPOrpaMMHBIX M NPOrpaMMHO-aNMNapaTHBIX CPEJCTB, B TOM
qyciie CPEACTB 3allUThl HHPOPMALHH, 3HAYMMOr0 00BEKTA,;

B) BRISBICHHE M3BECTHBIX YSI3BMMOCTEH TPOrpaMMHBIX M MPOrpaMMHO-
aNmapaTHBIX CPENCTB, B TOM HHCIE CPelCTB 3allMTEl HHQOPMAIWH, IOCPEACTBOM
aHaIM3a COCTABA YCTAHOBIEHHOIO NPOrPaMMHOTO obecrieueHHs W OOHOBICHHH
6€30aCHOCTH ¢ PUMEHEHHEM CPEeCTB KOHTPOs (aHaIn3a) 3alHIIeHHOCTH | (¥IIK)
UHEBIX CPEJICTB 3aIUThl HHOOPMAIIVH;

I) BEISBIEHHE H3BECTHBIX YA3BUMOCTEH IPOrPaMMHBIX U  MPOrpaMMHO-
aIIapaTHEIX CPEJICTB, B TOM YMCIIE CPEICTB 3alllUThl HH(MOPMAIHH, CETEBBIX CIIyXKO,
JOCTYNHBIX I CETEeBOTO B3aUMOJEHCTBHA, C TNPUMEHEHHEM CPEICTB KOHTPOJLA
(aHanmu3a) 3aIUILIEHHOCTH;

1) TECTUpOBaHKE Ha MPOHUKHOBEHHE B YCJIOBHAX, COOTBETCTBYIOLIMX
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BO3MOXKHOCTSM HAapyIIUTeNel, ONMpeleNeHHBIX B MOJEIH Yyrpo3 Oe30MacHOCTH
nHbOpMaLIUH.

[TprMeHenne CrOcO0OB U CPEACTB BBIABIEHHUS YS3BUMOCTEH OCYHIECTBIACTCS
CyOBEKTOM  KPHUTHUYECKOM  HMH(OPMAIlHOHHOM  HMHQPAacTpyKTypel ¢  Y4eTOM
ocobeHHocTel (PyHKIIHOHUPOBAHMS 3HAYNMOTO 00BEKTA.

JlomycKaeTcsl IpoBeieHHe aHAIN3a YSI3BUMOCTe! Ha MakeTe (B TECTOBOH 30He)
3HAYUMOTO 0OBEKTa HIIM MAKeTax OT/AeIbHBIX CETMEHTOB 3HAUMMOT0 00BEKTA.

AHanu3 ysS3BMMOCTeW 3HAUYMMOro OOBEKTAa IPOBOJMUTCS JO BBOJA €ro B
JelicTBHEe Ha HTalax, ONpeeNseMBIX CYOBEKTOM KPUTHYEeCKOH HH(OpMALOHHON
HHGPaCTPYKTYPBHL.

B cilydae BEISBIEHHS YA3BMMOCTEH 3HAYAMOTO 0OBEKTa, KOTOphIE MOTYT OBITH
WCIIONB30BaHBl I peamm3allid  (CocoGCTBOBAaTh — BO3HMKHOBEHHMIO) — YIPO3
6e30MacHOCTH UH()OPMAIIH, IPUHUMAIOTCS MEPHI, HAlPABJIEeHHbIC HAa UX yCTpaHCHNE
WM HCKIIOYAIONIHe BO3MOXKHOCTH HCIOJIB30BaHHs (IKCIUTyaTallMd) HapyIIUTeleM
BBISIBJICHHBIX yS3BUMOCTEH.

[To pesyipTaraM aHaun3a YS3BHMOCTeH JOMKHO OBITH MOATBEPXKIEHO, 4TO B
3HAYMMOM OOBEKTe, OTCYTCTBYIOT YS3BUMOCTH, KaK MUHAMYM COZiepiKallkecs B OaHke
maHHBIX yrpo3 GeszomacHoctd uHGopMamuu PCTOK Poccuy, yka3aHHOM B ITyHKTS
11.1 macrosumx TpeOoBaHuii, WM BBHISBICHHBIE YSI3BUMOCTH HE IPHUBOIAT K
BO3HHMKHOBEHHIO YIpo3 0e30macHOCTH HHQOpMAaluM¥ B OTHOLICHHH 3HAYHMOIO
oOBeKTa. ,

12.7. B xofie IpUEMOYHBIX UCIBITAHUI 3HAYMMOro OOBEKTA U ero MOACHCTEMBI
6e30acHOCTH JIOJDKEH OBITh MPOBEJEH KOMIUIEKC OPraHU3aI[HOHHBIX U TEXHHYECKHUX
MepOIpUATHH (MCIBITAHKMI), B Pe3yNbTaTe KOTOPBEIX MOATBEPKIAETCS COOTBETCTBUC
3HAYUMOro OOBEKTA M ero MOACHCTEMEI Ge30macHoCTH HactodmuM TpeboBaHusIM, a
TaKke TpeGOBaHHIM TEXHIUECKOTO 3aaHAs Ha CO3JaHKe 3HAYMMOro 00BeKTa 1 (unu)
TEXHHYECKOTO 3aJaHus (YACTHOrO TEXHUYECKOro 33JlaHus) Ha CO3/IaHie IOJCHCTEMEI
0€30MacHOCTH 3HAYNMOr0 0OBEKTa.

B kauecTBe MCXOAHBIX MAHHBIX MPH IIPHUEMOYHBIX HMCIBITAHHUSX UCIOJB3YIOTCA
MOZENs Yrpo3 0e30NacHOCTH UH(GOPMAIUHM, PE3yIBTaThl (AKT) KaTeropHpOBAaHHA,
TeXHAUYeCKoe 3aJaHHe HA CO3qaHue (MOAESPHH3AIHUIO) 3HAYAMOrO O0BeKTa M (WMIH)
TeXHHYECKOe 3aaHhe (YaCTHOe TEXHHWYeCKoe 3ajlaHHe) Ha CO3/IaHhe MOJACHCTEMBI
6e30MacHOCTH 3HAUMMOTO OOGBEKTa, IpoeKTHas W pabouas (IKCIITyaTalMOHHAs)
JNOKyMEHTAalMsi Ha 3HAYMMBIA OOBEKT, OpraHU3alMOHHO-PACIOPSAUTE/IBHBIC
JIOKYMEHTHl 110 0€30MacHOCTH 3HAYUMBIX OOBEKTOB, Ppe3y/lbTaThl —aHAIH3a
YS3BAMOCTeH 3HAYMMOTO OOBEKTa, MaTepuanbl IpPeJBAPUTENBHBIX HCIBITAHMH |
ONMBITHOH SKCIUTyaTallid, a TaKKe WHBIE JOKYMEHTHI, paspabaTsiBacMble B
COOTBETCTBHM C HAcTOSIIMMH TpeGoBaHMSIMH W TpeOOBaHMSMH CTaHIapTOB
OpraHu3aly.

IIprHeMOuHble HCTIHITAHNS 3HAYMMOTO 00BEKTa M er0 TIOJICHCTEMbI 6e30MaCHOCTH
IIPOBOAATCS. B COOTBETCTBUH € TIPOrPaMMOR M METOJMKOH MPHUEMOUYHBIX HCIIBITAHUH.
Pe3ynbTaThl HPHEMOYHBIX HCIBITAHWM 3HAUMMOro OOBEKTa M ero IMOACHCTEMBI
6e30MacHOCTH ¢ BHIBOZOM O €€ COOTBETCTBHH YCTAQHOBICHHBIM TPeOOBaHMIM
BKJTIOYAIOTCS B aKT IPHEMKH 3HAYAMOI0o OOBEKTA B IKCILTyaTalHIoO.
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B cioyuae ecOH  3HAYMMBIA  OOBEKT  ABNSETCS  OCYAapCTBEHHOM
MH(QOPMAI[MOHHON CHCTEMOH, B MHBIX CIy4asX, yCTaHOBJICHHBIX 3aKOHOAATCIECTBOM
Poccuiickoii ®enepanuu, a TaKKe B Cilydae TMPUHATHA PEIICHUA CYOBEKTOM
KPUTHYECKOH HHPOPMAIMOHHON MH(PACTPYKTYPHI, OLEHKA 3HAYMMOrO 00BEKTa M €ro
[I0JICHCTeMBI GE30MaCHOCTH TPOBOAHMTCS B (JopMe aTTecTalyl 3HAYHMOro 00BeKTa B
cooTBeTcTBHM ¢ TpeboBammaMEA O 3amure HHOOpMAIMHM, HE COCTaBIIOMEH
roCyapCTBEHHYIO TaiiHy, comepkalleifcss B IOCYJapCTBEHHBIX HHGOPMAIHOHHBIX
cucteMax, yrepxkaenasiMu npukasoM ®CTOK Poccuy ot 11 despans 2013 . Ne 17.

BBoq B JeiicTBHE 3HAYAMOTO OOBEKTa M €ro IOACHCTEMBI 0€30MacHOCTH
OCYILECTBIISETCS TIPH TONOKUTENBHOM 3aK/IIOYeHHMH (BEIBOJIE) B aKTe IPUEMKH (WM B
aTTecTaTte COOTBEICTBHSA) O COOTBETCTBHH 3HAYMMOIO OOBEKTa YCTaHOBICHHBIM
TpeGOoBaHKsAM T10 00ecTIeueH IO 6e30IMacHOCTH.

Ob6ecrnieyenrie 6€3011aCHOCTHA 3HAUUMOT'0 00BeKTa B XO[€E €T0 SKCIUIyaTaluu

13. Obecneuenre Ge30MaCHOCTH B XOJ€ OSKCIUTyaTaldy 3HAYMMOro 0OBeKTa
OCYIIECTBIAETCS CyOBEKTOM KPUTHYECKOH HHG)OPMAIMOHHOW HHQPAacTPYKTyphl B
COOTBETCTBUHM C  OJKCIUIyaTal[AOHHOW  JOKyMEHTallMed W  OpraHu3alldOHHO-
PACTIOPSINTENBHEIMU JOKyMEHTaMH 110 6e3011acCHOCTH 3HAYHMOr0 00beKTa M JOJDKHO
BKJIIOYATH PEATM3AIIAIO CIIeTYIOIX MEPOIIPHUSTHH:

a) IVIAaHKPOBAHUE MEPONPUATHI N0 OOecredeHuo 0e30MacHOCTH 3HAYMMOro
0OBEKTA,

6) ananu3z yrpo3 GesomacHocTH MH(OpMAanUH B 3HAYAMOM O0BeKTE U
HOCIEACTBHH OT UX pealu3aliyiy;

B) yrIpaBieHue (aIMAHACTPUPOBAHNE) MOACUCTEMOH (€3011aCHOCTH 3HAYMMOTO
00BEKTa;

r) ynpasieHde KoHurypaiuedl 3HauuMoro o0bekra M €ro ITOJICUCTEMOM’
0€e30I1aCHOCTH;

Jl) pearupoBaHie Ha KOMITBIOTEPHBIE MHIMACHTHI B XOJ€ OSKCIUTyaTaluy
3HaYMMOT0 0OBEKTa;

e) obecrieyeHre NEHCTBHI B HEINTATHBIX CHUTYallUsX B XOJe OKCIUTyaTally
3HaYAMOT0 00BEKTa;

) HHGbOPMHpPOBaHHKE U 00yUeHHe [IepCOoHalIa 3HAYMMOTO OOBEKTa;

3) KOHTPOJH 32 0GecreueHneM Ge30IaCHOCTH 3HAYUMOTO O0BEKTA.

13.1. B xozme IUIaHMPOBaHHS MEPONPHATHI O O0eCIedeHHI0 (e30MacHOCTH
3HAYMMOT0 00BbEKTa OCYIIECTBILIIOTCS:

a) onpeieNieHHe  JIMI, OTBETCTBEHHBIX 32 IUIAHHPOBAHHE W  KOHTPOJIb
MepONpPHATHH Mo 06ecrieyeH o 6e300aCHOCTH 3HAYMMOTO 00BEKTa;

6) paspaboTKa, yTBEp)KIEHHE M aKTyalMs3alds IUIaHA MEPONpHATHH MO
obecreueHUIo 6e30MaCHOCTH 3HAYUMOI0 00BEKTA,

B) OIpEJic/IeHHs  TOPSAKA  KOHTPOIS  BBIIONHEHMS — MEPONPHATHH 1O
obecneueHnio 6€30MaCHOCTH 3HAYMMOro 00beKTa, MPEeNyCMOTPEHHBIX YTBEPKIACHHBIM
TUTaHOM.

ILraHupOBaHHE MEPONpPHATHI 1o obecnedeHuo 0Ge30macHOCTH 3HAYMMOTO
00BeKTa JIOHKHO OCYILIECTBIISATECS B paMax Ipolecca IIIaHHPOBaHUs, BHEIPEHHOTO B
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COOTBETCTBMH C TpeOOBAaHHAMH K CO3JAHHIO CHCTEM O0€30IacHOCTH 3HAYMMBIX
O00BEKTOB U ObecreueHHI0 UX (DyHKIIMOHNPOBAHUS, YTBEPXKIECHHBIMH B COOTBSTCTBUU
¢ myHkToM 4 gacti 3 crathu 6 enepanpHoro 3akoHa oT 26 mons 2017 r. Ne 187-03
«O 06e30macHOCTH KPHUTHYECKOM HHPOpMannoHHOM HHGpacTpykTypsl Poccuiickoit
Oenepanum.

13.2. B xone aHanu3a yrpo3 6e30macHOCTH HH(POPMAIUH B 3HAYUMOM OOBEKTE U
BO3MOXKHBIX MOCIEACTBHIA WX PEAIU3ALUU OCYILECTBISAIOTCS:

Q) aHAIM3 YA3BUMOCTEH 3HAYMMOTO OOBEKTa, BO3HUKAIOIIMX B XOIE €ro
IKCILTyaTaluy;

6) aHaNM3 M3MEHEHHs yrpo3 6e30MacHOCTH HHGOPMAIMH B 3HAYUMOM OOBEKTE,
BO3HHUKAOIIKX B XOJI€ €r0 SKCILTyaTal{iy;

B) OLIEHKA BO3MOXHBIX IIOCIIENCTBUN peam3alii yrpo3 0Oe30MacHOCTH
uHGOpMAIIMH B 3HAUUMOM O0BEKTE.

[epHOAMYHOCT, MPOBENEHUS YKA3aHHBIX paboT ompefeisieTcs CyOBEKTOM
KPUTHYECKOW  WHOOPMAIMOHHON  MH(QPACTPyKTyphl B OpraHU3allHOHHO-
PACIOPSAMTENBHEIX TOKYMEHTaX MO O€30MacHOCTH 3HAYMMBIX OOBEKTOB C YYETOM
KaTerOpUH 3HAYUMOCTH 00beKTa U 0COOEHHOCTEH ero (PyHKIIMOHMPOBAHUS.

13.3. B xoje ymnpaBieHus (aqMAHHCTPUPOBAHHUS) MOJCUCTEMON 6€30IaCHOCTH
3HaYMMOT0 00bEKTa OCYIIECTBISAIOTCS:

a) OIpeJIeNleHHe JIMI], OTBETCTBEHHBIX 3a YIpaBleHHe (aIMUHHCTPHPOBAHUE)
HOJICHCTEMOM 6€30MacCHOCTH 3HAYAMOT0 OOBEKTa;

0) ympaBlieHHe YYETHBIMH 3allUCSIMH IONb30BaTeled U MOAJepXKaHWe B
aKTYalIbHOM COCTOSHHM TIPABWJI pasrpaHudeHus JOCTyIa B 3HAUUMOM OOBEKTE;

B) VIIpaBJIeHHE CPEICTBAMHY 3AIMUTH HH)OPMAIUK 3HAYMMOro 0OBEKTa,

I) ynpaBpieHiHe OOHOBJIEHHSMH TPOTPaMMHBIX H IPOTrPaMMHO-aINapaTHBIX
CpeACTB, B TOM YHCJIE CPEICTB 3alllUTH HHGOPMAIMH, C Y4E€TOM OCOOEHHOCTEMH
GbYHKIIMOHMPOBAHUS 3HAYUMOTO O0BEKTA;

1) LEHTPAIM30BaHHOE YIIpaBieHHE IOJCUCTEMONH 6€30MaCHOCTH 3HAYHMOTO
o0BbeKTa (IIpu HeOOXOTUMOCTH );

€) MOHHTOPHHT U aHAJIN3 3aPETMCTPUPOBAHHBIX COOBITHH B 3HAYMMOM OOBEKTE,
CBSI3aHHBIX ¢ obecriedueHreM 6e30MacHoCTH (fanee - COOBITHS 6€30IaCHOCTH);

) COIPOBOXKIEHHE  (DYHKIHOHHPOBAHMSA  IOACHCTEMBI  0O€30MaCHOCTH
3HaYMMOro 00BEKTa B XOJE €€ JKCIUIyaTallid, BKIIoYas BeJeHHEe KCITyaTaluOHHON
JIOKyMEHTAILIMH W OPTraHU3alHOHHO-PACIIOPAAUTENBHEIX JOKYMEHTOB 10 6€30II1aCHOCTH
3HAYAMOTO 0OBEKTA.

13.4.B xogme ympaBieHHs KOHQUrypamueil 3HAYMMOro OOBEKTa H €ro
IOACHCTEMBI  O€30MacCHOCTH A Lielieif  obecredeHUs ero  0e30MacHOCTH
OCYILECTBISIOTCS:

a) OIpeeNeHHte JIULI, KOTOPHIM pa3pellieHbl AeHCTBUS 10 BHECEHHIO H3MEHEHHUM
B KOH(UIYpalyiO 3HAYMMOTO OOBEKTa M €ero IMOJICHCTEMBI O€30IacHOCTH, W HX
MOJTHOMOYHI;

0) onpeneseHne KOMIOHEHTOB 3HAYMMOTO OOBEKTa U €ro MOICHCTEMBI
0€30IIaCHOCTH, MOMIEXAUMX H3MEHEHUIO B paMKaxX YIpaBiIeHUs KOHQUrypauuu
(upenTHUdUKaNKA 00BEKTOB YIPaBIeHUS KOHQUIypallyy): MPOrpaMMHO-afaparHele,
IpPOrpaMMHEIE CPEJCTBA, BKIIOYAs CPEICTBA 3aIUThl HHHOPMAIMH, U UX HACTPOUKH U
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POTPaMMHBIH KOJI, SKCILTyaTAllMOHHas JOKyMeHTaIlHsl, HHTepEiCEl, ikl ¥ HHBIE
KOMIIOHEHTEI, [TOIJIeXKaIlue H3MEHEHHIO U KOHTPOJIIO;

B) yIIpaBJCHHE W3MEHEHHSIMU 3HAYMMOrO OOBEKTa U €ro IOACHCTEMBI
6€30MaCHOCTH: Pa3paboTKa MapamMeTpoB HACTPONKH, 06ecTIeTMBAIOLNX Oe30MaCHOCTh
3HAYIMOTO O6BEKTA, AHAJH3 OTEHINANLHOTO BO3IEHCTBHS [IAHAPYEMBIX N3MEHEeHUH
Ha obecredeHre O€30MacCHOCTH 3HAYMMOTO OOBEKTa, CAaHKI[HOHHPOBAaHWE BHECEHUSA
U3MEHEHWiI B 3HAYMMbIi OOBEKT W  €ro  MOACHCTeMy  0€30macHOCTH,
JOKyMEHTHPOBAHUE JEHCTBHH II0 BHECEHHIO HM3MEHEHWH B 3HAYMMBIH 00BEKT U
COXpaHeHHe JIaHHBIX 00 H3MEHEHUAX KOH(PUIYPaLIUH;

r) KOHTPOJb JEHCTBUIl MO BHECEHHIO M3MEHEHHH B 3HAYUMBIA OOBEKT H €ro
HoJICCTeMY 6€3011aCHOCTH.

Peanu3oBaHHBIE MPOIECCH  YIpPABIeHHs H3MEHSHUSIMH 3HAYMMOro O0BEeKTa M
ero IMOJCHCTEMBI 0E30MAacHOCTH IOJKHEI OXBATHIBATH IPOLECCH TapaHTUMHOTO H
(MIK) TEXHUYECKOro OOCTyXHMBaHMS, B TOM YHCJIE AUCTAHIMOHHOTO (yIaJIeHHOTO),
NPOrpaMMHEIX M IIPOrpaMMHO-aMNapaTHBIX CPEICTB, BKIOYas CPEICTBA 3alllUThL
MH(OPMAIIHH, 3HATUMOTO OOBEKTA.

13.5. PearnpoBanrie Ha KOMIIBIOTEPHBIE HHIMACHTH OCYLIECTBICTCS B
TOpSIAKE, YCTAHOBIEHHOM B COOTBETCTBHH C MyHKTOM 6 dacTu 4 crathM 6
®enepansHoro 3akona ot 26 mrois 2017 r. Ne 187-03 «O GesomacHOCTH KpUTHYECKON
uHpOpPMALHOHHON HHPPAcTPYKTyphl Poccuiickoit Oenepanuims.

JUist peardpoBaHus Ha KOMIBIOTEPHBIE MHIMIEHTHI OTPEIENSIOTCS paOOTHHKH,
OTBETCTBEHHBIE 32 BBISIBIIEHHE KOMIBIOTEPHBIX HHLMIEHTOB H pearipoBaHue HA HUX,
1 OIpeeNstoTcs UX (yHKLHUH.

13.6. JIng obecreueHns NeHCTBUM B HEIITATHBIX CUTYallUsAX NPH SKCILTyaTalliy
3HAYMMOT0 00'bEKTa OCYIECTBIIAIOTCS:

a) IVIaHUPOBAHUE MEPONPHATHI N0 obecredeHuo 0e30MacHOCTH 3HAYMMOTo
00BEKTa Ha CiIydail BOSHHKHOBEHHMS HEIITATHBIX CUTYALUH;

6) oGyuenue 1 oTpaboTKa AEHCTBHI lepcoHana 1o obecriedeHUIo 6e301acHOCTH
3HAYUMOTO 0OBEKTa B CIIydae BOSHMKHOBEHHUS HEIITATHBIX CUTYAIH;

B) CO3aHMe albTEPHATUBHBIX MECT XpaHeHHs W o0paboTku HH(OpMAIMK Ha
ciy4ail BOSHUKHOBEHHUS HEIUTATHBIX CHTYAIlH;

T') pe3epBUPOBaHKe MPOrPaMMHBIX M MPOrPaMMHO-aNIIapaTHBIX CPEICTB, B TOM
qHcIe CPeACTB 3allUThl MH(OpMAIMK, KAHANOB CBS3M Ha CIyYad BOSHMKHOBEHHS
HEILITATHBIX CUTYAalHii;

1) obecrieyeHre BO3MOXHOCTA BOCCTAHOBIICHHS 3HAYAMOrO 0oObeKkTa H (unn)
ero KOMIIOHEHTOB B CIIy4ae BO3HUKHOBEHYS HEIITATHBIX CUTYAaLHH;

e) ompeelieHHe TOpSAKA aHAIX3a BOSHMKIIMX HEINTATHBIX CHTYallHH |
IPUHSTHS MEP 10 HEJIOMYIEHHIO HX IOBTOPHOTO BOSHUKHOBCHHU.

13.7. B xozme uHbOpPMUPOBaHHA U OOyYeHWs MEPCOHATA 3HAYAMOIO OOBEKTa
OCYILECTBIISIOTCS:

a) ”HODOPMHUPOBAHKE [epcoHana 00 yrposax 0e301aCHOCTH uHbOopMaLuHy,
o mpaBmiIax 6e30I1acHOM KCILTyaTalluy 3HAaYUMOIo 0O0BEKTA;

6) moBeeHWe IO HepcoHama TpeGoBaHMH HO obecredeHHIO 0e30IacHOCTH
3HAYMMBIX OOBEKTOB, a TaKKe ITOJIOXKECHUH OpraHU3alHOHHO-PACIOPAAUTENBHBIX
JIOKYMEHTOB TI0 6€30MaCHOCTH 3HAYMMBIX OOBEKTOB B YaCTH, UX KacalomIeHcs;
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B) 00yueHHe IepcoHaIa MpaBUiiaM KCIUTyaTalli¥ OTAENbHBIX CPEJCTB 3aLIUTHI
MHGOPMALINY, BKIOYAs POBeeHHe NIPAaKTUIECKUX 3aHATHHI C TIEPCOHAIOM;

I) KOHTPOJIb  OCBEJOMJIEHHOCTH MepcoHama o0 yrposax 0e30MacHOCTH
nHGbOpPMAIMHI U YPOBHS 3HAHHMI MepCOHala 10 BOIpocaM obecnedeHus Ge30M1aCHOCTH
KPHUTHYECKOM HHA)OPMAIIMOHHON UHPPACTPYKTYPEIL.

ITeproAWYHOCT, TIPOBEAEHHS YKa3aHHBIX MEPOIPHATHH YyCTaHaBIUBACTCS
CyOBEKTOM KpUTHYECKOH HH(OpMaLHOHHOW HHPPACTPYKTYphl B OpraHW3allOHHO-
PACHIOPAAUTENBHEIX JIOKyMEHTaX MO (e30IacHOCTH 3HaYMMOro OOBEKTa C y4eToM
KaTeropuHx 3HaYlMOCTH U 0COOEHHOCTe (QYHKIIMOHUPOBAHHS 3HAYMMOr0 OOBEKTA.

13.8. B xone KoHTpons 3a ofecrieueHneM (e30MacHOCTH 3HAYMMOIo OOBEKTa
OCYIIECTBIISIOTCSA:

a) KOHTPOJIb (aHAIW3) 3AIUIIEHHOCTH 3HAYMMOro OOBEKTa C Y4YCTOM
0COOeHHOCTeH ero PyHKIIMOHUPOBAHHUS;

6)aHaMM3 ¥ OLEHKa (YHKIMOHMPOBAHHMSA 3HAYUMOro O0BEKTa U  €ro
TOJICUCTEMBI 0€30MaCHOCTH, BKJIIOYAs aHAINW3 W yCTpaHEHHWE ySI3BUMOCTEH U HMHBIX
HEeJIOCTaTKOB B (DyHKI[IOHMPOBAHHH MOJCHUCTEMBI Ge30I1aCHOCTH 3HAYMMOIO O0BEKTR;

B) JOKyMEHTHPOBAHME MPOIEAYP U Pe3ylbTaTOB KOHTPOINA 3a OOecredeHHeM
0€30MacCHOCTH 3HAYUMOTO 00BEKTa;

) IpUHATHE pEIIeHHs [0 pe3yjJbTaTaM KOHTpONs 3a obecneveHrueM
6e30MaCHOCTH 3HAYUMOTO 00BEKTa 0 He0OXOMMMOCTH N0paboTKH (MOZEPHU3ALUH) ETO
IIOJICHCTEMBI O€30MIaCHOCTH.

Obecneuenne 6e30MMaCHOCTH 3HAYUMOI'0 OOBEKTa
IIPU BBIBOJIE €T0 U3 IKCILTyaTalluu

14. OGecrieueHne 6€30MaCHOCTH 3HAYAMOTrO OOBEKTa IIPU BBHIBOAE €r0 U3
SKCIUTyaTal[MH MY [OcyIe IPUHATHS PEIeHus 00 OKOHYaHH! 00paboTku HH(OpMaHK
OCYIIECTBISETCS CyOBEKTOM KPUTHYECKOH WHGOPMAIOHHOM HH(PPACTPYKTYpsl B
COOTBETCTBHH C OKCIUTyaTalMOHHOW JOKyMEHTaiiell Ha 3HAauMMbIA OOBEKT H
OpraHM3alMOHHO-PACTIOPSANTENPHBIMU JOKYMEHTaMH 110 0€30IaCHOCTH 3HaYMMOro
o0BeKTa.

OGecniedeHne 0e30MACHOCTH 3HAYMMOro OO0BEKTa IpH BHIBOAE €ro U3
AKCILTyaTalyy JOKHO NIpeTyCMaTpHUBaTh:

a) apXUBHPOBaHHe MH(OPMAIIHH, CofiepKaleiics B 3HaYMMOM O0BEKTE;

0) yHMYTOXEeHHUE (CTUPaHUE) JAHHBIX M OCTATOYHON HMHQOpMAlUK ¢ MAIIMHHBIX
HocuTeneil nHGOpMaluy U (M) YHAUTOKEHUE MAIIHHHBIX HOCHTENEH HHPOpMAIIUH,

B) YHHUTOXEHHE [OAHHBIX 00 apXuTekType M KOHGUrypamud 3HA4YMMOro
00BEKTa; _

I') apXUBHPOBAHHE WIM YHUYTOXKEHHE OSKCILIyaTallHOHHOW IOKYMEHTalUMM Ha
3HAYMMBIL OOBEKT M €ero TNOACHCTeMYy O€30MacHOCTH M OpraHu3allOHHO-
PaCIIOpSAAUTENBHBIX JOKYMEHTOB 10 6€30I1aCHOCTH 3HAYUMOr0 O0BEKTA.

14.1. ApxuBupoBanMe HH(OpMaLMH, cOfAepXalleifics B 3HAYIAMOM OOBEKTe,
JIOJDKHO OCYIIIECTBIATHCS B CIydae ee AalbHEHIIEro UCIOJIb30BaHUs B AEATCIbHOCTH
cyOBbeKTa KpUTHYECKOM HHPOPMAIHOHHON HH(PACTPyKTYPHI.

14.2. VHuuTOXKEeHHe (CTHpaHME) MAAHHBIX M OCTaTOYHOH HHGpoOpMaluu C



15

MAIIMHABIX HOCHTeIed WHAOPMAlMM OCYIIECTBIsETCS B ciydae o6paboTKH
3HAUYUMBIM 0OBEKTOM MHGOPMAIMU OTPAHUYEHHOrO JOCTYNA WIH B CIIy4ae [IPUHATHA
TAKOTO pelleHHs CyOBEKTOM KPUTHYECKON HHPOPMAIMOHHON HHPPAaCTPYKTYPBI.

VHUYTOXKEHUE (CTUpAHKME) MAHHBIX M OCTATOYHOH MH(OPMAIM{ ¢ MAIIMHHBIX
HocHTenel MHGOPMALMK MPOU3BOAUTCS IPH HEOOXOIMMOCTH Mepenaid MAallHHHOTO
HOCHTENS MHQOpMALMA IPYroMy MOJB30BATENI0 3HAYAMOTO OOBEKTa WM B HHBIC
OPTaHM3aLMH IS PEMOHTA, TEXHHYECKOro OOCIyXHBAHHS WM [albHEHIIero
YHUYTOXCHUS.

IIpy BBIBOJE M3 OKCIUTyaTalMd MAIIMHHBIX HOcUTened HHpopmaruy, Ha
KOTOPBIX OCYIIECTBISUTUCH XpaHeHHe U 00paboTka MH(OpMALNH, TPOU3BOJUTC HITH
dH3MYecKkoe YHHYTOKEHHE CaMHX MAIIMHHBIX HOCHTENEHd HHGOpMAlMK HIH
VHUYTOXEHHE CoAepkKalieiicss Ha MallMHHBIX HOCUTENSX WHpOpMAIMK METOaMH, He
npeayCcMaTPUBAIOIIAMU BO3MOXHOCTD €€ BOCCTAHOBJICHHSI.

VHUYTOXKEHUE (CTUpaHME) NaHHBIX W OCTaTOYHOU MH(MOpMAlMH C MAaIIHMHHBIX
HOCHUTENEeH HHGOPMAIMM IOJIEKUT JOKYMEHTHPOBAHHIO B COOTBETCTBHH C
OpraHU3alOHHO-PACTIOPS/AUTENSHBIME JJOKYMEHTaMH 10 0€30MacHOCTH 3HAIUMOTO
o0OBeKTa.

14.3.TIpu BBIBOAE 3HAYUMOTO OOBEKTAZ W3 OKCILUIyaTalldH MOJDKEH ObITh
OCYILLECTBJIEH COPOC HACTPOEK IPOTPaMMHBIX M IPOrPaMMHO-AINapaTHBIX CPEICTB, B
TOM WUHCIE CPeACTB 3allUThl MHQPOpMAlMH, yAaleHa WHpOpMalHks O CyObekTax
JOCTyNa ¥ OOBEKTax JOCTYyIa, yAaleHbl YYeTHbIE 3allMCH I0JIb30BaTesied, a TaKkxke
HIeHTHGUKAIMOHHAS ¥ ayTeHTH(pUKANHOHHAs HHbOpMalHs CyOBeKTOB JOCTYyTIa.

14.4.Tlpu  BEIBOmEe  3HaYMMOTO  OOBEKTAa M3  OKCIUTyaTalluH  BCA
SKCIUTyaTallHOHHAs HOKYMEHTAlUds Ha 3HAUMMBIH OOBEKT U ero IOJACHCTEMY
6€30MacHOCTH, 3KCILTyaTalldOHHAs JOKyMEHTalMs Ha OT/EJbHbIe CPEeJCTBa 3allUTHI
uH(GOPMAITHH TIOMJIEXKUT APXUBHOMY XPaHEHHIO.

CpokH XpaHEeHHsS JOKYMEHTAUMH OIpEJEIIOTCH CyOBheKTOM KPUTHYECKOH
MHPOPMALMOHHOW  WHOPACTPYKTYpsl B OPraHW3allMOHHO-PACTOPAAUTEIBHBIX
HOKYMEHTAX M0 6€30MaCHOCTH 3HAYUMOTO 00BEKTa.

[Io pemeHHio cyObeKTa KPHTHYECKOM HHGOPMALMOHHOW HHGPACTPYKTypHI
SKCILTyaTallMOHHAsA IOKYMEHTAlWs Ha 3HAYMMBIA OOBEKT U €ro IOJACHCTEMY
0e30MacHOCTH, a TaKXKe OpraHH3alMOHHO-PacIOpIIUTENbHbIE JOKYMEHTHI IO
6e30MacHOCTH 3HAUYMMOrO O0BeKTa (MHCTPYKIWH, DYKOBOACTBa) MOTYT OBITH
YHWYTOXEHBI. B 3ToM ciydae (akT yHMYTOXEHMS MOMIEKUT HOKYMEHTUPOBAHHIO
CyOBEKTOM KPUTHYECKOH HHGOPMAIIMOHHOM HMHQPACTPYKTYphl C  YKa3aHHEM
HAMMEHOBaHMs, COCTaBa JJOKYMEHTOB, CIIOCOO0B M JaThl UX YHHUTOXEHU.

I1I. TpeGoBaHuUs K OpraHU3AIMOHHBIM U TEXHUYECKUM MEpaM,
IPHHMMAEMBIM [Tl 0GecriedeHus 6e30MacHOCTH 3HAYMMBIX OOBEKTOB

15. llenpto obecneueHusi 0e30ITaCHOCTH 3HAYMMOIO OODbeKTa  SBIACTCS
obecrieyen e ero yCToMuMBOTo (pyHKIHOHAPOBAHNS B IPOSKTHEIX PEXXUMax paboTHl B
YCIOBHAX pealM3allid B OTHOMICHHH 3HA4MMOro O00BeKTa yrpo3 0e30oNacHOCTH
uHOpMaIUn.

16. 3amauamu obecnedeHns 6e30aCHOCTH 3HAYAMOT0 OOBEKTA SBIISIOTCS!
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a) MpeI0TBpalleHNEe HEIIPaBOMEPHOTO IocTyna K UH(POPMALINH,
06pabaTeiBaeMOil 3HAYMMBIM OOBEKTOM, YHHYTOXEHHs TaKod HHQpopMaiuu, ee
MOIAGHUITPOBAHHUS, OIOKUpOBaHUS, KOIMHMPOBaHUA, IIpeJIOCTaBICHHS u
PacIpOCTpPaHEH s, & TAKXKE WHBIX HEIIPAaBOMEPHBIX NEHCTBMI B OTHOLIEHHH TakoH
uHpopMaIuy;

0) HefomyIleHHe HMHGOPMALMOHHOTO BO3JEHCTBUS Ha MNpPOrpaMMHBIE U
IIpOrpaMMHO-aNIIapaTHEIE CPEACTBA, B Pe3yIbTaTe KOTOPOrO0 MOXKET OBITh HapyLIEHO
1 (W) IpeKpameno GyHKIMOHAPOBaHUEe 3HAYUMOro 00BEKTa,;

B) obecrieuenne (QYHKIMOHHPOBAaHHMSA 3HAUYAMOTO OOBEKTa B IPOEKTHBIX
pexuMax ero paGoThl B yCIOBHSIX BO3ASUCTBYS yrpo3 0e30MacHOCTH HHGOpMaIWy;

r) obecrieueHrne  BO3MOXXHOCTH  BOCCTaHOBJICHUS (YHKITMOHUPOBAHHUS
3HAYMMOr0 00bEKTa KPUTHYECKOM HHPOpMalMOHHON HHOPACTPYKTYPHL.

17. B 3HaunMMBIX OO0BEeKTaX OOBEKTaMH, MOJUICKAIIMMH 3allUTe OT Yrpo3
Oe3omacHoCTH HHbOopManuu (00bEeKTaMH 3alUThI), SIBJISIOTCS:

a) B UH(QOPMAaLIMOHHBIX CUCTEMAX:

uHdopmanus, odpabaTeiBaeMasi B UHGOPMALIMOHHOMN CUCTEME;

IIporpaMMHO-aNMapaTHbie cpeicTBa (B TOM 4YHCJIE€ MalIMHHbIE HOCHTEIH
uHDOpMaIy, aBTOMATHU3UPOBAHHBIE pabouue MecTa, CepBEPEI,
TeJeKOMMYHHKAIIMOHHOe  O0OpYNIOBaHWe, JIMHUM CBS3H, CpefcTBa 00paboTKu
OyKBEHHO-LIU(PPOBOM, rpaduIecKoii, BUACO- U peueBoii HH(POpMaLH);

IPOTrpaMMHBIE CpPeACTBa (B TOM HYHCIE MHKPONPOIPaMMHOE, OOINECHCTEMHOE,
IPHKIIaHOE [TPOrpaMMHOe obecTieyeHue);

CpeICTBa 3alUTH HHpOpMAaLIHK;

apXUTEKTypa ¥ KOHQUTypalys HHGOPMALMOHHON CUCTEMEI,

0) B HHGOPMAIMOHHO-TEIEKOMMYHUKAIMOHHBIX CETAX:

uHpopManus, epejaBacMas o JUHUSAM CBA3H;

TEIEKOMMYHHKAI[MOHHOE o0opyHoBaHHe (B TOM 4HClIE IIPOrpaMMHOE
obecrieueHne, CCTEMa yIIPaBICHU);

CpeICcTBa 3alIUThl HHpOpMAaLnY;

apXUTEKTypa | KOH(HUTypauus HHGPOPMAIHOHHO-TENEKOMMYHHUKAIIMOHHOM
ceTu;

B) B aBTOMATH3HPOBAHHBIX CUCTEMAX YIIPABIICHUA:

uabopManud  (JaHHbIE) O mapaMeTrpax  (COCTOSHHM)  YIPaBIIeMOTO
(KOHTpoNUpyeMoro) obbeKTa WiId Iporecca (B TOM 4HCIe BXOAHAS (BBIXOIHAs)
uH(OpMaIus, yrpasistomas (KOMaHaHas) WHGOpMaLs, KOHTPOJIbHO-U3MEPUTENbHAS
MHpOpMalKs, MHAS KPUTHIECKH Ba)kHas (TeXHOJOrHIeckas) HHpopManus);

IporpaMMHO-aNmapaTHele CcpeAcTBa (B TOM 4YHCIE aBTOMATH3UPOBAaHHbIC
paboure MecTa, IPOMBILUIEHHEIE CEPBEPHI, TEICKOMMYHHKAIMOHHOE 00OpYI0BaHue,
JWHHMH CBSI3HM, IIPOrpaMMHpYyeMble JIOTHYeCKHe KOHTPOJUIEPEHI, IIPOM3BOJICTBEHHOE,
TEXHOJIOTHUECKOE 060pymoBaHue (KCIIOMHUTENbHBIE YCTPOUCTBA);

NpPOrpaMMHEIE CpPelCTBa (B TOM HYHCIE MHKPOIPOIPaMMHOE, OOIIEeCHCTEMHOE,
IpUKJIaHOE TPOrPaMMHOe obecTieYeHue);

CpeICTBa 3alUTHl HHPOpMAaLIHH;

ApXUTEKTYpa ¥ KOH(PUTYpaIlHs aBTOMAaTU3UPOBAHHON CUCTEMBI yTIPABJICHHUS.




17

18. Obecmeyenrne 6e€30MacHOCTH 3HAYUMOTO OOBEKTa JOCTUTaeTcs IMyTeM
TMPYHATHA B PaMKax MOJCUCTEMBI 0€30IIaCHOCTH 3HAYMMOr0 00BEKTa COBOKYIHOCTH
OpraHM3alOHHBIX M TEXHMYECKUX Mep, HaNpaBleHHBIX Ha OJOKHpOBAHME
(HelTpanu3anuo) yrpo3 0e30macHOCTH HHPOpPMAaUWH, peani3alys KOTOPBIX MOXeT
TIPUBECTH K MPEKPAIIEHHIO WM HapylIeHHIO (GYHKIIMOHMPOBaHHS 3HAYUMOr0 o0BeKTa
u obecreunBaommero (yIpasiseMoro, KOHTPOIHPYEMOro) MM IIpouecca, a TaKKe
HApyIIGHWIO  Oe30macHOCTH  o6pabaThiBaeMod  WH(OpMALUH (HapyLIEHUIO
JOCTYITHOCTH, [eJIOCTHOCTH, KOH(GHIECHIMATEHOCTH HHHOPMALHH).

OpraHu3alliOHHBIE W TEXHHYECKHE Mephl IO obecredeHui0  6e30macHOCTH
3HAYAMOTO OGDBEKTa NPUHEMAIOTCS CyOBEKTOM KPHUTHYECKOH HHGOPMAlHOHHON
MHAPACTPYKTYPHl COBMECTHO € JTMIOM, KCIUTyaTHPYIOUIMM 3HA9MMbIA 06BEKT (ipu
ero Hanuuuu). IIpH 3TOM Mexnay CyOBEeKTOM KpUTHUECKOH HHGOPMAlOHHOH
HHGPACTPYKTYphl H JIAIOM, SKCIUTYyaTHPYIOMMM 3HAYAMBIA OOBEKT, JOIDKHO OBIThH
TIPOBEJIEHO pasrpanuveHre GYHKIUHA 0 obecredeHuio 0e30I1aCHOCTH 3HAaYMMOrO
00BbeKTa B X0/l €ro 3KCILIyaTalluu.

19. Meprl 1o ofecredeHnio GE30MACHOCTH BBIOMPAIOTCS ¥ PEallU3yloTCs B
3HAYUMOM OOBEKTE C YUE€TOM Yrpo3 0e30HacHOCTH MH(OpMaliy MPUMEHHTENBHO KO
BCEM OOBEKTaM M CyObEKTaM JOCTYyIla Ha allapaTHOM, CHCTEMHOM, NPHUKIAJAHOM H
CETEBOM YPOBHSX, B TOM YHCIIE B CPeZie BUPTyaIH3aluy.

20. Mepsl 1o obecredyenno 6e30macHOCTH 3HAYMMOr0 00BeKTa IPUHUMAIOTCS
cyOBEKTOM KpUTHUYECKOH MHGOPMAIMOHHOKW HHGPACTPYKTYphl CAMOCTOATENBHO HITH
npd HEOOXOAMMOCTH C TIPUBIEYEHHEM B COOTBETCTBUM C 33aKOHOIATEIBCTBOM
Poccuiickoit @epeparuy opraHu3alii, UMEIOIUX B 3aBUCUMOCTH OT uHbopmaluy,
0GpabaTEIBaeMOi 3HAYMMEIM OGBEKTOM, JIHLEH3HIO HA AEATENHOCTD 110 TeXHHIECKOH
samuTe MH(OPMALMH, COCTABNSAIOMEH TOCYIapCIBEHHyIO TaliHy, © (WIH) Ha
eSTENHHOCTD TI0 TEXHAUECKOH 3aIiTe KOHQIIeHIMATBHONH HHOpMaIuy

21. TlpuHAMaeMble OpTaHM3aLMOHHbIe M TEXHHYECKHE MEpbI 0 00eCTeYeH IO
0e30MacHOCTH 3HAUMMOro OOBEeKTa MJODKHBI COOTHOCHTBCS C MepaMu IO
IIPOMBIIIIEHHOH, GYHKIMOHATBHON Ge30IaCHOCTH, HHBIMH MEPaMH IO 00eCTIeHEeHHIO
6e30MacHOCTH  3HAUMMOTO O0BEKTa M obecrednBaroiero  (ymnpasiseMmoro,
KOHTPOIMPYEMOro) o0BeKTa WM Ipoliecca. IIpu 3TOM Mepbl MO OOECHIEUEHHIO
6e30MacHOCTH 3HAYMMOI0 OOBEKTa He JOJKHBI OKa3hIBaTh OTPHIATEIBHOTO BIHAHHUS
Ha QyHKIMOHMPOBaHHE 3HAYMMOT0 0OBEKTA B IIPOSKTHBIX PeXKHMax €ro paboTHI.

22. B 3HauMMBIX OOBEKTaX B 3aBUCHMOCTH OT MX KaTeropwyd 3HAYUMOCTH M
yrpos GesomacHocTd WHGOPMAlUM JOKHBI OBITH peaNH30BaHbl  CIIELYIOLIHC
OpraHM3alMOHHBIE ¥ TEXHUYECKHUE MEPHI:

nneaTruKays u ayrentudukanus (MAD);

ynpasnenne gocrynoM (YIII);

orpannyenue nporpammuoii cpenst (OIIC);

3aIUTa MAIMUHHBIX HocuTenei nuadopmarmu (3HU);

ayaut 6e3omnacaoctd (AY J);

aHTUBHMpYyCHas 3amuTa (AB3);

IpeoTBpalieHHe BTOPKeHUH (KoMIbloTepHEIX atak) (COB);

obecnieuenne nenoctaocta (OLUI);

obecneuenue pocrynHoct (OT);
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3ammTa Texaudeckux cpeacts u cucreM (3TC);

3aluTa UHOOPMALUOHHOM (aBTOMATH3UPOBAHHOI ) CHUCTEMBI U
ee kommonenToB (3UC);

[LTAHMPOBAHHE MEPOIIPHATHIA 110 obecnedenuro 6e3onacuoctd (ILIH);

ynpasienue konduryparuei (YK®);

ympapieH#e oGHOBIEHUAMH TIporpaMmHoro obecneuenus (OI1O);

pearupoBaHue Ha HHITMIEHTH HEpOpMaLioHHO# Gesonackoctd (VHLI);

obecneuenue aeiicTBril B HemTaTHeIX cutyauusx (JHC);

uHdopMupoBaHue U 00yuenye nepconana (UI10).

CoctaB Mep TO obecriedeHn0 (e30MacHOCTH 3HAYMMBIX OOBEKTOB B
3aBUCUMOCTH OT KATErOPHM 3HAYAMOCTU INPHUBEAEH B MPUIOXKECHHH K HACTOAIINM
TpeGoBaHUAM.

Tlpy peainsalyy Mep MO OOeCIeYeHHI0 Ge30MacHOCTH 3HAYMMBIX OOBEKTOB
IPAMEHSIOTCS MeTOAWYECcKHe NOKyMeHTHl, paspaborannbie ®CTOK Poccnu B
COOTBETCTBUHM ¢ MOAMYHKTOM 4 mynkta 8 Ilonmoxerus o ®ezepanbHOR ciyx0e o
TeXHUYECKOMY H OSKCIIOPTHOMY KOHTDOJIO, yTBepXAeHHoro YkasoM Ilpesunenra
Poccuiickoit ®eneparuu ot 16 arycra 2004 r. Ne 1085.

23. BeiGop Mep 1o ofecrieueHuio 6e30acHOCTH 3HAYMMBIX OOBEKTOB JUIA HX
peau3aliy BKIIIOYAeT:

a) onpefieneHne 6asoBoro HaGopa Mep 1o ofecnedyeHUI0 Ge30MacHOCTH
3HAYMMOT0 00BEKTA;

6) anantanmio Gazoporo HaGopa Mep 1O ofecredeHHI0 Oe30IaCHOCTH
3HaYHUMOTO OOBEKTA;

B) IOLIOTHEHHE aJaNTUPOBAHHOrO Habopa Mep Mo 00eCTIeYeHHI0 Oe30MacHOCTH
3HAYUMOro 00BEKTa MepaMH, YCTAaHOBJICHHBIMM MHBIMH HOPMATUBHBIMM IIDABOBBIMH
aKTaMH B 00ONacTH obecriedeHHs 6e30MacHOCTH KPUTHYecKod WH(POPMAalMOHHOH
uHdpacTpykTypbl Poccuiickoit @enepaiivu 1 3alIUThI HHbOpMaIUH.

Ba3oBbli HaGop Mep IO obecmedeHHI0 Oe30IaCHOCTH 3HAYUMOro OOBEeKTa
OTIpe/ieIsIeTcs Ha OCHOBE YCTAHOBJEHHON KAaTeTOPHH 3HAYMMOCTH 3HA9MMOr0 00BEeKTa
B COOTBETCTBHH C IPHJIOKEHHUEM K HACTOAMIUM TpeOOBaHMAM.

BasoBsiii HaGop Mep MO obecledyeHMIO (GE30MACHOCTH 3HAYMMOrO OOBeKTa
MOJJISKAT aNaNTaAlMd B COOTBETCTBHH C Yrpo3aMud Ge30MacHOCTH WH(pOpManuy,
IPUMEHSEMBIMA ~ MH(GOPMALMOHHBIMA ~ TEXHOJNOTHSAMH M OCOOSHHOCTAMH
YHKIMOHMpOBAHHs 3HAYUMOTO 06beKTa. ITpu aTOM U3 6a30BOro Habopa MOTyT OBITH
WCKIIOYEHBI  MepBl, HEMOCPEICTBEHHO  CBi3aHHBlE ¢  HH(QOPMAIOHHBIMU
TEXHOJIOTHSIMH, HE UCTIOIb3yEMBIMHU B 3HAUNMOM OOBEKTE, MM XapaKTePHCTUKAMH, HE
CBOWCTBEHHBIMH 3HAYMMOMY 0OBekTy. [lpu amanrtanum 6a3oBoro Habopa Mep MO
obecreueHnIo 6e30MacHOCTH 3HAYNMOTO OOBEKTA ISl KaXHOM yrpo3sl 0€30MacHOCTH
MHQOpMAIMH, BKITIOUYEHHO! B MOJIeb yIPO3, COMOCTABIAETCS MEPa WIH IPyIIIa MEp,
o6ecreunBatonie GIOKIPOBaHHE OIHOM WM HECKONBKHX yrpo3 0e30macHOCTH HIH
CHIDKAIONIME BO3MOXKHOCTh €€ peanm3allMi MCXOMS M3 YCIOBHMA (QyHKUHOHHPOBAHHUA
3Ha9MMoOro o6bekTa. B ciyuae ecinu 6a3oBhli HaGop Mep He NO3BONAET 00eCIednTh
610KUpOBaHHe (HEHTpaIu3allMiO) BCeX Yrpo3 6e30macHOCTH MH(OpMAlMd, B HETO
NOMONHUTENIFHO BKIIOYAIOTCS MeEpBI, NPUBEACHHBIE B IMPUIOKEHUH K HACTOSIINM
TpebGoBaHusM.
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JlonoNHe e afanTHPOBAHHOIO Habopa Mep Mo obecredeHHIo 0e30MacHOCTH
3HAYMMOIO OOBEKTa OCYINECTBIAETCS C LENBI0 BHINONHEHHS TpeboBaHuid,
YCTAHOBJIEHHBIX HHBIMHA HOPMATHBHEIMU NIPABOBBIMH aKTaMHU B 0671acTH obecneyeHs
6€30MacHOCTH KPUTHUYECKOM HH(POPMAIIMOHHOM MHQPACTPYKTyphl U  3alIUThI
unpopmanun. JlomonHeHHe aJalTHPOBaHHOro Habopa Mep MPOBOMUTCS B CIydae,
eclli B OTHOUIEHHMH 3HAUYUMOro OO0BEKTa B COOTBETCTBHM C 3aKOHOIATENHCTBOM
Poccuiickoii ®ezepalliy TakKe yCTaHOBIEHBl TpeGOBaHHUS O 3allUTe MHQOpMaluw,
cozepaieiics B TOCYJapCTBEHHBIX HH()OPMAIMOHHBIX CHCTEMaX, TpeGoBaHHMA K
3alMTe EPCOHANBHBIX JAHHBIX NP UX 00paboTke B MH(POPMAIMOHHBIX CHCTEMAaX
TIepCOHANBHBIX JAHHBIX, TpeOoBaHust K Kpunrorpadmdeckoll 3ammre HH(bOpMAUH
WIM uHBle TpeGoBaHWs B oOOnacTd 3amuTel HHQOpMaMU M olecredeHus
6€30MaCHOCTH KPATHYECKOH HHGHOPMAIIMOHHON HHPPACTPYKTYPHI.

24.B cmydae ecnM 3HAQUMMBIA OOBEKT SBJISETCA TOCYNapCTBEHHOM
MHGOPMALMOHHON CHCTEMOM WiIM WHGOPMALOHHON CHCTEMOM TEPCOHAIBHBIX
JaHHBIX, MEpEI [0 06eCcIeueHHI0 6e30MacHOCTH 3HAUNMOrO O0BEKTa M MEPHI 3aIlUThI
nHpopManuk (0 OOECIEYeHHI0 MepCOHANBHBIX JAaHHBIX) NPHHUMAIOTCS B
COOTBETCTBUHM C 0OoJiee BBICOKOI KaTeropvell 3Ha4YMMOCTH, KJIacCOM 3allHUIIECHHOCTH
WA YPOBHEM 3alIMIIEHHOCTH IIEPCOHANBHBIX JaHHEIX.

25.Ecnu  TpUHATEIE B 3HAYAMOM OOBEKTE Mepbl IO  OOeCreveHHIo
TIPOMBIIIEHHOH, QYHKIIMOHAIBHON (Ge3011aCHOCTH U (M) (pU3HYECKOH 6e301aCHOCTH
JTOCTaTOYHBI JUIS GIOKMpOBaHMA (HEHTpaIM3aluu) OTAENBHBIX yrpo3 0€30macHOCTH
MHGOPMAIHH, JONOIHUTEIBHBIE MePbI, BEIOPaHHBIE B COOTBETCTBUHM C IyHKTaMHu 22 U
23 Hacrosumx TpeGoBaHuil, MOryT He mpuMeHsThCs. IIpH 3TOM B X0 paspaboTKu
OPTaHHM3alMOHHBEIX M TEXHWYECKUX Mep MO obecredeHnIo Ge30macHOCTH 3HaYUMOro
o0beKkTa HOKHA OBITh 00OCHOBaHAa JOCTAaTOYHOCTH IPHMEHEHUsT Mep IIo
006ecIieueHHI0 NPOMBIILIEHHON Ge30MacHOCTH Wi (GU3MIecKol O€30MacHOCTH i
6IOKMpOBaHMsS  (HEWTpaiu3alMu)  COOTBETCTBYIOIIMX  yrpo3  0e30macHOCTH
rHbOopMaIun.

26.1lpy OTCYTCTBMHM BO3MOXHOCTH pe€alM3allid OTAENBHBIX MEp IO
obecrieueHr0 6€30MacHOCTH U (MJIH) HEBO3MOXHOCTH HMX IIPUMEHEHHS K OTACIBHBIM
00BexTaM 1 CyOheKTaM JOCTYIa, B TOM 9HCJIE BCIEACTBHE UX HETaTUBHOIO BIMAHUS
Ha (QYHKIHOHMPOBAHHE 3HAYAMOTO OOBEKTa B IPOEKTHHIX PEeXHMaX 3HAYUMOIro
00bEKTa, HO/DKHBEI OBITh pa3paboOTaHbl M BHEAPEHBl KOMIICHCHPYIOIIME MEPBI,
obecrieunBaromye  OJOKMpOBaHME  (HeWTpanu3amuio)  yrpo3  0e30macHOCTH
MHObOPMAIMH C HEOOXOIMMBIM YPOBHEM 3allMIIEHHOCTH 3HAYMMOro oObekra. lIpu
3TOM B XOJ€ Pa3pabOTKH OPraHM3allMOHHBIX H TEXHHYECKHUX MEpP MO OOECHEYEHHIO
6€30IacHOCTH 3HAYUMOTO OOBEKTa [ODKHO OBITh OOOCHOBaHO MpPHMEHCHHE
KOMITEHCHPYIOIIAX Mep, a NpH NPHEMOYHBIX MCIBITAHUAX (aTTeCTallky) OLCHeHa
JIOCTATOYHOCTD U aJeKBATHOCTh JAaHHBIX KOMIIEHCHPYIOIINX Mep Ansd GIOKHpOBaHUS
(HeliTpanu3aiyn) yrpo3 6e30macHOCTH HHQOpPMAaIIWH.

B kauecTBe KOMIEHCHPYIOUIMX Mep MOTYT OBITh PacCMOTPEHBI MEphI IIO
o6ecredeHHI0 IPOMBIIIIEHHON, QYHKIIMOHATBHON U (WH) GU3MIECKOH 6e30IacHOCTH
3HAUYAMOTO O0BEKTA, MTOIAEPKHUBAIOIIE HEOOXOAMMBIN YPOBEHD €T0 3aIlUIIEHHOCTH.

27. TexHUUeCKHe Mephl TI0 obecedeHno GE30IIaCHOCTH B 3HAYAMOM OOBEKTe
pEaIu3yIOTCA  IIOCPEJCTBOM  HCIONBb30BAaHMS MPOTPaMMHBIX M IPOrpaMMHO-
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alIapaTHBIX CPEJCTB, MPUMEHSEMBIX Il oOecleueHHsi Oe30MacHOCTH 3HAYHMBIX
OOBEKTOB — CpeICTB 3allUThl HHGOpMamuu (B TOM 4YHCIe BCTPOEHHBIX B
obLIecucTeMHOE, IPUKIAIHOE IIPOrPaMMHOE 00ecIIeUeHHE).

ITpu 3TOM B IPUOPUTETHOM TOPSAAKE MOAJIEXKAT IPUMEHEHHIO CPE/ICTBA 3aIUTHI
WH(GOpPMAIlH, BCTPOCHHBIE B MPOrpaMMHOe ofecreueHHe W (Wid) IIpOrpamMMHo-
almaparHble CPEICTBA 3HAUYMMBIX 00BEKTOB (IIPH UX HATIUYHK).

28. Jlnsn obecnedeHuss Ge30MACHOCTH 3HAYUMBIX OOBEKTOB KPMTHYECKOH
UH(OPMAIIMOHHOW WHOPACTPYKTyphl JTOJ/DKHEI IIPHMEHSTHCS CPEACTBA  3aIlUTHI
MH(MOPMAIHH, HPOIIEIIHE OLUEHKY Ha COOTBETCTBHE TPeOOBaHMAM 110 Ge30IIaCHOCTH B
dopmax 006s13aTeNbHOM CepTUDUKALY, UCTILITAHUA WIH PUEMKH.

CpezncTBa 3aIuTH MHGOPMAIUH, MPOILIEAIINe ONEHKY COOTBETCTBHS B (opMme
00s3aTeNbHOM  CepTHOHMKANUM, TNPUMEHAIOTCA B ClydYasX, YCTAaHOBIIEHHBIX
3aKOHOATEIhCTBOM Poccuiickoii @enepanuy, a Takke B Cllydae NPHUHATHA pEIICHUS
CyOBEKTOM KPHTHIECKOH HHHOPMAMOHHON HHPPACTPYKTYPHI.

B HHBIX CITyYasx IPUMEHSIOTCS CPEeICTBA 3aIUTHI MHPOPMAIMH, NPOLLIC/IITe
OLIEHKY COOTBETCTBUS B (opMe HUCIBITAHUM HJIM IPUEMKH, KOTOpPbIe IPOBOIATCS
cyObeKTaMU KpUTHYECKON HHGOPMAIIMOHHON MHPPACTPYKTYPhl CAMOCTOSTENBHO MU
C NpuBJIE€YEHHEM OpraHU3alyii, UMEIOIIMX B COOTBETCTBHU C 3aKOHOATEIBECTBOM
Poccuiickoit ®efepanuy IMIEH3MHA Ha JEATEIbHOCTH B OONACTH  3alUTHI
uH(bOpMAaIUH.

HcnpiTanus (IpydeMKa) CpeliCTB 3alIUThl MHGOPMALUM IPOBOASTCS OTAENBHO
WM B COCTaBe 3HAYMMOTo 00BEKTa KpUTHIECKOH HH(GOPMaMOHHOH HHPPaCTPYKTYPhI
B COOTBETCTBHM C TIPOTpaMMOii M METOIWKaMH HCIBITAHUN  (TIPUEMKH),
yTBEPKIaEMBIMH CyOBEKTOM KPHTHIECKO! HHPOPMAMOHHON HHPPACTPYKTYpBI.

29. B cioy4ae HCHOJB30BaHUS B 3HAUYMMOM OOBEKTe CEepTHOMIMPOBAaHHBIX Ha
COOTBETCTBHE TpeOOBaHHWsM II0 0e30macHOCTH HHOOpPMAIMH CPeICTB 3allUTEI
HHOpMAITUK:

a) B 3HAYMMBIX OOBeKTax | KaTeropuud NIPHUMEHSIOTCS CPENCTBA 3aIUUTHI
uHbOpMAIK He HIKe 4 Kiacca 3allliThl, a TAKKe CPeJCTBAa BBIYMCIUTEIBHOM
TEXHUKH He HIDKe 5 KJacca;

6) B 3HaYMMBIX OOBEKTaxX 2 KaTeropuH NPUMEHSIOTCS CPEICTBA 3allUThI
uHGOPMALM He HIDKe 5 Kiacca 3aliiThl, a TaKKe CPEICTBA BBIYMCIUTEIBHOH
TEXHUKH HE HIXKE S5 KJlacca;

B) B 3HAUAMBIX OOBEKTax 3 KaTeropuu IPUMEHSIOTCS CpeICTBa 3allUThI
uHpopMamuy 6 Kiacca 3alIUThI, a TaKXkKe CPEACTBA BBIYMCIMTEILHOW TEXHUKH HE
HIDKe 5 Kjacca.

Ilpu 5TOM B 3HAUYUMBIX 00BEKTax 1 W 2 KaTeropuid 3HaYUMOCTH IIPUMEHAIOTCS
CepTU(HUIMPOBAHHBIE CPEACTBA 3aIUTHl MH(OpPMAIMH, MPOLISIIINE INPOBEPKY HE
HIDKE 9eM 10 4 YPOBHIO KOHTpPOJS OTCYTCTBHS HeACKIapUPOBAHHEIX BO3MOXKHOCTEH.
Cy6BeKTOM KPUTHYECKOH MH(POPMALMOHHOM HHOPACTPYKTYPBI MOXET OBITH PUHATO
pellleHHe O [OBBIICHUH YPOBHA KOHTPOIS OTCYTCTBHS HEAEKJIapHUPOBaHHBIX
BO3MOXHOCTEH CPEJICTB 3aIUTHI HH(POPMAILHH.

Knaccsl 3alUThI OMPEAEIISIOTCS B COOTBETCTBUHM ¢ HOPMATHBHBIMH IIPaBOBBIMHU
aktamu ®CTOK Poccun, W34aHHBIMA B COOTBETCTBHH C MONITyHKTOM 13.1 myHKTa 8
INonoxernuss o MenepanbHoi CIIyX0e M0 TEXHHYECKOMY M IKCIIOPTHOMY KOHTPOJIIO,
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yTBepxaeHHOro Ykasom IIpesunenrta Poccuiickoit @enepanuu ot 16 aBrycra 2004 r.
Ne 1085.

[Ipr WCHONB30BAaHAM B 3HAYMMOM OOBEKTE CPEACTB 3alUTHl MH(bOpMALHH,
cepTH(UIMPOBAHHLIX MO TpeGOBaHMAM 0€30NMacHOCTH HHOpMaLKH, yKa3aHHBIC
CpencTBa JOKHBI OBITH CepTHGHUUUPOBAHBI HAa COOTBETCTBHE O00s3aTEIBHEIM
TpeboBanusaM 1o Oe3omacHOCTH HH(OpPMalMy, YCTAaHOBJICHHBIM HOPMAaTHBHBIMH
IpAaBOBHIMH aKTaMH, WIH TpeOOBaHWAM, YKa3aHHBIM B TEXHHYECKHX YCIOBHAX
(3amaHusx mo 6e30macHOCTH).

®yHKIHY 6€30MaCHOCTH CPEACTB 3aIUTH HHOOPMAIUH JOJDKHBI 00eCIienBaTh
BEINIOJIHEHKE HacToamux TpeGoBaHuil.

30. IlpumeHsieMble B 3HAYMMOM OOBEKTE€ MPOrPaMMHBIE M TPOrpaMMHO-
anmapaTHble CPEACTBa, B TOM WYHCIEe CPEACTBa 3alMThl HMH(OpMALXH, XOKHBL
3KCILTYaTHPOBATECS B COOTBETCTBHH C HHCTPYKIMSIMH (IPaBHIIAMHM) TI0 3KCILTyaTalluH,
pa3paGoTaHHBIME pa3paboTuvKamy (IIPOM3BOAMTENSIMU) 3THX CPEICTB, W HHOMH
AKCILTYyaTal[MOHHOM TOKyMEHTalUEH.

31. [IpuMeHsieMbie B 3Ha4MMOM OOBEKTe IIPOrpaMMHBIC U IIPOTPaMMHO-
alIapaTHble CPeJCTBA, B TOM YHCIE CPe[CTBA 3alUThl HHGOPMAIUH, NODKHBI OBITH
obecrieueHbl TapaHTUIHHOM ¥ (WJIH) TEXHUUECKOHN MOIJEPIKKOM.

IIpu BEIOOPE MPOTrPaMMHBIX M IIPOrPaMMHO-AMIAPATHBIX CPE/ICTB, B TOM YHCIIE
Cpe/ICTB 3alIUTE MHGOPMAlUH, HEOOXOMAMMO YYHUTHIBATh HalMYMe OTpaHHYCHUH Ha
BOSMOXHOCTP HX TIPHMEHEHMS CyObeKTOM KpHTHYeCKoH HMH(OPMAIHOHHOH
HHOPACTPYKTyphl Ha JIO60OM W3 TNPHHAIIEKAUUX €My 3HAYMMBIX OOBEKTOB
KPUTHYECKOH WH(POPMANMOHHOM HMHPPACTPYKTYPhl CO CTOPOHBI pa3spabOTIMKOB
(pow3BoOAMTENEH) M UHBIX JIUIL.

B 3HaunMoM 00beKTE HE TOIYCKAIOTCS:

HaJIM4He yAAJIEeHHOTO JOCTYIa HeMOCPEeICTBEHHO (HANpsMyt0) K IIPOrpaMMHBIM
¥ IpOrpaMMHO-allllapaTHBIM CpeJICTBAM, B TOM UYHCIIE CpeICTBaM 3allMTHI
uHGOpMaLuK, 1151 OOHOBIEHUS WM YIPABIEHUS CO CTOPOHBI JHL, HE SBIIAIOIIMXCSA
paboTHHKaMHK CyOBEKTa KPUTHIECKOH HHPOPMAIMOHHONH HH(PPACTPYKTYPBI;

HAIMYUE JIOKATBHOIO OECKOHTPOJBHOIO JAOCTYa K TPOrpaMMHBIM H
TIPOTPaMMHO-AIIIIAPaTHEIM CPEICTBAaM, B TOM YHCIIe CPEICTBAaM 3allAThl HHPOpMALHH,
JUIsT OGHOBJICHWS HMIH YIPABIEHMS CO CTOPOHBI JIHL, He SBILIOMUXCA pabOTHHUKaMH
cyObeKTa KpUTHIECKOH HHDOPMALMOHHONH HHPPACTPYKTYPHI;

mepenada MHGOPMALMM, B TOM YHCIE TEXHOJOTMYECKOW WH(OpMAINH,
pa3paboTurKy (IPOU3BOAUTENIO) IPOrPAMMHBIX M IIPOrPAMMHO-AINapaTHBIX CPEACTB,
B TOM YHCJE CPEACTB 3AIIMTHl MHGOPMAIMM, WIH HHBIM JHIaM 0e3 KOHTPOJi CO
CTOpOHEI CyOBEeKTa KpUTHYECKOH HHPOPMAIMOHHOH HHYPACTPYKTYPBI.

32.TIpu WCIHONB3OBAHWM B 3HAYMMBIX OOBEKTaX HOBBIX HH(MOPMAIHOHHBIX
TEXHOJIOTMH U BBHISBICHAM JOMONHUTEILHEIX YIPpo3 0e30IMacHOCTH MH(pOpMaluy, NI
KOTOPBIX HE ONpeJeJieHBl Mepbl M0 obecredeHuIo 0e30MacHOCTH, JOIDKHBI
pa3pabaThIBATECA KOMIEHCHPYIOLIHE Mephl B COOTBETCTBHH € IYHKTOM 26 HaCTOAIIMX
TpeboBanuii.
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ITpunoxenue

K TpeGoBaHusAM 110 0OECIIEIEHHUIO
0€30IaCHOCTH 3HAYMMbIX 00BEKTOB
KPUTHYECKO! HHPOPMALIMOHHON
uHdpacTpykryphl Poccriickoit @enepauum,
yreepxaeHHbM nprkazoM @CTOK Poccun ot
«/5» nexabps 2017 r. N 239

CocraB Mep no oGecrniedeHH 0 6e30MaCHOCTH AJIsl 3HAYHMOI0 00beKTa
COOTBETCTBYIOLIEH KAaTeropuu 3HAYHMOCTH

O603Ha- ' Kateropus
YeHUE U 3HAYMMOCTH
Meps! obecrieuenus 6€30MacHOCTH 3Ha9UMOT0 00BEKTa
HOMED 3 2 1
MepbI
I. Unentudukanus u ayreatadukanus (MAD)
} NAD.0 Pa3paboTKa MONATHKA WACHTU(PUKAINH 1 ayTeHTH(QUKAUY + + +
| VnenTnduxanus u ayTeHTH(PUKANUS TOIb30BaTeNeH U
\ UA®.1 TIeHTH(HKAIWS 1 ayTeHTHHKAN R
| WHHUIHAPYEMBIX MU IPOLIECCOB
NAD.2 WUnentuduxaius v ayTeHTHGUKAINS YCTPOHCTB + + +
NA®D.3 VYupapneHue uaeHTHGUKATOpaMU + + +
NAD 4 VrpasneHde cpeacTBaMHA ayTeHTHUKALIMI + + +
NAD.5 Wnentndukanvs v ayTeHTA(UKAINS BHEITHUX TI0Nb30BaTENeH + + +
HAD.6 JIBycTOpOHHSS ayTeHTH(pUKAIHS
HNA®.7 3amuTa ayTeHTHPHUKAIMOHHOW HHGOPMAITUK [IPH Niepeaade + + +
1. Yupasnenue noctynom (YIII)
VIO Pa3paboTka NOMUTHUKH YIPABICHHS JOCTYIIOM + +
VIIJ.1 VipaBieHre YUYSTHBIMH 3alIUCSIMH 110JIb30BATENIEH + +
VIIA.2 Peanu3anus MoNMUTHK YIpaBieHU JOCTYIIOM + +
YIIA.3 JoBepeHHas 3arpy3ka + +
YilJg.4 Paznenenue momaoMounii (posieit) monb3oBaTesc + + +
VIIA.S Hasnauenne MAUHHMAJIBHO HEOOXOIUMBIX NIPaB U HPUBHIICTHH + + +
VIIL6 OrpaHHYeHHE HEYCIIENTHBIX MOMBITOK JOCTYIa B HHGOPMAIHOHHYIO + 4 +
) (aBTOMaTHU3HUPOBAHHYIO) CUCTEMY
VITL7 [Ipexynpexaenue MoIb30BaTeNs IPH €T0 JOCTYIE K
) nHGOPMALIMOHHBIM pecypcaM
VIS OmnoBeleHAe MOIH30BATENS IPHU YCIEITHOM BXOJE O IPEAbITYIIIEM N
) J0CTyIe K HHQOPMAIMOHHOM (aBTOMaTH3HPOBAHHON) CHCTEME
VIIJL.9 OrpaHu4eHHE YUCIIa TapaJUIeNbHBIX CEaHCOB J0CTYIa +
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VIIA.10 briokupoBaHue ceanca JOCTYIIA [TOJIb30BaTENs IIPA HEAKTHBHOCTH
VIILI1 VYupasnenne IeHCTBHSIME MOJB30BaTENeH 10 HACHTHGUKALNHA U
] ayTeHTH()UKAUN
YIIA.12 Yipapnenue arpubyramMmu 6€301aCHOCTH
VIII.13 Peanu3anms 3amMIneHHOro y1ajJeHHoro JocTyna
VI 14 KoHTposs 1ocTyna n3 BHEIMHMX HHPOPMAITMOHHBIX
) (aBTOMaTU3HUPOBAHHBIX) CHCTEM
III. Orpauruenune mporpammuoii cpeast (OIIC)
OIIC.0 Pa3paboTka HOMMTHUKH OrpaHUYEHUS IPOTPAMMHOM CPEbI
OI1C.1 Ynpaenenue 3amyckoM (0OpanieHusIMA) KOMIIOHEHTOB
) MIPOTPaMMHOTO 00EeCTICUCHUS
OIIC.2 YnpaBneHre YCTaHOBKOW (HHCTAJUIALUEH) KOMIIOHEHTOB
) IPOrpaMMHOT0 00€CTICUeHUS
OIIC.3 YmpaBneHHe BpeMEHHBIMY (aiinamu
IV. 3amura MamuHHEBIX HOcHTenel uadopmamuu (3HU)
3HU.0 | Pa3paboTka MOJMTHKH 3alTUTH MAIIMHHBIX HOCHTENCH HHPOpManuu
3HU.1 VYdeT MaIIMHHBIX HOCHTENEH HHPOpMaAUU
3HUD Vnpasnenue Gpu3nueckuM JOCTYIIOM K MAITMHHBIM HOCHTEILSIM
] uHpopMarun
3HI3 KoHTpoIb mepeMenieH s MaITHHHBIX HOCUTeNeH HHPOPMAlIUH 3a
] TpeIeNTbl KOHTPOIUPYEMOt 30HBI
3HUL4 HckmoueHre BO3MOXHOCTH HECAHKIIHOHHPOBAHHOTO YTEHHUS
) uH(GoOpMaIuU Ha MAITAHHBIX HOCHTENISIX HHPOPMaluU
3HILS KoHTpo:b ucnoss30Banus HHTEPGERCOB BBOIA (BHIBOAA)
] HH(pOpMaIHH Ha MAIIHHHBIE HOCHTENN HHpOpMauu
3HILG KonTpons BBoAA (BEIBOZIA) HH(GOPMALUY Ha MAIIHHHBIE HOCUTEIIH
] nHbopManun
3HI.7 KOoHTpOJIb MOAKITIOUSHHS MAIIMHHBIX HOCUTEIeH HHGOpMaIiu
3HIL.8 Vuuuroxenue (CTupanue) HHGOPMAIIUK HA MAIIMHHBIX HOCHTEIISIX
) HHGOPMAITHI
V. Ayaut 6e3omacaoctu (AVY]I)
AYL.0 PazpaboTka nomuTukd ayaura 6€30macHOCTH
AV].1 HuBeHTapu3anus HHGOPMAIUOHHBIX PECYPCOB
AV].2 AHanu3 ySa3BUMOCTEH B UX YCTpaHEHHE
AVI3 I'enepupoBaHHe BPeMEHHBIX METOK M (WJIH) CHHXPOHU3ALHL
) CUCTEMHOTO BPEMEHN
AV]l4 Perucrparus coOpiTuii 6€30MacHOCTH
AV]LS KoHTpoJk 1 aHaTH3 ceTeBoro Tpaduka
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AY].6 3amuTa HHPOPMAIHH O COOBITHAX 0€30I1aCHOCTH

AV].7 MonuToprHT 6€3011aCHOCTH

AV]L.8 PearupoBanre Ha cOOU MPH perucTpauuil coObITHH 6€30IacHOCTH + + +
AVY]I.9 AHaimu3 JIeHCTBUH TOIB30BATENCH +
AY].10 TIpoBeneHye BHYTPEHHUX ayAUTOB + + +
AV].11 IIpoBeneHne BHEMHUX ayUTOB +

V1. AntuBupycHas 3amuta (AB3)

AB3.0 Pa3paboTka MOJHTHKH aHTHBHPYCHOM 3aIllUTHI
AB3.1 Peanm3anus aHTUBUPYCHOM 3aIUTHI
AB3.2 AHTHBHUpYCHasI 3alIIUTa JIEKTPOHHOM [TOYTHI U HHBIX CEPBHCOB + + +
AB33 KoHTponb HCHoIh30BaHUs apXUBHBIX, HCIIONIHAEMBIX U +
) 3amu@poBaHHBIX (aiinoB
OG6HoBNeHHE 6a3bl TaHHBIX PU3HAKOB BPEIOHOCHBIX
AB34 5 p pen n N +
KOMIIBIOTEPHBIX MPOrpaMM (BUPYCOB)
AB3.S Hcnonb3oBanue cpeacTB aHTHBUPYCHOM 3alUTHl pa3IMYHBIX +
) MPOU3BOIUTENEH
VII. IlpenorBpainenue BropkeHu# (koMibioTepHbx atak) (COB)
COB.O Pa3paboTka NOMHTHKY MPeIOTBPAICHHS BTOPKESHU I + +
' (KOMIIBIOTEPHBIX aTakK)

COB.1 OObHapy>xeHue U MPeIOTBPAICHUE KOMIIBIOTEPHBIX aTak + +
COB.2 OO6HOBJIeHHEe 6a3bl PEIIAIOLTHX TPaBILI + +
VIIIL. O6ecneuenne nemoctHocTH (OLJ)

OLJI.0 Pa3paboTka NOMUTHKY 06€CTIEYEHHUS LIEITOCTHOCTH + + +
OLJI1 KoHTpoIs 1Ien0cTHOCTH NpOrpaMMHOro oOecTiedeHus + + +

OLJL.2 KonTtpoms nenoctHocTd nHGOpMauu
OIL[L3 Orpaanyenus no BBoxy nHpopMaLuy B HHPOPMATHOHHYIO +
' (aBTOMaTU3UPOBAHHYIO) CHCTEMY
KOHTpOJIb TaHHBIX, BBOJUMBIX B HH)OPMAIHOH
OLUL4 poT: A X (opMALHOHAYIO T -

(aBTOMaTH3UPOBAHHYIO) CHCTEMY

KoHTpoJs ommO09HbIX NEHCTBUIN MOTb30BaTeNel Mo BBOAY U (MJIH)
OLJL5 nepenade HHPOPMAINH U IIPEAYTIPEKICHHE TTOIB30BaTeNeH 00 + +
OMHOOYHBIX JIeHCTBUIX

OLJL.6 O6e3nnuuBanue u (WiK) JenaeHTHUKAIAS HHHOPMALTHN

IX. O6ecneuenue pocrynmnoctu (OT)

OAT.0 Pa3paboTka HOJUTHKH 00€CTICUCHUS TIOCTYITHOCTH +

OJT.1 Hcnomnp3oBanue 0TKa30yCTONIMBEIX TEXHIYECKUX CPEACTB
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OJT.2 PezepBupoBanue cpeCcTB U CUCTEM + +
OAT.3 KoHTposb 6e30TKa3HOTO (PYHKIIMOHUPOBAHUS CPEICTB U CUCTEM + +
OlTA4 PesepBHOE KOMMpOBaHHe HHPOPMAIHH + +
OAT.5 OGecnieueHre BOZMOXXHOCTH BOCCTAHOBIICHHS HHGYOpMAIUH + +
ONIT.6 ObecneueHne BO3MOKHOCTH BOCCTAHOBJICHHUS IIPOrPaMMHOIO + 4
) obecrieueHns MPU HEIITATHHIX CHTYaAIMIX
ONT.7 | Knacrepusamws nHGOpMALMOHHOH (aBTOMAaTH3MPOBAHHON) CHCTEMBI
ONIT.S8 KoHTpoJTB TIpenoCcTaBisieMbiX BEIYACIUTEIBHBIX 4 +
) peCypCcoOB U KaHAJIOB CBSI3U
X. 3amuTa TexHAUeCKUX cpeacts u cucteM (3TC)
3TC.0 Pa3paboTka MOJIMTHKY 3aIUTH TEXHUYECKUX CPEACTB U CHCTEM + +
3TC.1 3ammrTa HHGOPMAIIMH OT YTEUKH 0 TEXHUYECKUM KaHaIaM
3TC.2 Opraumn3zaius KOHTPOIUPYEMON 30HBI + +
3TC.3 VYnpasneHue QU3RIECKAM JOCTYIIOM + +
3TC.4 PasMemienue ycTpoiicT BEIBOJIa (0TOOpaxeHus) nHpOpMaIiu, 4 +
' HCKJTIOYAIOINIEe €¢ HECAHKIIMOHUPOBAHHEIA MPOCMOTP
3TC.5 3amura OT BHEITHUX BO3AEHCTBHIT + +
3TC.6 MapkupoBaHue anmapaTHbIX KOMIIOHEHTOB CHCTEMbI OTHOCHUTEIIBHO
) paspenieHHol K 06paboTke HHpOpMauu
X1. 3ammta nHPOPMAIMOHHON (aBTOMAaTH3HPOBAHHOMN) cHCTEMBI 1 ee koMnoHeHToB (3HC)
3UC.0 Pa3paboTka noMuTHKY 32U TH HHGOPMAIHOHHON + +
' (aBTOMaTU3UPOBAHHO) CHCTEMBI B €€ KOMIIOHEHTOB
Paznenenve pyHKuil MO yIpaBieHUIO (AAMUHACTPUPOBAHHUIO)
3UC.1 nHGOPMAIMOHHOM (aBTOMATH3HPOBAHHOM ) CHCTEMOH C HHBIMU + +
byHKIMAMEI
3UC.2 3ammTa nepuMeTpa HHGOPMAITMOHHOM (aBTOMaTH3HPOBAHHON ) 4 4
' CHCTEMBI
31C.3 DureTOHUpOBaHHAS 3aMKuTa HHYOPMAHOHHON 4 +
) (aBTOMaTH3UPOBAHHOI) CHCTEMBI
3MC.4 CermenTupoBanue HHOOPMALUOHHON (aBTOMATH3HPOBAHHOM) + 4
) CHCTEMBI
3UC.5 Opranm3anus JeMIIATAPU30BAHHON 30HEI + +
3UC.6 VYipaBiieHHe CETEBBIMU TOTOKAMHU
3UC.7 Hcnons3oBanue aMysTopa cpeabl QyHKIHOHIPOBAHUS
] nporpaMMHOTo obecnedenus ("'necounnua)
3C.8 CokppiTHE apXHUTEKTYPHI B KOHGUTYpalul HHPOPMAIMOHHON + +
] (aBTOMaTH3WPOBAHHOI) CHCTEMBI
31UC.9 Co3naHne reTeporeHHOR Cpeabl
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Hcnons30BaH#RE MIPOrpaMMHOTo obecredeHus, GyHKIMOHHPYIOLIETO

3UC.10
B Cpeiax pa3IMYHBIX OMEPAHOHHBIX CHCTEM
[IpenoTBparneHue 3aIeP>KKU WM TIPEPhIBAHMS BHIIOJIHEHUS
3UC.11 IIPOIECCOB C BHICOKUM IIPHOPUTETOM CO CTOPOHBI IPOLIECCOB C
HU3KHAM IPHOPUTETOM
3UC.12 W3onsauus mporeccoB (BHIIOIHEHUE IPOTPaMM) B BBIIEICHHOM
) 00JIacTH aMATH
3UC.13 3amuTta HeM3MeHSIEMBIX JaHHBIX
3UC.14 Hcnonb3oBanue Henmepe3anichiBaeMbIX MAIIMHHBIX HOCUTENEH
) nHOpMaIIH
3UC.15 Peanmmu3anys 371€KTpOHHOTO IIOYTOBOIO OOMEHA C BHEITHAMU CETSIMH
’ Yyepe3 OrpaHHYSHHOE KOJIMYECTBO KOHTPOIUPYEMBIX TOUEK
3UC.16 3amura OT ciama
3UC.17 3amuTa HHGOPMAIIUK OT YTEUEK
31C.18 BrokupoBka AOCTyTIa K caiiTaM HiIH THIIAM CalTOB, 3alIPELICHHBIX K
) HCIOJIb30BaHHIO
3UC.19 3amuTa nHGOpPMANKY NIPH ee Iepeade o KaHajlaM CBSI3H
3UC.20 ObecrieueHne JOBEPEHHBIX KaHalla, MapIIpyTa
3UC21 3anpeT HeCaHKIIMOHUPOBAaHHON yJAJICHHOH aKTUBAIMU
) nepu@epuiHbIX YCTPOHCTB
3UC.22 Ypasnenue arpubyramu 6€30MaCHOCTH NP B3aUMOJIEHCTBHH €
’ HHBIMU HH(OPMAITMOHHBIME (aBTOMAaTH3HPOBAHHBIMH) CUCTEMAMH
3UC.23 KoHTpoJ1b uenmotb30BaHus MOOUIBHOTO KOJIa
31UC.24 KoHTposb nepenagn peueBoii mHGopMaiu
3UC.25 KonTtpons nepeaaun BuaconHpopMaIin
3UC.26 [ToaTBepkIeHHe MPOUCXOXKICHUS HCTOYHUKA HH(POpMaLHK
31UC.27 ObecneueHne NOJATMHHOCTH CETEBBIX COCIMHECHUN
31UC.28 HckmoveHne BO3MOKHOCTH OTPHIIAHHS OTIPaBKY HHPOPMAIHH
3UC.29 HckmoyeHne BO3MOKHOCTH OTPUIAHHS TIONTyYeHHS HHPOpMaLUH
31C.30 Hcnonp3oBaHue YCTPOKCTB TEPMUHATIBHOTO JOCTYTIA
3UC.31 3aimTa OT CKPBITHIX KaHAJIOB Iepeiavu HHPOpMaIIN
3UC.32 3amuta 6ecripOBOAHBIX COEANHEHUH
31UC.33 Uckimouenne noctymna depes od1nue pecypesl
31C.34 3aumTa oT yrpo3 oTkasza B obcnyxusanuu (DOS, DDOS-atak)
3UC.35 VipaBieHue CeTeBEIMH COEIUHCHUSIMU
31C.36 Co3nanwe (SMYJIAIHS) JTOXKHBIX KOMIIOHEHTOB HH(OPMAITOHHBIX
) (aBTOMaTH3UPOBAHHBIX) CHCTEM
31C.37 IepeBox napopManuoHHOH (aBTOMAaTH3HPOBAHHON) CHCTEMEI B
' 6e30macHOe COCTOSHIE TIPH BO3HUKHOBEHNH OTKa30B (COOEB)
31C.38 3amuTa HHpOPMAITHH TIPH UCIIOIE30BAaHUHA MOOHMIIBHBIX YCTPOHCTB
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VipaBiieH#e nepeMelieHueM BUPTYTbHbIX MaIlIH (KOHTEHHEPOB) U

3UC.39 +
oOpabaThIBaeMBIX Ha HUX JAHHBIX
XII. PearupoBanue Ha kommbroTepHble HHIMAEHTH! (MTHI)
WHIL.0 | Pa3paboTka MOMMTUKY pearupoBaHus Ha KOMIIBIOTEPHBIC HHIMACHTHL | +
MHII.1 BrIsB/ICHHE KOMIIBIOTEPHBIX HHIUACHTOB +
MHIL.2 HNudopmupoBanre 0 KOMIOBIOTEPHBIX HHITUACHTAX +
HHII.3 AHaJM3 KOMITBIOTEPHBIX HHIUICHTOB +
HMHIL.4 YcTpaneHue NOCneICTBAN KOMIIBIOTEPHBIX HHIIMIEHTOB +
VIHILS [MpunATHE MEp 1O MpeAOTBpAIIEHHIO IOBTOPHOTO BOZHUKHOBEHHUS +
' KOMITBIOTEPHBIX MHIHUJCHTOB
HHIIL.6 XpaHeHUe U 3a10iTa HHPOPMAIVK O KOMIBIOTEPHBIX HHIUACHTAX
XIII. Ynpasnenue kondpurypanueit (YKO)
VK®.0 Pa3paboTka nmonuTHKY yripaBieHus KoHpUrypanuei +
) nHGOPMAIHOHHOH (ABTOMAaTH3NPOBAHHOI) CHCTEMBI
YKoO.1 Wnentudukanus o6HEKTOB YIIPaBIeHAS KOHQUTYpartuen
YK®.2 VYnpaBneHue u3MeHEHUSIMHU +
VK®.3 YcranoBka (MHCTATUIAIMA) TONBKO pa3pelieHHOT0 K HCIIOIb30BAHUIO +
) IpPOTrpaMMHOTO 00eCIeYeHUs
YK®.4 KoHTpous neficTBuii 0 BHECEHUIO N3MEHEHHH
XIV. Yopasnenue o6HOBICHHAMH porpamMMmHoro obecneuenus (OI10)
OI10.0 Pa3paboTka MOMUTUKK yIIpaBlIeHUS OOHOBICHUSIMH IPOTrPaAMMHOIO +
) obecreueHus
OII0.1 [Touck, mosydeHre 0OHOBIEHHI TPOTPAMMHOT0 00ECTICUCHHUS OT +
) JIOBEPEHHOT'O HCTOYHUKA
OI1O.2 KOHTpOITE 11€0CTHOCTH OOHOBIEHHH ITPOTPaMMHOTO 00ECIICUEHUS +
OIlIO.3 TecTupoBanue 0OHOBIECHHUH IPOrpaMMHOTO 00ECIICYEHH A +
OI10.4 YcraHoBKa OOHOBIICHHI TPOrPaMMHOTO 00ECTIEYECHUS +
XV. IInanuposanne Meporpusatuii mo obecreuenuto 6e3onacuoctr (I1JIH)
TUTHLO Pa3paboTka MOMUTUKY TUIAHUPOBAHUS MEPOIPHATHI 1O +
) o0ecIeyeHHIO 3amuThl HHPOpMaIun
TUTH.1 PaspaboTka, yrBep)KIEHHE U aKTyaTH3alis TUIaHa MEPOIIPUATHH 110 +
) 00eCIIeYCHHUIO 3aUTHl HHPOpMAITIH
DT KOHTpOJIb BHIMOTHEHAS MEPONIPUSTHH IO 0OECIICYEHHIO 3ALIMTHI +

uHOpMaLNU
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XVI. Obecnieuenre geicTrit B HemTaTHEIX cuTyanusx (JIHC)

Paspa6oTka nomutuku obecreueHus JeHCTBUI B HEIITATHBIX

JHC.0 + + +
CHTYaIHIX
JHC.1 Pa3paboTka maHa eiiCTBUY B HEIITATHBIX CHTYALUIX + + +
JTHC.2 OO6yueHne u oTpaboTKa JeiCTBUIt MepcoHana B HEIITATHBIX + 4 4
] CHUTYAIUAX
JTHC.3 Co3manue abTepHATHBHBIX MECT XpaHEHUs U 00pabOTKU + 4
) uH(OpMaLMH Ha CIyYail BOSHUKHOBEHHS HEIUTAaTHLIX CHTyallui
PesepBupoBanue NporpaMMHOTO 00ECIEUECHUS, TEXHUYECKHX
JHC 4 CPEIICTB, KAHAJIOB CBSI3W Ha Clly4ail BO3HMKHOBEHHS HEIITaTHIX + +

CUTyalHH

Ob6ecnieyeHre BO3MOXKHOCTH BOCCTaHOBIECHUS UHPOPMALHOHHOH -
JHC.5 (aBTOMaTH3MPOBAHHOI) CHCTEMBI B CIIy4ac BOSHUKHOBCHHS + + +
HE[ITAaTHBIX CUTYaI[HH

Anann3 BO3HHUKINHUX HEIITATHRIX CI/ITyaI_II/Iﬁ U IIPUHATUC MEP 11O

HC.5
A HEIOMYIICHUIO X TIOBTOPHOTO BO3HUKHOBEHUS
XVII. Undopmuposanre u obydenne nepcoraia (MI10)
I/IH0.0 PaspaboTtka momuTuky nHGOPMUPOBaHUS U 0OYUIECHHUS IepcoHAlIa + + +
HuadopmupoBaHue epcoHana 00 yrpozax 6€30macHOCTH + + +
WUIIO.1 uH(pOpMaLHH | O TpaBmwiIax Oe30macHoi paboThl
OOyueHHe MepcoHaia MpaBuiaM 0e30macHoi paboTh + + +
HI10.2
ITpoBeneHue MpakTHUECKHUX 3aHATHH C IEPCOHATIOM IO IpaBHiIaM + +
WUI10.3 Oe3omnacHOi paboThI
KoHTpo1b 0CBETOMIICHHOCTH TepcoHaa 00 yrpo3ax 6e301acHOCTH + + +
UI10.4 uHdopManuy u o npaBmwiax 6e3onacHoi paboThI

«+» — Mepa obecreyeHus 6e30MaCHOCTH BKITIOYeHa B 6a30BbIM Habop Mep Ui
COOTBETCTBYIOLIEH KaTerOpHU 3HAYUMOTO 0OBEKTA.

Mepsl  obecrieueHuss 0e30MacHOCTH, He O0003HAaYEHHBIE 3HAKOM  «ty,
HIPUMEHSIOTCS TPH aJanTalliid M JOMOJHeHHH 0a30BOro Habopa Mep, a TakXkKe INpH
pa3paboTKe KOMIIEHCHPYIOIIUX Mep B 3HAUYAMOM OOBEKTE€  KPUTHYECKOH
UHOOPMALIMOHHOM HHPPACTPYKTYPHl COOTBETCTBYIOILEH KaTeTOPUH 3HAYMMOCTH.




