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006 yrBepxkaennu GopMbl HANPABJIEHUS CBeJEHHH 0 pe3yabTaTax
[IPUCBOEHHSA 00BEKTY KPpUTHYeCKOH HHPOPpManoHHOi MHPPACTPYKTYPBbI
OJIHOH M3 KaTeropuH 3Ha4MMOCTH JIM00 00 OTCYTCTBHH HEOOXOAMMOCTH
NPUCBOCHHUS €My O/THOH M3 TAKMX KaTeropuii

B cootBerctBuM ¢ myHKTOM 3 gacTé 3 crared 6 DemepalbHOro 3aKOHa OT
26 moma 2017 1. Ne 187-03 «O 06e30mMacHOCTH KPUTHUYECKOW HH(MOPMAIMOHHOM
uHppacTpykTypbl Poccuiickoii  ®enepanuu» (CobpaHue 3aKOHOAATENLCTBA
Poccuiickoit ®enepanuu, 2017, Ne 31, ct. 4736) IPU K A 3 Bl B A 10:

V1Bepauth mnpuiaraeMyro (HopMy HalpaBlieHHsS CBEICHHUHA O pe3yibTarax
NpUCBOCHHUA OOBEKTY KpUTHUecKod HH(pOpManuoHHONH MHQPACTPYKTyphl OHOH U3
KaTeropuid 3HAYUMOCTH JIMOO 00 OTCYyTCTBUM HEOOXOIMMOCTH IIPUCBOCHHS €My
OJHOM W3 TaKUX KaT€TOPHH.

JTAPEKTOP ®EJEPAJILHOM CJIYKBHI
0 TEXHHYECKOMY ¥ SKCIIOPTHOMY KOHTPOJIIO

Wﬁ B.CEJIMH




VYTBEPXJIEHA
npukazoM @CTOK Poccnn
oT « #4» mexabps 2017 . Ne 236

dopma

Cgenenus o pe3y/ibTaTax NpHCBOEHH 00BEKTY KPHTHYECKO#
HHPOPMALHOHHOH HHPPACTPYKTYPHI OXHOH H3 KaTeropHil
3HAYHMOCTH JIH00 00 OTCYTCTBHH HEOOXOAMMOCTH
MPHCBOCHHSA €My OJHOH H3 TAKHX KaTeropuii

OrpaHuuuTeNbHAs TOMETKA
WK TPpHG CEKPETHOCTHU
(npu HEOOXOAMMOCTH)

B ®enepanbHyto ciyx0y M0 TEXHUIECKOMY U SKCITIOPTHOMY KOHTPOIIIO

1. CBenenus 06 06bekTe KPUTUUECKOH HHPOPMALIMOHHOM HHPPACTPYKTYPbI

1.1.

HaumeHoBaHKe 00beKTa

1.2.

Anpeca pa3sMmenieHus OOBEKTa,
B TOM YHCJIe afipeca 000CcO0IeHHBIX
nojpasJieneHuit, puiaios, npea-
CTaBUTENBCTB CyOBEKTa KpHUTHYE-
CKOM uH(popMmaoHHOW wuH(pa-
CTPYKTYpHI, B KOTOPBIX pa3Mellia-
IOTCSL CETMEHTHI paclpelelleHHOrO
o0BeKTa (cepBepsl, paboune MecTa,
TEXHOJIOTHYeCKoe, IPOU3BOJI-
CTBEHHOE o00opynoBaHue (HCIION-
HUTEJbHBIE YCTPONCTBA)

1.3.

Cdepa (obmacTs) mesTENBHOCTH, B
KOTOPO# PyHKITHOHUPYET OOBEKT,
B COOTBETCTBHHM C IIYHKTOM 8
cTatbu 2 PefepalbHOrO 3aKOHA

or 26 mons 2017 r. Ne 187-®3
«O 6e30MacHOCTH ~ KPUTHYECKOM
UHPOpPMALIMOHHOW HHMPACTPYKTY-
pe1 Poccuiickon ®@enepanuny

1.4.

Hasuayenune o0beKTa

1.5.

Kputnueckue mnpornecce (ympas-
JIEeHYECKHE, TEXHOJIOTHUYECKUE,




IIPOU3BOJICTBEHHbIE, (DUHAHCOBO-
SKOHOMUYECKHE M (WIH) UHEIE
nporiecchl, GYHKIUH YIIPABICHUS W
KOHTPOJISL), KOTOpble obecreuynBa-
IOTCSI OOBEKTOM

1.6.

Apxutextypa o0beKTa
(omHOpaHrOBasi  ceTb, KIIHEHT-
CepBEpHas CHCTEeMa, TEXHONOTHS
«TOHKUHA KIMEHT», CeTh Iepeauu
JNAHHBIX, CUCTEMA IUCIIETYEPCKOTO
yHnpaBleHUs M KOHTPOIS, pacrpe-
JeNieHHas. CUCTeMa YIIpaBlIeHHS,
UHAasl apXUTEKTypa)

2. CBeneHus 0 cyObeKTe KpUTHIECKOH HHOOPMALIMOHHOM HHMPACTPYKTYPbI

2.1.

HaumenoBanue cyObekra

2.2.

Anpec MeCTOHaXOXIEHUS CYObeK-
Ta

2.3.

JOMKHOCTD, (haMUITHS, UMS,
OT4YeCTBO (IpU HANUYMH) PYKOBO-
IuTeNs cyobekTa

2.4.

JomKHOCTD, (haMUITUS, UMH,
OTYeCTBO (TpU HAIUYHMH) HOJDK-
HOCTHOTO JIMIIa, Ha KOTOpOE BO3-
JOXeHbl (QyHKIMH obecreyueHus
0e30macHOCTH 3HAYMMEIX O0BEK-
TOB, UJIN B CIIy4ae OTCYTCTBUS
TaKOro  JOJDKHOCTHOTO  JIHIIA,
HauMEHOBaHUE JOJDKHOCTH, (aMu-
TSI, UMSI, OTYECTBO (TIpH HATHIHH )
PYKOBOJUTENS CYOBEKTA.

2.5.

CrpyxTypHOe nojpa3ieneHue,

OTBETCTBEHHOE 3a obecredeHue
0e30MacHOCTH 3HAYUMBIX O00BEK-
TOB, JOJDKHOCTh, (haMuiIus, UM,
OTYeCTBO (TPU HAJIUYHU) PYKOBO-
IUTENs. CTPYKTYpHOTO TOpasfe-
NeHus, TeeOH, aapec IEKTPOH-




HOU mMO4YTH (TNpU HANMYWH) HIH
TOJHKHOCTH, (DaMUIIHS, UM,
OT4eCTBO (ITpH HAJIMYKK) IIITATHOTO
CIIEIUAIACTa, OTBETCTBEHHOIO 3a
obecnieueHue 6€3011aCHOCTH
3HaYUMEIX 00BEKTOB, TelleOH,
azpec BJIEKTPOHHOH TOYTH (MpHu
HaJIMUUH )

3.CBeneHus 0 B3aUMOIEWCTBUM O0BEKTa KPUTHYECKOH HH(POPMALMOHHOM
UH(PaACTPYKTYPHI U ceTeil ANeKTPOCBI3H

3.1. | Kareropus ceTn 31eKTpoCBA3N
(ofmmero moONB30BaHUS, BBIAEIIEH-
Has, TEXHOJIOTHYECKas, MMPUCOeIH-
HEeHHas K CeTH CBS3U OOIIEro Mmoiib-
30BaHHA, CHENUATbHOTO Ha3Haue-
HUS, JApYyras ceTh CBSI3H Ui Tiepe-
Jaqd UHQOpMAIMH TpPH MTOMOIIH
BIIEKTPOMArHUTHBIX CHCTEM) HIIH
CBEJCHUS 00 OTCYTCTBHH B3aHUMO-
OedcTBus 00BEKTa KPHUTHYECKOM
MHQOPMALIUOHHOM HHPPACTPYKTY-
PBI C CETSIMH 3NIEKTPOCBA3H

3.2. | HammeHoBaHMe orneparopa CBSI3U

3.3. |Llenp B3auMOJEHCTBHI C CETBIO
ANEKTpOCBs3U (Tepenava (TpHeEM)
“HQOpMaLiK, OKa3aHHEe YCIYT,
yIpaBlieHHe, KOHTPOJb 3a TEXHO-
JIOTUYECKUM, ITIPOHU3BOACTBEHHEIM
obopynoBaHueM  (UCIOJIHHUTEb-
HBIMH yCTPOWCTBAMH ), HHAS TIEJTb)

3.4. | Crioco® B3aMMOOEUCTBUA C CETBIO
3NEKTPOCBA3A C YKa3aHWEM THIIa
OOCTYNMa K CETH 3JeKTPOCBS3H
(mpoBoaHO#, GeCITPOBOIHOI ),
HCTIOJIB3YEeMBIX TEXHOJIOTHi
IOCTyTa, MPOTOKOJIOB B3aHMOJIEk-
CTBHS




4.CBeneHuss 0  JiMIe, OKCIUIyaTHpYIOUIeM  OOBEKT  KPHUTHUYECKOU
MHQOPMaIMOHHOM HHPPACTPYKTYPHI

4.1. | HammenoBanwne IOpPUIUIECKOTO
THLa WK GaMuiIvs, UMs, OTYECTBO
(Mp¥ HaNWMYUW) WHIUBHUIYaIBHOTO
IpeNIpUHAMATENS, OKCIUTyaTHpy-
IOMIET0 OOBEKT

4.2. | Aopec MeCTOHAXOXIECHUS FOPUIH-
YeCKOro JIMIa WM ajpec MecTa
KHUTEJILCTBA WHANBUAYAJTEHOTO
IpEeNNpUHUMATENs, SKCIUTyaTUpy-
IOIIEro 0OBEKT

4.3. | OnemeHT (KOMIIOHEHT) OOBEKTa,
KOTOPBIH SKCIUTyaTUPYETCS JTULIOM
(zeHTp 0OpabOTKYU NAHHEIX,
cepBepHoe 00OpyIOBaHHUE, Tele-
KOMMYHUKaIIMOHHOEe  00O0py/10Ba-
HHE, TEXHOJOTHYECKOe, MPOU3BOJI-
CTBeHHoe o00opynoBanue (HCIOJI-
HUTENbHBIE YCTpPOWCTBA), WHBIC
3JiEMEHTHI (KOMIIOHEHTH)

5.CBefieHUs O TMPOTrpaMMHBIX M IPOTPAMMHO-ANMNAapaTHBIX CpelICTBaX,
UCIIOJIB3yEMBIX Ha 00BeKTe KpUTHYECKOH WHHDOPMAIMOHHON HHPPACTPYKTYPHI

5.1. | HaumeHoBaHus MIPOTPaMMHO-
aNInapaTHbIX CPENCTB

(TTONTB30BATENECKUX KOMIIBIOTEPOB,
CepBEPOB, TEIEKOMMYHUKAI[NOHHO-
ro obopymoBaHus, CpelIcTB Oec-
IPOBOJHOIO JOCTYIA, TEXHOJOTH-
9EeCKOI'0, MPOU3BOJICTBEHHOTO 000-

PylOBaHUSA (MCTIONMHUTETBHBIX
YCTPOYCTB), MHBIX CPEACTB) M MX
KOJIMYECTBO

5.2. | HaumenoBanue oOIIEeCHCTEMHOTO
IIPOrPaMMHOr0 0becriedeHus
(KIMEHTCKHMX, CepBEPHBIX Olepa-
IIUOHHBIX CUCTEM, CPEJCTB
BUpTyalIu3anuy (Ipy HAJIHYHH )




5.3.

HavMenoBanus npukinagHeix
IIpOrpamMM, 00eCTIeYNBaAIOIIIX
BBINOJTHEHNE (yHKIUNA 00beKTa

II0 ero Ha3zHa4YeHHIo (3a HCKIIoue-
HHEM TNPUKIagHBIX  IpOTpaMM,
BXOJSIIIUX B COCTaB JUCTPHUOYTH-
BOB OIIEPAIIMOHHBIX CHCTEM )

54.

IIpuMensiemble cpencTBa 3allUTHI
uHpOpMaLHK (HaMMEeHOBaHHUS
CPEICTB 3aluThl HMHPOPMAIHH,
PEKBU3HTHI CepTU(PUKATOB COOT-
BETCTBUS, HHBIX JOKYMEHTOB,
COIEpKaIluX pe3ybTaThl OLEHKU
COOTBETCTBHSL CPEACTB  3alllUTHI
vHGOPMAIH WITH CBEICHUS O
HEeNpOBEEHUH TAKOW  OILIEHKH;
¢byHKIHN 6e30MacHOCTH
IIPOrPaMMHOr0 O0ecTieueHus1, eCiu
B HETO BCTPOEHBI CPENICTBA 3AILUTHI
uHpopmarmn  (MAEeHTHPUKANHS,
ayTeHTU(UKaIWs, yIpaBlIeHUe
JNOCTYIIOM, PperucTpanus COOBITHH
Oe3omacHOCTH, QUILTPALMS, HUHbIE
(GYHKIUW) WIKA CBEAEHHS 00 OTCYT-
CTBHM CpEICTB 3aIlMThl MHOpOpMa-
UM

6. CeeneHuss 00 yrpozax Oe30macHOCTH WHGOpMAlMM H  KaTErOpHsIX

HapylmiuTeneli B OTHOIIEHMHM  oOBeKTa  KpUTHYecKOil  MHGMOpMaIrMOHHOMN
HHPPACTPYKTYPHI
6.1. | Kareropus Hapymutens (BHEUIHUH

WA BHYTPEHHUI), KpaTKas Xapak-
TEPUCTHKA OCHOBHBIX BO3MOXXHO-
CTel HapylIMTENs [0 peaTu3aluu
yrpo3 Oe3onacHocTd UHGMOpMAIUN
B 4aCTH €r0 OCHAIIEHHOCTH,

3HaHWM, MOTHBALlUM WJIH KpPAaTKOe
000CHOBaHHE HEBO3MOXXHOCTH
HapyLIUTelleM pealu30BaTh YIPO3bl
Oe3zomacHOCTH MHPOpMATUH




6.2. | OcHOBHBIE yrpo3bl 0e30MacHOCTH
“HbOpMAITMH WITH 000CHOBaHHE UX
HEaKTyaJlbHOCTH

7. Bo3aMOXXHEIE MOCNENCTBUA B CliydYa€ BO3HHKHOBCHHSA KOMIIBIOTEPHBIX
HHIUIACHTOB

7.1. | Tunel KOMOBIOTEPHBIX MHIIMACH-
TOB, KOTOPBIE MOTYT HNPOU3OWUTH B
pe3yibTaTe peannu3aliy yrpos
6e3omacHoCTH MH(OPMALIK, B TOM
qycie BCIEACTBUE IIEJieHAIpaB-
JICHHBIX KOMITBIOTEPHBIX aTaK
(oTka3 B OOCTyXWBaHWH, HECaHK-
IVIOHUPOBAHHBIM JOCTYI, yTedKa
IaHHbIX (HapyuleHWe KoHduIeH-
[IAAJIbHOCTH ), MO (PUKAITUSL
(momMeHa) JaHHBIX, HapylleHHe
(GYHKIIMOHMPOBaHMS TEXHUYESCKUX
CPEICTB, HECAHKIIMOHHPOBAHHOE
WCTIONIb30BaHNe BBIYUCITHTETBHBIX
pecypcoB 00BeKTa), Uid OOOCHO-
BaHlIe HEBO3MOXXHOCTH HACTYILIe-
HUSI KOMITBIOTEPHBIX HHITUACHTOB

7.2. | Yiiep0O, KOTOpBIii MOXET OBITh
IIPUYUHEH B pe3yJbTaTe BO3HUKHO-
BEHUSI KOMMBIOTEPHBIX WMHIIU/ICH-
TOB, B COOTBETCTBUH C IOKa3aTe-
JIMH  KpUTEpHUEB  3HAYMMOCTH,
YTBEPKIAaEMBIMU B COOTBETCTBHH C
yHKTOM 1 yactu 2 ctateu 6 Qe-
IepansHOro 3akoHa «O 6e3omacHo-
CTHM KpUTHYECKON HH(POpMaLHOH-
Holl uH(pacTpykTypsl Poccuiickoit
Denepanun» Wi 000CHOBaHUE
OTCYTCTBHUS BO3MOXXHOCTH TIPHYH-
HeHMs ymepba BCIEACTBHE KOM-
IBIOTEPHBIX UHITHICHTOB

8. Kareropus 3HauWMOCTH, KOTOpas MPHUCBOEHA OOBEKTY KpUTHYECKON
UHQOPMAIIMOHHOW MHPPACTPYKTYpPH




8.1. | Kareropuss 3HaumMmocTu, KoTopas
IPUCBOCHA OOBEKTY

8.2. | [lonydeHHble 3Ha4YeHUs MO KaXIO-
My U3 TIIOKasaTeNed KpUTEpUEeB
3HAYUMOCTH ¢ OOOCHOBAHWEM WIIH
uHpoOpMalysi O HENPUMEHHMOCTH
nokasarens K OOBEKTYy C COOTBET-
CTBYIOIIIUM 00OCHOBaHUEM

9. Opranu3ailioHHbIE U TEXHUYECKUE MEPHI, MPUMEHsEeMbIe IJisi 00eCTIedeHUs
0e30IacHOCTH 3HaYUMOTO 0o0BeKTa KPUTHYECKON PHGOPMAIIOHHOM

UHPPaCTPYKTYphI

9.1. | Opranm3amoHHsie  Mepbl  (ycra-
HOBJIEHHE KOHTPOJHPYEMOI 30HEI,
KOHTPOJb (PU3MIECKOTO IOCTYyMa K
00BeKTy, pa3paboTka JOKYMEHTOB
(pernamMeHTOB, WHCTPYKLHMH, PYKO-
BOJICTB) 1O oOecrnedeHnio 6e3omnac-
HOCTH 00BEKTa)

9.2. | TexHuueckue Mepbl N0 UACHTUDH-
Kalliy U ayTeHTU(UKAIH, YIpaB-
JEHUIO JOCTYIIOM, OTPAHUYEHHUIO
IpOrpaMMHOM Cpenpbl, aHTHBUPYC-
HOM 3allluTe W HWHBIE B COOTBET-
CTBHHU C TpeOOBaHUAMU 10 obecrie-
4eHUI0 0e30IacHOCTH 3HaYMMBbIX

00BEKTOB
(HanMeHOBaHME NOMHKHOCTU PYKOBOJUTENS (moAmuce) (uHUTMAITBL, QaMuIvs)
cyOBeKTa KpuTHIeCKOH HH(OPMAIMOHHOM
UHPPaCTPYKTYpHI M.IL
WM YIOJTHOMOYSHHOTO MM JIUIA) (pu HaNMMYMHK TIEYaTH)

« » 20 T.




