OEJEPAJIBHAS CJYKBA
10 TEXHUYECKOMY U 9KCITOPTHOMY KOHTPOJIIO
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O BHeceHHH n3MeHennii B TpeGoBaHus K 00eCieYeHHIO 3aIIUTHI
HH(OPMALHH B ABTOMATH3HPOBAHHbIX CHCTEMaX yNPaB/JIeHHA
NPOH3BOACTBEHHBIMH H TEXHOJOIHYECKHMH NPOLECCAMH HA KPHTHYECKH
Ba)KHBIX 00BEKTaX, IOTEHIHAJIBLHO ONACHBIX 00BbEKTaX, a TaKKe 00beKTaX,
NPeACTAB/ISIIOMHX MOBBIEHHYI0 ONACHOCTD /151 JKH3HH H 310POBbS JroeH
H AJIS OKpY:Kalolell NPHPOAHOIi cpeabl, yTBep:KICHHbIE NPUKA30M
®enepasibHOil CIYXKObI IO TEXHHYECKOMY H SKCIOPTHOMY KOHTPOJIIO
ot 14 mapra 2014 r. Ne 31, u B TpeGobanusi no oGecneueHHI0 6e30NACHOCTH
3HAYHMBIX 06beKTOB KPHTHYECKOH HHPOPMANHOHHON HHPPACTPYKTYPbI
Poccuiickoii ®enepanun, yreepaeHHble Npuka3om PenepaabHoi CIIyKOBI

10 TEXHHYECKOMY H SKCIIOPTHOMY KOHTPOJIIO
ot 25 nexa6ps 2017 r. Ne 239

« 9 »aprycra 2018 .

Buectu B TpeGopanus K OGeCHEYeHHMIO 3alUThl WHGOpMAlUH B
aBTOMATH3UPOBAHHBIX ~ CHCTEMaxX  YIpaBleHHs  NPOMU3BOACTBEHHBIMH U
TEXHOJNOTHYECKAMY ~ TPOLIeCCaMH  Ha  KDHTHYECKH  BaXHBIX  O0BEKTaX,
TOTEHLMANBHO OMAcCHBIX OOBEKTaxX, a TaKkke O0O0BeKTaxX, MPeACTaBJIAIOMHUX
MOBBIIIEHHYIO OTIaCHOCTh hil & KU3HU U 30POBbs mroaen
U UIs OKpY Karolliell NPHPOJHON Cpe/ibl, YTBEPXKACHHbIEC MMPUKa3soM denepanbHOH
CayXObl MO0 TEXHHYECKOMY M JKCIOPTHOMY KOHTPOJIO OT 14 mapra 2014 r.
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Ne 31 (3apeructpupoBan MuHncTepcTBoM IocTHmMM Poccuiickolt Deznepanuu
30 wmions 2014 r., peructpammonHsiii Ne 32919) (¢ u3MeHeHUIMH, BHECEHHBIMH
npukazom OenepaibHON CIYXObI 0 TEXHUYECKOMY M 3KCIIOPTHOMY KOHTPOJIIO
or 23 mapra 2017 1. Ned49 (3apernctpupoBaH MHHHCTEPCTBOM IOCTHLAU
Poccuiickoit ®eneparmu 25 ampens 2017 r., peructpanuonHsiii Ne 46487), u B
Tpe6oBanus Mo ofecreveHno 6e30IaCHOCTH 3HAYMMBIX O0GBEKTOB KPHTHIECKOH
YHGOPMALMOHHOM HHPPAcTPyKTypsl Poccuiickoit ®enepalliy, yTBEPXKACHHBIE
npukasom OenepajibHOM CITyKOBI 10 TEXHUYECKOMY U 9KCIIOPTHOMY KOHTPOJIIO OT
25 nexabps 2017 r. Ne239 (3aperucTpupoBaH MHHHCTEPCTBOM IOCTHLIHH
Poccuiickoii ®enepauym 26 mapta 2018 1., peructpamuoHHeii Ne 50524)
W3MEHEHMs COMVIACHO MPIJIOKEHUIO K HACTOAIIEMY MPHUKa3y.

IUPEKTOP ®EJEPAJBHON CJIYKBBI
10 TEXHUYECKOMY H SKCIIOPTHOMY KOHTPOJIIO

W B.CEJIHH




ITpunoxenne
k npukazy @CTIK Poccun
or « J » asrycra 2018 r. Ne /38

N3MeHeHHs1, KOTOpbIe BHOcsTCS B TpeGoBaHus K o0ecneueHHI0 3allHThI
uH(OpPMALHH B ABTOMATH3HPOBAHHBIX CHCTeMaX yNpaBJIeHHA
NPOH3BOACTBEHHbIMH H TEXHOJOIHYE€CKHMH MPOLECCAMH HA KPDUTHYECKH
BAXKHBIX 00 HeKTaX, IOTEHIHAJBLHO ONACHBIX 00bEKTAX, a TAKKE 00bEeKTAaX,
NpeCTABISIONIMX NOBLIIIEHHYIO ONACHOCT ISl JKH3HH U 310POBbs JIoJIeH
M V151 OKPY’Kalomeil NpHPOAHOi cpelbl, yTBep:KAeHHbIe PHKA30M
®denepanbHOil CJIYKOBI 10 TEXHHYECKOMY H IKCIIOPTHOMY KOHTPOJIIO
ot 14 mapta 2014 r. Ne 31, u B TpeGoBanusi no obecne4eHnIo 5€30MaCHOCTH
3HAYHMBIX 00LEKTOB KpHTHYECKOi HH(POpPMaLHOHHOH HHPPACTPYKTYPBI
Poccuiickoii ®egepanun, yreepaennbie npukazom denepaibHoi cayxKObI

0 TEXHHYECKOMY H 3KCIIOPTHOMY KOHTPOJIIO
ot 25 nexa6pn 2017 r. Ne 239

1.B  TpeboBamusix K  OOeCHe4eHHIO  3aUATBl  MH(pOpMALHUH
B aBTOMATH3HPOBAaHHBIX  CHUCTeMax  YIOpaBleHHs  IPOU3BOACTBECHHBIMU
M TEXHONOTMYECKHMHM IIPOLECCAMH HA KPUTHYECKH BaXXHBIX OOBeKTax,
MOTEHIMAIPHO ONACHBIX OOBEKTaX, a TakkKe O00BEeKTaX, IpeICTaBIAIOMNX
TOBHIIEHHYIO OIACHOCTh IS JKM3HM M 3IO0POBBS JIONEH W Ui OKpyKajomleH
MIPUPONHON  Cpelpl, YTBEPXKICHHBIX IIPUKa3oM ®enepaibHON  CITYXKOBI
I10 TEXHHYECKOMY H 3KCIIOPTHOMY KOHTPOJIO OT 14 MapTa 2014 . Ne 31:

1) mynkr 1 mocne a63ama [EepBOro JOMOJHMTH ab3aleM CleyOLIETo
COJIEPIKaHU:

«ObecnieueHre 6€30MaCHOCTH aBTOMATHU3UPOBAHHBIX CHUCTEM YIPABIICHMS,
ABISIONMXCS  3HAYAMBIME ~ OOBEKTAMH  KPUTHYECKOH  MH(OpMalHOHHOH
uappacTpykTypsl Poccuiickoit ®enepaiuu, OCYIIECTBISETCA B COOTBETCTBHH
¢ TpeGopamusamMu 1O obecriedeHHI0 0O€30MACHOCTH  3HAYHMBIX 00BEKTOB
KpuTHYeckol wuH(opmauroHHOM MHPpacTpykTyphl Poccuiickoi denepanu,
yIBepXICHHBIMA TpuKazoM PesepanbHOd CHyXO0bl MO TEXHHYECKOMY H
3KCIIOPTHOMY KOHTpOITIO OT 25 mekabps 2017 r. Ne 239, a Taioke TpeboBanusIMH K
CO3JAHMIO CHCTeM Oe30[acHOCTH 3HAYUMbIX OOBEKTOB  KPUTHYECKOH
undopManuonHoi HH(pacTpykTyphl Poccuiickoit Pepepauun u obecrieueHuIo



MX QYHKIMOHMPOBAHMS, yTBEDXKJEHHBIMH npukasoM PezepanbHOH CITy)ObI 110

TeXHHYECKOMY M 3KCIOPTHOMY KoHTpomo oT 21 nexabps 2017 r. Ne 235
(3apeructpupoBan MumnioctoM Poccuu 22 despanst 2018 r., perucTpanioHHBIH
Ne 50118).»;

2) ab3amel OepBBIM — 4eTBepThI MoAnyHKTa 13.3 myHKTa 13 M3JI0XHTH B
CleAyIolIeH peaaKIn:

«13.3. Onpenenenrie yrpo3 6e30macHOCTH HH(OPMAIMH OCYIIECTBIIACTCS
Ha KaXIOM H3 YpOBHEH aBTOMAaTU3MPOBAaHHOM CHCTEMEI yNpaBJICHUS W JOJDKHO
BKJIIOYATb:

a) BBISIBJIEHAE HMCTOYHHUKOB Yrpo3 0e30macHOCTH MHQOpPMAlMi U OLEHKY
BO3MOXHOCTEH (TIOTEHIMAIa) BHEITHUX ¥ BHYTPEHHUX HapYIIUTENEH;,

6) aHanM3 BO3MOXHBIX YS3BUMOCTEH aBTOMAaTH3MPOBAHHOM CHCTEMBI
Y BXOJSIIKNX B €€ COCTaB MPOrpaMMHBIX U MPOrpaMMHO-AIapaTHBIX CPEACTB;

B) ONpelieJieHAe  BO3MOXHBIX  CHOCOOOB  (CIIEHAapHEB)  peann3aliy
(BO3HMKHOBEHHMS ) yrpo3 6e301acHOCTH HHGOpMaLny;

I) OLIEHKY BO3MOJXXHBIX IIOCIEACTBUN OT pealu3aiuu (BO3HMKHOBEHHS )
yrpo3  GesomacHOCTH  HMHQOPMALMH, HapylleHHs  OTAENBHBIX  CBOHCTB
Oe30macHOCTH HH(pOpMaIMU (LIeT0CTHOCTH, JOCTYITHOCTH, KOH(HUIEHLIMATHHOCTH)
Y aBTOMAaTH3UPOBAHHOW CUCTEMBI YIIPABIIEHHS B L[EJIOM.

B kauecTBe HCXONHBIX JAHHBIX I[IPU OINpENENEeHHH YIpo3 0e30MacHOCTH
MHGpOPMAIINK HCIONB3yeTcs GaHK NaHHBIX Yrpo3 0e30TMacHOCTH HHGOpPMALKH,
BegeHne kotoporo ocymectBiserca OCTOK Poccur B COOTBETCTBHH €
noanysktoM 21 nynkra 8 [Nonoxenus o OenepanbHoii Ciyxbe Mo TeXHUISCKOMY
M 3KCIOPTHOMY KOHTpOJIO, yTBepxkaeHHoro Ykasom Ilpesmnenta Poccuiickoi
®enepammu ot 16 asrycra 2004 r. Ne 1085 (CoGpanre 3aKOHOIATENBCTBA
Poccuiickoit ®enepamun, 2004, Ne 34, cr. 3541; 2006, Ne 49, ct. 5192; 2008,
Ne 43, ct. 4921; Ne 47, c1. 5431; 2012, Ne 7, c1. 818; 2013, Ne 26, c1. 3314; Ne 52,
ct. 7137; 2014, Ne 36, c1. 4833; Ne 44, c1. 6041; Ne 4, c1. 641; 2016, Ne 1, ct. 211;
2017, Ne 48, ct. 7198; 2018, Ne 20, cr. 2818), a Takke HHBIE HCTOYHUKH,
cofiepKalIye cBeIeH s 00 YSI3BUMOCTSX U Yrpo3ax 0e30MacHOCTH HHGOPMALMH.Y;

3) B moamyskte 15.3 mynkra 15:

niociie ab3ana BTOPOro JOMOTHUATH ab3aLeM CIEeAYIOIEro COAepkKaHusA:

«oTIpe/ieNieHre aJMHHUCTPATOpa 6e30MacHOCTH HHPOPMALIMH;»;

B ab3ale 4YeTBEPTOM MOCIE CIIOB «IEPCOHANa aBTOMAaTH3MPOBaHHOM
CHCTEMBI YIIpaBIeHHUsS» JOMOJHUTH CIOBAMH «H aJMHHHCTpaTopa 0e30MacHOCTH
rHOpMaIIn;



4) myHKT 18 U370KUTH B CIIEAYIOIIEN PEIAKIIIH:
«18. Opranu3anMoHHble W TEXHHYECKHe Mephl 3allUThl HMH(GOpPMALUH,

peau3yeMble B aBTOMaTH3NPOBAHHON CHCTeME YIpaBJIeHHs B paMKax €€ CUCTEMBI
3aI0UTBL, B 3aBHCHMOCTH OT KJacca 3alllMIIEeHHOCTH, Yyrpo3 0e30IacHOCTH
MHQOPMAllMK, HCIONB3YEMBIX TEXHONOIMH M CTPYKTYpHO-(YHKIHOHAIBHBIX
XapaKTepUCTHK aBTOMATU3UPOBAHHOM CHCTEMBI YNPABIEHHS M OCOOEHHOCTEH
ee QYHKIMOHUPOBAaHUS TOJDKHBI 00€CI€YHBAaTh:

uneHTHGHKaIMIo U ayreHTHdukammo (MAD);

ynpasienne goctynoM (YILI);

orpanuyenue nporpammuoii cpersl (OI1C);

3alMTy MALIMHHBIX HocuTenel nHpopmanuu (SHN);,

ayaut 6e3onacHoctd (AY [1);

aHTHBHPYCHYIO 3amuty (AB3);

Tpe0TBpalleHKe BTOpXeHuit (koMIbioTepHBIX atak) (COB);

obecneuenre nenoctHoct (OLJT);

obecneuenne gocrymuoct (OT);

3aIMTy TeXHHIecKux cpeacts U cucreM (3TC);

3amuTy WHQOPMAIMOHHOW (aBTOMAaTH3HPOBAaHHOW) CHCTEMBI U €e
koMmioHeHToB (3UC);

pearupoBaHye Ha KoMIbroTepHble HHIMAeHTH (MHIL);

ynpasiende koHdurypamnueii (YK®);

yIpaBlieHHe 0GHOBJIEHHsIMH porpammHoro obecnedenus (OI1O);

TIAaHAPOBAHME MEPONPUATHH 110 oGecniedeHuio 6e3onacaoctu (ILIH);

obecrieuenue aeiictuil B HemTaTHBIX curyanusix (JJHC);

nadopMupoBanue U 00ydeHue nepconana (UI10).

CocraB Mep 3amurei uHbOpMaruu K HuX 0a3oBbIe HaOOpBl  JIA
COOTBETCTBYIOIMX KJIACCOB 3all[UILEHHOCTH aBTOMATU3UPOBAHHBIX CHCTEM
yIIpaBleHUs OpUBENeHbl B ipuinoxeruu Ne 2 k HactosmmM TpeOGoBaHIM.

CozmepxaHue Mep U IIpaBWIa HX pealu3allid  YCTaHABIHBAIOTCA
METOIHYECKHM J0KyMeHTOM, pa3paboranHeiM @CTOK Poccun B COOTBETCTBUHM C
IyHKTOM 5 ¥ moamyHkToM 4 mynkTa 8 IMonoxenus o ®enepanbHOi ciyxbe 1o
TEXHIIECKOMY U 3KCIIOPTHOMY KOHTDOIIIO, YTBEPXXAEHHOTO YKa3oM IIpesunneHTa
Poccuiickoii ®eneparuu ot 16 asrycra 2004 r. Ne 1085.»;

5) noxmyukts! 18.1 — 18.21 mynkra 18 npu3HaTh yTPATUBIIMMHU CHITY.

6) mpuioxenre Ne 2 k ykazaHHeiM TpeGOBaHMSM H3JIOKHTE B CIIE/yIOIIEH
penaKuuu:




«[Tpunoxenue Ne 2

K TpeGoBaHUAM K 0O€CTICUEHHUIO 3aIIUTHI
UH(OPMAIMH B aBTOMATH3HPOBAHHBIX

crucTeMax yIpaBjieHUA TPOU3BOACTBCHHBIMH
" TEXHOJIOTHYECKHUMMU IIPOLICCCaMU
Ha KPUTHUYCCKHU BAXXHBIX 06’bCKTaX,

MOTEHIIUAJIBHO OIIACHBIX 06’BEKTaX,

a TaKxke 00BEKTaX, MPEACTABISIONINX
IIOBBIIIEHHYIO ONIaCHOCTh IJIs

YU3HH H 3[I0POBbS JIFO/IEH

U U1 OKpYy’Karollel MpUpOIHOM CpeIbl

Cocras Mep 3amuThl HHGOPMALHH

H HX 0a30Bble ﬂaﬁopu AJIl COOTBETCTBYIOLIEIO Kjiacca 3alliHINCHHOCTH

3BTOMaTl/I3Hp0BaHHOﬁ CHCTEMBI YIIPABJICHHSA

Knacce
VYcnosHoe

3aIAIIEHHOCTH
0603Ha-
qoHpe 1 Meps! 3amuThl HHGOpPMaLK B aBTOMATH3HPOBAHHBIX aBTOMAaTH3MPOBAH-

CHCTeMax yIpaBICHUA HOU CHCTEMBI
HOMEp
MepEI yIpaBlIeHUS
3 1 2 11
1. Unentudukarms u ayrentudukamus (MAD)
Pa3paboTka MOJUTHKY HACHTU(HKAIH
VA®.0 azpabo oIl HICHTHUKALNT + 4 +
1 ayTeHTADUKAIUN
VA®.1 WnenTudukanus 1 ayTeHTHGUKAIHS IOJIb30BaTeNICH 4 + +
Y MHUIIHHPYEMBIX HMH IPOLECCOB
HNAD.2 Waentudukanys u ayTeHTU(HKANM yCTPOUCTB + + +
NAD.3 Vpasienue HaeHTH(HHKaTOpaMH + + +
NAD.4 VipaslieHne cpeacTBaMu ayTeHTH(GHKAINK + + +
UA®.5 | VnenTuduxanus u ayTeHTH(UKAHEI BHENIHAX MONb3oBarenei |+ + +
HAD.6 JIByCTOpOHHS ay TeHTHOHKALMA
3ampTa ayTeHTHHUKAMOHHOM HHPOpMani
UAD.7 aIIyrTa ayTeHTHQUKan hopmar s | s
pu nepeaade
II. Vipasnenue noctynom (YII1JI)

YIIA.0 Pa3paGoTKa MOJTUTHKH YIIPABICHHS JOCTYIIOM
VIIA.1 VrpasneHue y4eTHEIMHY 3alHCAMH I0JIb30BaTeNeH

VIIA.2

Peanuzanus moauTHK YIIPaBJICHHSA JOCTYIIA




VI3 JloBepeHHas 3arpyska
VII.4 Paszenenune nonaoMounii (posneii) moabp3oBaTenei
VITLS HaszaueHne MUHHMAJIFHO HEOOXOIUMEIX IIpaB
) ¥ IpUBHIICTHH
VLG OrpaHuYeHYE HEYCTIEIHBIX MONBITOK JOCTYIa
) B HH(OPMAIIHOHHYIO (aBTOMATH3HPOBAHHYIO) CUCTEMY
VIUL7 [IpenympesxaeHue M0Ib30BATENS IIPH €r0 JOCTYIe
) K HHGOPMALMOHHBIM pecypcaM
OmnoselieHne M0Ib30BaTeNs IIPH YCIIEITHOM BXOC
VI8 IpeABIAYIIEM JOCTyIE K HHGOPMAHOHHOM
(aBTOMaTH3HPOBAHHOMN ) CHCTEME
YIIA.9 OrpaHHHCHHE YHCIIA ApaJUIEIBHEIX CEAHCOB AOCTYIa
VIIL10 BrnokupoBaHue ceanca JOCTYIA NOILE30BATENIA
) TIpY HEAKTUBHOCTH
VIL11 VpasneHue qeHCTBUAMH MOJIL30BATENCH
) JI0 MIEHTH(HKAIMY U ayTeHTHPUKAIHH
YIIJI.12 Vpasnenue aTpuOyTaMu 6€300aCHOCTH
YIIA.13 Peanuzarus 3aTUIIEHHOrO YAQAIEHHOIO JOCTYIIa
VIIL14 KOHTpOJIb IOCTYTIa U3 BHEIIHUX HHGOPMAIIHOHHBIX
) (aBTOMATH3HPOBAHHBIX ) CUCTEM
M11. Orpanwnyenue uporpammHuoii cpennl (OIIC)
OIIC.0 Pa3pa6oTKa MOJMTHKA OTPAHUYECHHS IPOrPAMMHOM Cpeb
OIC.1 VupasieHue 3anyckoM (00paIeHHsMH) KOMIIOHEHTOB
] IPOrpaMMHOT0 00ECIICUCHHS
OIIC.2 VpasiieHne ycTaHOBKO# (MHCTAILTANKEH) KOMIIOHCHTOB
) pOrpaMMHOT0 00ecTieueHUS
OIIC.3 Vpasinenie BpeMeHHbIME (aiinaMu
V. 3ammTa MamuHHBIX HocuTene# nadopmannu (3HN)
3HILO Pa3pa6oTKa MOJMTHKY 3alIATHI MAITMHHBIX HOCHTENEH
) uHopmManun
3HN.1 Vuer MAaIMHHBIX HOCHTENEH HH(OpMaLiK
3HIL2 VYupapnenune GU3HIECKHM JOCTYIIOM K MAIIHHHBIM HOCHTEIIAM
) nHpopManuu
3HI3 KoHTpoms nepeMenieHus MAIIRHHBIX HOCHTENEH HE(opMariu
] 3a MpeIeNbl KOHTPOIUPYEMON 30HEI
3HU.4 VcKo9eHre BO3MOXKHOCTH HECAHKIIMOHHPOBAHHOTO YTCHUS
) nH(OpMAIIMK Ha MAIIHHHBIX HOCHTEIAX HH(OpMALHK
3HILS KoHTpos Hcnonb3oBanus nHTepdeiico BBOIA (BHIBOIR)
’ nHGOpPMAIMK Ha MAIIMHHBIE HOCHTENH HHQOpPMAIlMH
3HILG KonTtpons BBoja (BbIBOAA) HHGOPMAlMK HAa MAINHHBIC

HOCHTEH HHYOpMALIHH




3HN.7 KOHTpOIb MOAKITIOUEHHs MAIIMHHBIX HOCUTeNeH HEpopMaliH
3HILS VHEnuTOoXeHHe (CTHpaHue) HHGOPMaIMK Ha MAIIMHHBIX
) HOCHTENSIX HHpopManun
V. Ayaut 6esomacHoctd (AY]I)
AY].0 Pa3paboTka MOMUTHKH ayauTa 0€30acHOCTH
AV]I.1 HusenTapu3anus nHPOPMALMOHHBIX PECYPCOB
AV].2 AHanu3 ySI3BEMOCTEH U MX yCTPAaHEHHE
AVIL3 IeHepupoBaHKe BPEMEHHBIX METOK M (HJIH) CHHXPOHH3AIHS
" CHCTEMHOTO BPEMCHHU
AV]4 Perucrpanus coObITHI 6€30MaCHOCTH
AVY]LS KoHTpoIIb ¥ aHaIu3 CeTEBOro Tpaduka
AV].6 3amura uHGoOpMaIHK O COOBITHAX 6€300aCHOCTH
AY.T MoHuTOpHHT 6€3011aCHOCTH
AVILS PearnpoBanue Ha COOM MPH PETUCTPALlMH COOLITHIHA
] 6e301acHOCTH
AYI.9 AHanus neiicTBHi noap3oBarenci
AVY].10 IIpoBeneHme BHYTPEHHUX ayAUTOB
AV]I.11 [TpoBeneHue BHEIIHKUX ayUTOB
V1. AatusupycHas 3ammra (AB3)
AB3.0 PaspaboTka NONUTUKA aHTHBHPYCHOM 3aLIUTHI
AB3.1 Peanusamnus aHTUBHPYCHOH 3aIMTHL
AB3.2 AHTHBHpPYCHAS 3alUTa IEKTPOHHON MOYTHI H HHBIX CEPBUCOB
AB33 KOHTpOJIb HCIIOBE30BaHUSA aPXMBHBIX, HCIIOJHIAECMbIX
' H 3ain(poBaHHbIX (PaiioB
AB3.4 O6HoBeHHE 0a3bl JAHHBIX MPU3HAKOB BPEIOHOCHBIX
) KOMITBIOTEPHBIX POrpamMM (BHPYCOB)
AB3.5 Hcnonb30Banue CPeICTB aHTUBHPYCHOMN 3ALIMTHI Pa3sIMYHBIX
) TIPON3BOTUTEINEH
VIL IIpenoTBpallieHHe BTOpXeHHi (KOMIBIOTepHBIX aTak) (COB)
COB.0 PazpaboTKa MOMMTHKY MPEAOTBPAIIEH s BTOPKEHAN
) (KOMIIBIOTEPHBIX aTak)
COB.1 OGHapyXeHde 1 PeIOTBPALCHHE KOMITBIOTEPHBIX aTaK
COB.2 O6HOoBeHHe 0a3bl PEMAIOIIUX MTPaBHII




VIII. O6ecneuenne nenoctaoctu (OLLJI)

OLJLO Pa3paboTka MONMHTHKH 00€CIIEUeHHUS LIETOCTHOCTH
OLJIL.1 KOoHTpOJIb HETOCTHOCTH POrpaMMHOTO 00ECTIEICHHA
OLJL.2 KonTponb nenoctHocTH HHGOpMAIHI
OIL3 Orpannyenws 1o BBoxy uHGopManun B ”HGOPMALHOHHYIO
' (aBTOMaTH3HPOBAHHYIO) CHCTEMY
OLUL4 KoHTpoJIb JaHHBIX, BBOAUMBIX B HHPOPMALHOHHYIO
) (aBTOMATH3UPOBAHHYIO) CHCTEMY
KoHTpos omuGoyHbIX ACHCTBUN MOIb30BATENCH
OLJL5 110 BBOAY M (WJIK) epeade nHGopManun
¥ IpeaynpeacHue HoNp30BaTesell 06 oMMOOYHBIX IEHCTBHSX
OLUIL.6 O6e3nuurBanye u (WIH) JeuaeHTHUKANu HHHOPMaLuH
IX. O6ecneuenne nocrymnuoctd (OJIT)
OAT.0 Pa3paboTka NONMUTHKY 00eCIIEYEHHS JOCTYITHOCTH
OAT.1 Hcnons3oBaHnue 0TKa30yCTOMUUBBIX TEXHUYECKHUX CPEICTB
OHT.2 Pe3epBupoBaHUE CPEACTB U CHCTEM
ONIT.3 KouTponb 6e30TKa3HOro QyHKIIMOHUPOBAHHS CPEICTB
] U CHCTEM
OAT.4 Pe3epBHOe KonrpoBaHue HHGOPMAIHH
OIT.5 O6ecnedenne BO3MOKHOCTH BOCCTAHOBIICHHS HHPOPMAIAH
ONIT.6 Ob6ecrneyenne BO3MOXKHOCTH BOCCTAHOBIIEHHUS IIPOrPaAMMHOTO
] o0ecIeyeHHs IPY HEITAaTHBIX CUTyaluIx
OJIT.7 Knacrepusanus HGOPMAIHOHHOM (aBTOMAaTU3MPOBAHHOH)
) CHCTEMBI
OJIT.S8 KoHTpOb NPeI0oCTaBIsIEMBIX BEIYMCIUTEIBHBIX PECYPCOB
] H KaHaJIOB CBS3H
X. 3ammTa Texaudeckux cpeacts u cucteM (3TC)
3TC.0 Pa3paboTKa MOJUTHKH 3aIIUTHI TEXHHYECKHX CPENICTB
) U CUCTEM
3TC.1 3amuTa HHGOPMAIKUU OT YTEUKH 110 TEXHHYCCKUM KaHaIaM
3TC.2 Opranm3anus KOHTPOJIHPYEMO#H 30HbI
3TC.3 Vupapnenue QU3NIECKUM JOCTYIIOM
3TC.4 Pasmemenue ycTpoiicTs BEIBOAA (0TOOpaXkeHNs) HH(OpMAIIHH,
) HCKJIIOYAIONIee €€ HeCAaHKIIHOHNPOBAHHBIH IIPOCMOT]
3TC.5 3amuTa OT BHEITHHUX BO3ICHCTBHM
3TC.6 MapkupoBaHue annapaTHbIX KOMIIOHEHTOB CHCTEMBI

OTHOCHTENBHO pa3pelieH oM K 00paboTke HHPOPMAIIUK




XI. 3amuTa HHbOPMAIMOHHO#M (aBTOMATH3UPOBAHHOM) CHCTeMEI H ee KoMnoHenToB (3C)
3UC.0 Pa3paboTKa MOJUTHKH 3alIUTHl HHPOPMAaMOHHON
) (aBTOMaTH3HPOBAHHOM ) CHCTEMBI U €€ KOMIIOHCHTOB
Paznenenne GyHKIWMiA IO YIPaBIEHHIO (8 IMHHUCTPHPOBAHUIO)
3UC.1 HH(OPMAIIMOHHO#H (aBTOMAaTH3UPOBAHHOM) CHCTEMOM ¢ HHBIMH
GYHKIUIMHA
3UC.2 3amuTa nepuMerpa HHGHOPMAUOHHOM (aBTOMAaTH3MPOBAHHOIH)
: CHCTEMBI
3UC.3 D1menoHMpPOBaHHAS 3aIUTa HHHOPMAIIMOHHOM
) (aBTOMATH3UPOBAHHOMN ) CHCTEMBI
3UC.4 CermMeHTHpOBaHHE HHPOPMALIHOHHON (aBTOMATH3UPOBAHHOM )
) CHCTEMBI
3UC.5 Oprasu3anys JeMWINTApH30BaHHOM 30HbI
3UC.6 YnpaBieHHe CeTEBBIMH ITOTOKAMHU
3UC.T Hcnonp30Banne 3MyIATOpa cpebl GyHKIIMOHUPOBAHUS
) IpOrpaMMHOro obecredeHus («IeCOYHALA)
31C.8 COKpEITHE apXUTEKTYPHI ¥ KOHGHUryparua HHPOPMALHOHHON
) (aBTOMaTH3HPOBAHHOI) CHCTEMBI
3UC.9 Co3zmanne reTeporeHHON Cpelbl
Vicnons30BaHHe IPOrpaMMHOTO 00ECIICUEHH,
3UC.10 (GYHKIIMOHHUPYIOIIETO B CpeiaX Pa3sIMYHbIX OIePAlHOHHBIX
CHCTEM
IpenoTBpateHue 3a1ep>KKQ WIH IPEPHIBAHKS BBIIOIHEHUS
3UC.11 TIPOLIECCOB C BBICOKUAM IIPHOPHTETOM
CO CTOPOHBI MPOIIECCOB C HU3KAM IPHOPHTETOM
31C.12 30114 npoIieccoB (BBIIOTHEHHE IPOTPaMM)
] B BEIZICNIEHHO# 00/1aCTH NAMATH
3UC.13 3amuTa HeM3MEHAEMBIX JaHHBIX
31C.14 Hcnonp3oBaHue Henepe3anrChBaeMbIX MAIIMHHBIX HOCUTEICH
) nHdpopManmu
Peanuzanus 371€KTPOHHOTO IIOYTOBOTO OOMEHA
3UC.15 C BHEIITHUMH CETAMH Yepe3 OrpaHHUECHHOE KOTHMYECTBO
KOHTPOJMPYEMBIX TOYEK
3UC.16 3amuTa OT crama
3UC.17 3amuTa HHQOpPMAaLUK OT YTEUEK
31C.18 BiiokupoBKa JI0CTyTa K caiiTaM HiIM TUIIAaM CaiToB,
) 3aMpelIeHHbIX K HCIONB30BaHMIO
3UC.19 3amuTa HEGOpPMALIKH [IPU €€ Iepeaje o KaHajlaM CBS3H
31C.20 OOGecneyeHre JOBEPEHHBIX KaHala, MaplipyTa
3UC21 3anper HECAHKIMOHUPOBAHHOH YIAJICHHON aKTHBalU{
) nepr¢epuiHbIX YCTPOHCTB




Vupassenue arpubyramu 6e30IMaCHOCTH IPH B3aMMOJICHCTBUH

3UC.22 C HHBIMH HHPOPMAIMOHHBIMHA (aBTOMAaTH3HPOBAHHBIMH )
CHCTEMaMHU
3UC.23 KOHTpOIh HCHOJIB30BaHUS MOOHIIBHOTO KOJIA
31C.24 Kontposs nepenadu pedeBoit ”HGOpMaluK
3UC.25 KonTtpois nepenaun BuaeouHGOpMaIin
3UC.26 TMoaTBepXaeHHe IPOUCKOKIEHHSI HCTOUHHKA HHPOPMAIIHY
3UC.27 OGecrieuenue MONTHHHOCTH CETEBBIX COEIHHEHUI + +
Hckimiouenne BO3MOXKHOCTH OTPUIIAHUSA OTIIPABKH
31C.28 pun P + |+
uHpOpMauu
HicKImroYeHre BO3MOXKHOCTH OTPHIIAHUS NTOJTyYEHU S
31C.29 Thut e + | o+
uH(pOopMaLuu
3UC.30 Hcnonp3oBaHue yCTpOUCTB TEPMUHAILHOTO JOCTyTIA
3UC.31 3ammrTa OT CKPBITBIX KQHAJIOB Nepefad HHGOpMAIHH +
3UC.32 3amuTa 6eCIpOBOAHBIX COCAMHEHHUMH + + +
3UC.33 HckimoueHue J0CTyIa dyepe3 o0Iie pecypehl +
3amuTa OT YIpo3 0TKa3a B 00CIyKMBaHHH
3UC.34 + + +
(DOS, DDOS-arak)
3UC.35 YipaBieHrue CETeBBIMU COETUHECHUAMHU + +
31IC.36 Cosnanue (AMYJIALAS) JTOKHBIX KOMIIOHCHTOB
) UH(OPMAIHOHHBIX (ABTOMATH3HPOBAHHbIX) CHCTEM
3UC.37 TlepeBon HHGOPMALMOHHOMN (ABTOMATH3UPOBAHHOMN) CHCTEMBI
) B 6€30I1aCHOE COCTOSHME MIPH BO3HUKHOBEHHH OTKa30B (CO0EB)
3amurta HHGOPMAIMH TIPH HCHOIB30BAHHHA MOOMIBHBIX
31C.38 am (opwaty pH HC + |+ |+
yCTpOHUCTB
31C.39 Vpasnenue nepeMenieHUeM BUPTYATbHBIX MAIlHH + + +
' (koHTeliHepOoB) U 0OpabaThIBAEMBIX Ha HUX TAHHBIX
XII. PearupoBanue Ha KoMIbioTepHbIe HHIEAeHTH (MHLI)
Pa3paboTka MOMHTHKH PearupoBaHUs
VIHIL.0 P peartp + |+ |+
Ha KOMITBIOTEPHBIC HHIUACHTHI
HHII.1 BrlgBlieHHE KOMITBIOTEPHBIX HHIUICHTOB + + +
MHIIL.2 NudopmupoBanie 0 KOMIBIOTEPHBIX HHIIHICHTAX + + +
WHIIL.3 AHaJIi3 KOMITBIOTEPHBIX HHIIUACHTOB + + +
WHI1.4 VYcrpaneHue MoCIeACTBHN KOMIIBIOTEPHBIX HHIIHACHTOB + + +
IMpuHATHE MED TI0 MPEIOTBPALICHUIO IIOBTOPHOTO
BO3HVMKHOBEHHS KOMITLIOTEPHBIX MHIIUICHTOB
XpaHeHHe U 3al0UTa HHPOPMAIHY O KOMIIBIOTEPHBIX
VIHLL6 P ALIATA MHQOpMALL P +

HHIOUJACHTAX
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XIII. Yupasnenue xoupuryparuei (YK®D)

VK®.0 Pa3paGoTKa MONMTHKY YIPaBJICHUS KOHPHTypanuei 4
) uHopMaIHOHHOHN (ABTOMATH3HPOBAHHOM) CHCTEMBI

YK®.1 Wnentudukanus 00bEKTOB yIpaBIeHAsS KOHHIypanueh

YK®.2 VYnpaBnenue U3MECHECHHIMHA +

VK® 3 VcranoBka (MHCTAUIAIMSA) TONBKO Pa3pelIEHHOTO +
) K HCIOJIB30BaHUIO IPOTPaMMHOTO 00€CTICYEHHS

YK®.4 KoHTpoJIb AeiicTBHIl 10 BHECEHHIO H3MEHEHUH

XIV. Yrpasnenue o6HOBIeHASME nporpaMmuoro obecnedenus (OI10)

OI10.0 Pa3paboTKa MOJUTHKY YIPaBJICHAS OOHOBICHUAMH +
) IPOrpaMMHOT0 obecTieueHUs

0101 ITorck, nonydeHHe OOHOBIIEHHH IPOrPaMMHOI0 00ECTICUEHHS +
] OT JIOBEPEHHOT0 HCTOYHHUKA

OII0.2 KOHTpOJIb 1EIOCTHOCTH OOHOBIIEHHH IIPOrPaMMHOTO +
' obecrieueHus

OI10.3 Tectuposanue 0GHOBIICHH IPOTPAMMHOTO 00ECTICUEHMS +

OI10.4 VcTaHoBKa OOHOBIICHHI TPOrPaMMHOTO 00ecedeH s +

XV. Il1aHupoBanye MeponpusTrii 1o obectedennio 6esomacnoctd (I1JIH)

TUTHLO Pa3pa6oTKa MOMMTHKY IUTAHUPOBAHKS MEPOLIPHSATHIA +
) 10 00eCIIEYeHUIO 3aIUTH HHPOpMaIHi

TITHL1 Pa3paboTka, yTBepKACHNE U aKTyalnu3alus IJIaHa +
' MEPOIPHUATHIA 110 00ECTIEICHHIO 3aIUTHI HHPOPMAIUK

TUTH.2 KOHTpOJIb BEIIOJIHEHHS MEPOIIPHATHH 110 06ECIIEUCHHIO +
’ 3aIUTH KHGOPMaIUH

XVI. O6ecrieueHne feicTBHil B HemTaTHBIX curyanusax (JJHC)

JTHC.0 Pa3paboTka mONMUTHKY obecriedeHns qEHCTBUI N
] B HEIITATHHIX CUTYaALHAX

JIHC.1 PaspaGoTka ruiaHa IeUCTBHH B HEIITATHBIX CATYAIUsIX +

JTHC.2 OGyuenne u oTpaboTKa ACHCTBHI IepCcOoHAIA +

B HCIOTATHBIX CUTyalusdaX

Co3panue anrbTePHATHBHBIX MECT XPAHEHHUS
JHC.3 1 06paboTky nHGOpPMAIMHU HA CIIydail BOSHUKHOBEHUS
HEINTATHBIX CUTYali




Pe3eppupoBasie NpOrpaMMHOr0 0OeCTiCUeH s, TEXHUYECKUX
JHC .4 CpeJCTB, KAHATOB CBSI3H Ha ClIyYail BOSHUKHOBCHHS + +
HEIITATHBIX CUTYalUi

ObecneueHrie BO3MOKHOCTH BOCCTAHOBJICHHUS
JHC.5 HUHPOPMAIMOHHOM (ABTOMAaTH3HPOBAHHOM) CHCTEMBI + + +
B CJIyYae BOHHUKHOBEHHS HEINTATHBIX CUTYyalMi

AHanu3 BO3HHKIIUX HEIITATHBIX CI/ITyaI.II/Iﬁ H IPUHATUHE MED

JHC.6 + + +
10 HEIOIMYIIIEHHUIO UX IOBTOPHOTO BO3SHHUKHOBEHHS
XVII. Uadopmuposanue 1 00yderue nepconana (UI10)
PaszpaboTka nonutiuky HHGOPMUPOBAHUS U 00ydECHUSA
UI10.0 p bopmup y4 R
nepcoHasa
WTO.1 HudopmupoBanie nepcoHana 06 yrpo3ax 6€30macHOCTH + 4 +
) nEGOpPMAIIUH | 0 IIpaBUIax 0e30macHo# paboTh
HI10.2 OGyuenne niepcoHaa npapiiiaM 6e30macHo# paboThl + + +
O3 [IpoBeeHre PaKTHUESCKUX 3aHATHH ¢ IEPCOHATIOM + +
' 10 mpaBiiIaM Ge30nacHo paboTsI
VIO .4 KoHTpoJb 0CBEIOMIIEHHOCTH IepcoHaIa 00 yrposax + + N
' 6e3omnacHocTH HH(GOPMAIIMH ¥ O IpaBuiiax Ge3omacHoi paboThI

«+» — Mepa 3amuTs MHGOpMANUK BKIOYeHA B 6a30BBIA HabOp Mep A
COOTBETCTBYIOIIEr0 KJacca 3aUIUIIEHHOCTH aBTOMATH3HMPOBAHHOW CHCTEMBI
yIpaBieHUsl.

Mepsi 3amuThl HHGOPMaLKH, He 0003HaYEHHbIE 3HAKOM «+», TPHUMEHAOTCA
TIpY aJaNTalyy ¥ JOIONHEeHHH 6a30BOro Habopa Mep, a TaKxke TPH paspaborke
KOMIIEHCUPYIOIIMX Mep 3aliuThl HHGOpMAaluy B aBTOMATH3UPOBAHHOM CHCTEME
yIpaBJieHHs: COOTBETCTBYIOLIETO KIacca 3alllMIEHHOCTH. ».

2.B mnpunoxenmu k Tpe6oBanusm 10 obecredeHHIO 0e30MaCHOCTH
3HAYAMBIX OOBEKTOB  KPHTHYECKOM HWH(OPMAlHOHHOW  HHQPPaCTPYKTYpPhl
Poccuiickoit Denepauuy, yTBEpKIeHHbIM mnpukaszoM DenepanbHON CITy)ObI
0 TEXHHYECKOMY H JKCIIOPTHOMY KOHTpomo oT 25 mekabpsa 2017 r. Ne 239,
CTPOKY cenbMyto paszena X VI H3n0XHTh B CIeAyoLei pefakiyu:

AHEUII/I3 BO3HUKIINUX HEIUTATHHIX CH aIII/Iﬁ H IIPUHATUE MC
«| mHC.6 Y P P+ |+ »
1o HCHOHYIHCHI/HO nx HOBTOpHOFO BO3HUKHOBCHUA




