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ITPUKA3BIBAIO:

1. Co3nate HanuoHanpHBIR KOOPAWHALIMOHHBIM LEHTP IO KOMIIBIOTEPHBIM
WHIMICHTaM.
2. YTBEepauTh npuiaracMoe ITonoxenue 0 HauunonansHoM

KOOpAWHAITHOHHOM LEHTPE MO KOMIIBIOTEPHBIM HHIHHUACHTAM.

A.BopTHHKOB

Hupexrop

I CoGpanne 3akoHonaTenscTBa Poccuiickoit ®enepammn, 2017, Ne 31 (u. 1), cr. 4736.




IIpunoxxenue

k npukazy ®Cb Poccun
ot 24 wmwoasa 2018 r.
Ne 366

ITonoxenue
o HarmoHanbHOM KOOPIMHALIMOHHOM LIEHTpE
10 KOMIBIOTEPHBIM HHLIUIEHTAM

1. HaumonanpHBIM KOOPAWHALMOHHBIA UEHTP [0 KOMIIBIOTEPHBIM
uHiuaeHTaM (manmee — HKIKM) sBnsercss CcOCTaBHOM  YacThO  CHII,
npegHa3sHaYeHHBIX U1 OOHapyXeHWs, MpelylpexXIeHus U JIHUKBUAALUH
MOCNENCTBUM KOMIIBIOTEPHBIX aTak M pearupoBaHHUs Ha KOMIIBIOTEPHBIE
MHIIUIEHTH! .

2. HKIIKHM B cBoel OesATEeNbHOCTH PYKOBOACTBYETCS 3aKOHOLATEIHCTBOM
Poccuiickoit ®denepauuy, BEIOMCTBEHHBIMH (MeXBEJJOMCTBEHHBIMH )
HOPMAaTHBHBIMH MpPAaBOBBIMH aKTaMH, B TOM d4ucie HacrosmuMm Ilosnoxenuem,
a TaK)Xe MeXAyHapoJHBIMH JoroBopamu Poccuiickoit @enepanui.

3. 3apmaueit HKIIKU sBnseTcs obecrneueHne KOOpPAMHALMHU JESITEIbHOCTH
CyOBEKTOB KPUTHYECKOU uHGbOpPMaIMOHHOM HHOPACTPYKTYpPhI
Poccuiickoit ~ ®enmepaumu  (mamee  —  Kputudeckas — HHGpOpMalMOHHASA
UHpacTPyKTypa) M0 BOIpocaM OOHAapy>XE€HHUA, NPeAYNpPEeXACHNUs U JTUKBUIALUH
NOCTIEACTBUI KOMIBIOTEPHBIX aTaKk M peardpoBaHUS Ha KOMIIBIOTEPHBIE
UHIUJCHTEL.

4. B uensx BHINOJHEHUS TMpPeAyCMOTpeHHONW HacTosmuM [lonoxeHnem
3anaud HKLIKHM ocymecTBnset cienyoomme GyHKIHN:

4.1. KoopauHupyeT MepoIpHsITHS [0 peardipOBaHUIO HAa KOMIIBIOTEPHBIE

WHUHUIOCHTBI H HEIIOCPEACTBCHHO YUYACTBYET B TAKUX MEPOIIPHUATHAX.

' TIysxT 2 wacti 2 crateu 5 @enepalbHOro 3akoHa OT 26 miona 2017 r. Ne 187-®3 «O GesomacHocTH
KpUTHUECKOU HHbOpMaUHOHHOM HHppacTpYKTYpsl Poccuiickoil depmepaiinmy».
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4.2. OpraHusyer u ocymecTBiseT 00MeH HHGOopMaIeil 0 KOMITBIOTEPHBIX
MHLOUISHTaX MEXAY cyObeKTaMu KPHUTHYECKOM MH(POPMalMOHHOHN
UH(PaCTPYKTYpPHI, 8 TakKe MexAy cyObeKTaMH KPUTHYECKOH HH(POPMALHOHHOM
UHQPaCTPyKTYphl M YIIOJIHOMOYEHHBIMH OpraHaMH HHOCTPAaHHBIX TOCYAapCTB,
MEXyHapOJHBIMH, MEKIYHapOJHBIMU HETIPABUTENbCTBEHHBIMH OPTaHU3ALMAMH U
MHOCTPaHHBIMH OpraHU3ALUSAMH, OCYLIECTBISIONINMH JEATENbHOCTh B 00JacTH
pearupoBaHHs Ha KOMIIBIOTEpPHbIE HHLUAEHTH, B TOM 4YHCJIE MOCPEICTBOM
UCIONBb30BaHus TexHu4Yeckoi uHPpacTpykTypsl HKIKHW, npenHasHaueHHOH s
OTIIPaBKH, NOIy4YeHHs, 00paboTky U XpaHeHUs YBEAOMJICHH U 3aIIpOCOB B paMKax
MHPOPMALIUOHHOTO B3aNMOJEHCTBUSA C cyObekTamMu KPUTHYECKOH
MHQOpPMaLIMOHHON HHQPACTPYKTyphl, a TakXe C HHBIMH HE SBJISIOMIUMHCS
CyOBeKkTaMH KpUTHYecKOH HH(POpPMalMOHHOW HHGPACTPYKTYphl OpraHaMu
¥ OpraHM3allsM{, B TOM YHCIE€ UWHOCTPAaHHBIMH M MEXIYyHapOIHBIMH
(nanee — Texuuueckas uHdpacTpykrypa HKIIKH).

4.3. OcymecTBnsgeT MeTonu4ecKoe obecredeHue AesTeIbHOCTH CyOheKTOB
KPUTUIECKOH HH(POpPMaLMOHHON MHQPPACTPyKTYpHl [0 BOMpOcaM OOHapyKeHHS,
NpeAyNpexaAeHus W  JUKBUAALKMU  [OCIEACTBUHA  KOMIIBIOTEPHBIX  aTak
Y pearipoBaHUs Ha KOMIIBIOTEPHBIE HHIM/ICHTBI.

4.4. VYyactByeT B OOHapyXeHUH, MpeNyNpeXIeHUN ¢ JIUKBUIALHH
TIOCTEICTBHI KOMITBIOTEPHBIX aTak.

4.5. ObecneunBaeT CBOEBpEMEHHOE JOBeJCHHE 10 CyOBEKTOB KPUTHUECKOM
nHOpMalMOHHON HHGPACTPYKTYpbl HH(POPMALUM O CPeNCcTBaX H CHocobax
NPOBENEHUs] KOMIMBIOTEPHBIX aTak K O MeToJax HX MpeaylnpexIcHus
U OOHapy>KeHHs.

4.6. OcymectBiser cb6op, XpaHeHHMe ¥  aHauu3  HHGbOpPMALUH
O KOMIBIOTEPHBIX HHLMJEHTaX M KOMIIBIOTEPHBIX aTakaX, a TaKXe aHallu3
3Q(EKTHBHOCTH  MEpONpPHUATHH 10  OOHApYXEHHIO,  IMPEdYIPEKIACHHIO
U JUKBHIALMM MOCIEACTBUHA KOMIIBIOTEPHBIX aTaKk ©  peardpOBaHHUIO

Ha KOMIIbIOTCPHbIC HHIIUACHTEI.




4.7. OcymecTBiseT O9KCIUTyaTaluio, ofecredeHne (QyHKIUOHHUPOBaHUS
U pa3BUTHE TexHU4YecKoi nHppacTpykTypsl HKIIKMU.

4.8. Opranusyer MOJIy4eHHE UHGOpMalH, IpeaCcTaBIIeMON
B COOTBETCTBUH C 3aKOHOIATeILCTBOM Poccuiickoi ®denepaunu
B TOCYAAPCTBEHHYIO CHCTeMY OOHapy>KEHHUs, MpeXyNpeXIeHUs U JHUKBHAALUN
HOCIEACTBUM  KOMIBIOTEPHBIX aTaKk Ha  MHGOPMALMOHHBIE  PecypcChl
Poccuiickoit  ®@enepaunu  cyObeKTaMHM  KpUTHYECKOH  HMHQOpPMaLMOHHOM
UHQPacTpyKTYypsl U  (elepalbHbBIM OpraHOM  HCIIOJHHUTEJLHON  BJIACTH,
YIOJTHOMOYEHHBIM B obOnactd obecredeHHs O€30MaCHOCTH  KPHTHYECKOM
UHQOPMaLIMOHHON HHGPACTPYKTYphl, a TakXe HWHPOpPMALMH, KOTOpas MOXKET
NPEACTaBISATbCS HMHBIMA HE  SBJIAIOIUMUCA CyOBEKTaMH  KpUTHYECKOH
MH(POpMaLIMOHHON HHGPACTPYKTYPHl OpraHaMH W OpraHHM3alUsAMH, B TOM YHCIe
MHOCTPaHHBIMHU U MEXIyHapOAHBIMHU.

4.9. Onpegenser HeoOXoAMMBIE [Jii OpraHU3AlMHd  B3aWMMOIEHCTBUA
¢opmatel mpencTaBieHHS HHPOPMALMH O KOMIBIOTEPHBIX HMHIHUAECHTAX
B TOCYAApCTBEHHYIO CHUCTeMY OOHapy>XeHHs, NPeRyIpPeXICeHHUS U JIMKBHUAALUH
IOCIEACTBUM  KOMIBIOTEPHBIX aTak Ha  MHGOpPMAalUHUOHHBIE  PECYPCHI
Poccuiickoii ®@enepanuu ¥ JOBOOUT HMX JO CYOBEKTOB KPUTHYECKOM
UHPOPMALIMOHHON HHPPACTPYKTYPHI.

4.10. OmnpepensieT cocTaB TEXHUYECKHX I1apaMETPOB KOMIIBIOTEPHOIO
MHIUJIEHTA, YKa3bIBaeMbIX IIPU NpeACTaBlIeHUN HH(OPMAINH B TOCYIApCTBEHHYIO
cucTeMy OOHapyXXeHHs, TpeAyNpexKIeHHs W JUKBHAALUWH IIOCJIEICTBHI
KOMIIBIOTEPHBIX aTak Ha HHQoOpmauuoHHBIe pecypchl Poccuiickoit ®eneparuy,
¥ IOBOAMT €ro 10 CyObeKTOB KpUTHYEeCKOH HHPOPMALMOHHON HHPPACTPYKTYPHI.

5. B nmensx BBINOJHEHUS MpPEeAyCMOTPEHHBIX HacTosmuM [lonoxenuem
3agaud ¥ Qynkuuit HKIUKU B npenenax cBoeit KOMIIETEHIIHH HMEET MPaBO:

5.1. HamnpaBnsaTe yBeJOMJIEHHS M 3alpOChl CyOBEKTaM KPUTHYECKOW
MH(OpMaLMOHHOMN HHPPACTPYKTYPBHI, @ TAKXKE HHBIM He SBIISIONIMMCA CyObeKTaMu
KPUTUYIECKOH HHGOPMAIlMOHHOW HHQPACTPYKTYphl OpraHaM ¥ OpraHH3alMsM,

B TOM HYHCJIC HHOCTPaHHbBIM H MCKIAYHApPOAHBIM, II0 BOIpPOCaM, CBA3AHHBIM
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¢ oOHapyxeHHeM, [peaynpexiaeHHWeM W  JHMKBUAALWEH  IOCIEeACTBHIA
KOMIIBIOTEPHBIX aTaK U pearupoOBaHNEM Ha KOMIIBIOTEPHBIE HHIIUICHTEI.

5.2. Orka3blBaTh B IpPENOCTaBICHHHM WHGOOPMAaMH O KOMIIBIOTEPHBIX
UHLUAEHTAaX, CBS3aHHBIX C (YHKUUOHHPOBaHHEM OOBEKTOB KpPHUTHYECKOM
MH)OPMAalMOHHOH HH(QpacTpyKTypsl, HO 3ampocaM OpraHa HHOCTPAHHOTO
rocy1apcTBa MM MEXAYHapOAHON OpraHU3alyy, He 001aJaloIUX TOJTHOMOYHAMHA
HanpaBiIATh TAaKOM 3alpoc, a TaKKe B ClIydasX, KOrja NpeHOoCTaBIIEHHE TaKoh
HHGOpMaLUH co3aaeT yrpo3y Oe3zomacHoctd Poccuiickoit ®enepariuu.

53. CozpgaBate paGouue Trpynnbsl U3 INpeAcTaBUTeNeld  CyObEKTOB
KPUTUYECKOH HHGPOPMAIMOHHOH HHQPACTPYKTYpPhl IO COMIACOBAaHHMIO C HX
PYKOBOACTBOM JJIsl pELIEHHs BOIIPOCOB, OTHECEHHBIX K kommneTeHmn HKLIKH.

5.4. [IlpuBnexaTb K pearipoBaHHI0 Ha KOMIIBIOTEPHBIE HHIIMIECHTHI
OpraHu3allMy U 3KCIIEPTOB, OCYIIECTBISIOMIMX AEATEILHOCT B JaHHOM 00acTy.

5.5. PacnpoctpansaTe U myGiMKOBaTh MHQPOPMAIMOHHBIE W CIIPABOYHBIE
MaTepHalbl, Yy4acTBOBaTb B paboTe Hay4yHO-TEXHMYECKHX KOH(EpeHUu,
CHUMIIO3MYMOB, COBELIaHWH, BBICTABOK, B TOM 4YHCJIEe MEXIYHApOMHBIX,
10 BOIIPOCaM, CBA3aHHBIM C O0HapyXXeHHeM, MpexyrnpexIecHHEM H JTHKBHAAIUEH
IIOCIENCTBUM KOMIIBIOTEPHBIX aTaK U pearupoBaHHEeM Ha KOMITBIOTEPHBIE
MHLMICHTHI.

5.6.  3axyrouaTh OT CBOETr0 UMEHH COTJIALlIeHHS O COTPYIHHUYECTBE B 001acTh
0OHapyXeHHUs, IPeyIPENICHUS 1 INKBHIALUH TOCIEACTBUN KOMITBIOTEPHEIX aTaK
U pearupoBaHUsA Ha KOMIIbIOTEPHbIE HHLIUJEHTHI.

6. MudopMaLmOHHO-aHAIUTHYECKOE, OpPraHM3allMOHHOE W MaTepHAIbHO-
TexHudyeckoe obecneuenne HKIKW ocymectBiasercs LlenTpoM 3ammrhl
MH(QOpMaLuu U crieluanbHoit ¢ @CB Poccun.

7. HKLUKU Bosrnaensier qupexkrop HKLIKU, koTopsIM ABIsieTCS 3aMECTHTEND
pykosonutens HaydyHo-TexHudeckoil ciyx6bl — HavanbHHUK LleHTpa 3auIuThI
nH(popManuu U crienuanbHoit ceazu PCh Poccun.

8. Hupekrop HKLIKH:

8.1.  Opranusyet gesarenpHocts HKIKH.
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8.2. OcymectBnsger ot umenn HKUKHW B3aumopmeiicTBue ¢ cyObeKTamu
KPUTHYECKOH HMH(QOpMaUMOHHOW MHOPaCTPYKTyphl, a TaKXe C HHBIMH
HE SBISIOIUMUCS CyOBEKTaMU KpUTHUECKOH HHGOPMALMOHHOM HHOPACTPYKTYPHEI
OpraHaMM W OPTaHU3aLMAIMH, B TOM YHCJIE HHOCTPAaHHBIMHU M MEXIYHaPOTHBIMH.

8.3.  YtBepxnaer noinoxeHusa o pabounx rpynnax HKIIKHU, co3mgaBaeMbIix
B COOTBETCTBHMHU C MyHKTOM 5.3 Hactosero ITonoxeHus, u mepcoHaNbHBIH COCTAB
TaKuX pabo4yux rpyI.

9. HKIIKH nmeet GaHK CO CBOUM HAaMEHOBAaHUEM U 3MOJIEMY.



